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Abstract 


DECEPTION  INTEGRATION  IN  THE  U.S.  ARMY:  An  analysis  of  the  current  status 
of  deception  integration  in  United  States  Army  doctrine  and  training  with 
an  overview  of  pertinent  literature  and  three  historical  examples,  by 
Major  Jack  H.  Spencer,  USA,  195  pages. 


The  Army  has  begun  the  process  of  relearning  and  integrating  deception  into 
doctrine  and  operations.  There  is  a  lack  of  clarity  concerning  exactly  what 
deception  is  and  how  it  should  be  used.  The  state  of  doctrine  and  training  both 
appear  to  be  in  need  of  aggressive  review  and  modification. 

History  is  clear  on  the  lessons  of  deception.  It  is  a  potent  combat  multiplier  that 
can  be  decisive  in  gaining  surprise  and  initiative.  Historical  examples  show  that 
the  costs  of  these  operations  are  generally  less  than  one  would  expect.  The  risk 
appears  relatively  low  as  well.  Benefits,  on  the  other  hand,  are  uniformly 
significant,  especially  when  compared  to  cost  and  risk. 

The  1989  U.S.  Army  White  Paper  on  Deception  attempted  to  set  the  azimuth  for 
deception  integration.  It  failed  to  provide  the  urgency  and  priority  required  to 
initiate  an  action  of  this  magnitude.  This  thesis  uses  the  premise  of  "What  the 
White  Paper  should  have  said"  to  explore  the  subject. 


The  paper  makes  recommendations  based  on  interviews  with  senior  defense 
officials,  including  Generals  Starry,  Cavazos,  and  Livsey;  Dr.  Edward  Luttwak,  and 
several  experts  in  the  field  of  deception.  The  recommendations  address  doctrine 
development,  parallel  training,  and  the  integration  of  deception  into  planning. 
Training  events  such  as  BCTP,  the  NTC,  JRTC,  and  ARTEPs  must  all  integrate 
deception  as  a  central  point  of  concern  if  deception  is  to  become  a  uniform  and 
effective  component  of  Army  doctrine  and  operations. 
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Chapter  1 


Introduction 


All  warfare  is  based  on  deception.  Hence,  when  able  to  attack 
we  must  seem  unable ;  when  using  our  forces,  we  must  seem  inactive ; 
when  we  are  near,  we  must  make  the  enemy  believe  we  are  away ; 
and  when  far  away,  we  must  make  him  believe  we  are  near. 

Sun  Tzu 
7he  Art  of  War 


No  human  characteristic  appears  so  suited  to  the  task  of 
directing  and  inspiring  strategy  as  the  gift  of  cunning. 

Clausewitz 


On  War 


Today  the  U.S.  Army  is  working  hard  to  develop  a  realistic  and  effective 
tactical  and  operational  level  deception  capability.  Current  Army  deception 
doctrine  and  practice  is  in  its  developmental  infancy.  Battlefield  Deception 
(BATT-D)  Elements  are  being  fielded  to  divisions  and  corps  for  the  planning 
and  execution  of  deception  operations.  Equipment  is  being  developed  and 
fielded.  The  Army  Training  and  Doctrine  Command  (TRADOC),  with 
contractor  support,  is  examining  doctrine  and  situational  applications  to  focus 
and  guide  this  effort.  Commanders  and  staffs  are  dealing  with  this  fundamental 
change  but  one  factor  is  consistently  lacking.  That  factor  is  integration.  Too 
often  deception  is  not  central  to  the  plan  executed.  Deception  operations  are 
given  too  few  assets  and  insufficient  time  to  be  effective.  Combat,  combat 
support,  and  combat  service  support  unit  operations  are  not  coordinated  to 
achieve  reliable  deception  opportunities  against  sophisticated  collection 
systems. 


1 


This  paper  will  review  and  critique  the  current  doctrine  and  practice 
of  deception  in  the  United  States  Army.  This  review  will  include  examination 
of  selected  historical  examples  and  the  experience  of  senior  Army  and  civilian 
experts.  Finally,  it  will  provide  recommendations  for  improvements  to  the 
current  doctrine  and  practice  of  deception.  Thesis  focus  is  at  the  operational 
level  of  warfare,  with  the  caveat  that  corps  can  conduct  operational  level 
warfighting  on  occasion,  and  are  therefore  included  in  this  paper. 

Deception  does  not  win  battles,  campaigns,  or  wars.  At  best  it  gains  an 
advantage  for  the  deceiver  that  may  contribute  to  success.  No  component  of 
warfare  is  more  obscure  than  deception.  It  is  theoretically  regarded  as  a  basic 
element  of  warfare.  That  fact  is  clearly  reflected  in  the  quotation  of  Sun  Tzu 
shown  above.  In  current  U.S.  Army  doctrine,  deception  is,  at  best,  subsumed 
under  the  aegis  of  surprise;  at  worst,  it  is  ignored  altogether. 

In  practice  the  employment  of  deception  in  the  U.S.  Army  is  sporadic 
and  generally  poorly  applied.  Most  other  world  class  armies  routinely 
integrate  deception  as  a  key  component  of  their  military  cultures. 1  The  U.S. 
Army  does  not  have  an  adequate  deception  doctrine  of  proven  methodologies 
for  given  situations,  either  in  the  instruction  programs  at  our  schools  or  in  the 


Edward  N.  Luttwak,  Personal  Interview.  (4  Dec  89),  Chevy  Chase,  Md  (Appendix  C). 
Dr.  Luttwak  asserts  that  the  use  of  deception  as  a  component  in  one’s  suite  of  military 
tools  (or  force  multipliers)  is  related  to  the  military  culture  existent  in  that  Army.  A 
force  dependent  on  and  enamored  of  solutions  based  on  overwhelming  strength  and 
material  superiority  does  not  generally  support  deception  as  a  culture.  On  the  other 
hand,  forces  faced  with  parity  or  situations  of  situational  or  material  inferiority  (real  or 
perceived)  tend  to  evolve  a  culture  more  appreciative  of  the  leverage  that  deception 
operations  can  provide. 
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field.  U.S.  Army  deception  operations  are  more  often  the  function  of 

extraordinary  leaders  or  conditions.  Deception  has  only  recently  been 

included  in  the  Army  Training  and  Fvaluation  Program  (ARTEP)  and  the  Battle 

Command  Training  Program  tBCTP).  Neither  of  these  key  training  vehicles 

2 

emphasizes  the  planning  or  execution  of  deception  operations  as  critical. 

There  is  a  problem  complicating  the  study  of  deception  that  confounds 
simplistic  discussion.  Each  factor  in  a  deception  has  complementing  and 
countervailing  forces  that  act  and  react  to  achieve  the  deception  goal.  The 
study  of  deception  is  a  study  of  opposites.  The  target  can  be  an  individual 
commander  or  the  opposing  intelligence  system.  The  goal  can  be  to  gain 
advantage  in  combat  or  to  avoid  combat  altogether.  Strategy  and  tactics  are 
interactively  bound.  Military  and  political  tools  combire  with  strategy  and 
tactics  to  deceive.  Prevailing  beliefs  (or  disbelief)  provide  the  basic  raw 
material  with  which  deceptions  are  constructed.  The  list  goes  on.  This  is  one 
reason  for  the  general  difficulty  in  dealing  with  deception. 

Perceptions  of  Warfare 

Four  areas  in  particular  confound  the  study  of  deception.  They  are  the 
issues  of:  secrecy,  the  tactical-operational-strategic  interrelation,  protection 
versus  deception,  and  complexity.  Before  discussing  any  of  these  four  areas, 


2 

BCTP  results  have  shown  that  deception  is  seldom  instituted  as  central  to  the  units’ 
operations,  but  rather  as  an  applique  applied  after  the  fact  to  attempt  to  apply  a 
deception  to  the  operation  which  is  already  planned.  These  attempts  are  not  uniform 
across  units  and  they  rarely  succeed  beyond  Operational  Security  (OPSEC)  support. 
(This  comment  is  the  author’s  impression  resulting  from  interviews  with  BCTP  staff 
personnel,  such  as  Generals  Cavazos  and  Clark,  Colonel  Smith,  and  Major  Martinez). 
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however,  a  critical  factor  must  first  be  considered.  That  factor  concerns  the 
overall  perception  of  the  concept  of  warfare  with  which  one  approaches  the 
study  or  prosecution  of  deception.  This  perspective  is  critical  to  what  one 
perceives  deception  to  be  and  what  one  expects  to  accomplish  by  deception. 

This  paper  u.  written  from  a  pragmatic  viewpoint.  War  is  inevitably 
protracted  and  brutal.  It  is  a  sordid  affair  not  given  to  quick  resolution. 
Ambiguity  and  confusion  reign  supreme  on  this  battlefield.  This  viewpoint 
does  not  see  warfare  of  any  sort,  including  "operations  short  of  war"  as  a 
political  tool  of  the  first  resort.  This  view  does  not  search  for  tricks  or 
gimmicks  to  ameliorate  the  brutality.  Due  attention  is  given  to  weapons  and 

7. 

machines,  but  they  are  ultimately  directed  by  the  soldiers’  guile  and  cunning. 
This  viewpoint  recognizes  the  key  position  of  the  mental  and  intellectual 
struggle.  In  this  struggle  deception  can  become  central  to  gaining 
momentary  advantage  allowing  a  movement  or  counterstroke  restrained  only 
by  the  inherent  friction  and  fog  in  which  the  battlefield  is  shrouded.  Wars  are 
won  by  the  cumulative  effect  and  outcomes  of  many  such  engagements.  The 


Cavazos,  General  Richard,  Personal  Interview.  5  Dec  89.  The  General’s  initial 
statement  concluded  that  his  view  of  the  greatest  command  attribute  has  been  amended 
through  11  (BCTP).  "I  want  a  commander  with  guile  and  cunning.  Cunning  is  the 
concept.  Guile  is  the  fooling  of  people;  they  go  hand-in-hand.  Guile  is  bewitching 
somebody;  cunning  is  the  clever  concept  which  you  work  from  so  cleverly." 

4 

Clausewitz,  Carl  v.,  On  War.  Edited  by  M.  Howard  and  P.  Paret,  Princeton 
Uni’  'sity  Press,  Princeton,  NJ,  p.  202.  Whether  or  not  Clausewitz  saw  a  role  for 
deception  per  se,  he  did  say  "...it  seems  not  unjust  that  the  term  ‘strategy*  should  be 
derived  from  ‘cunning1  and  that,  for  all  the  real  and  apparent  changes  that  war  has 
undergone  since  the  days  of  ancient  Greece,  this  term  still  indicates  it’s  essential 
nature...." 
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most  simple  ruse  can  be  of  value  if  the  resultant  slowed  reaction  or 
misperception  allows  the  efficient  achievement  of  friendly  objectives. 

Secrecy 

Secrecy  is  an  essential  problem  in  the  study  and  appreciation  of 
deception.  This  includes  security  classifications,  and  also  addresses  the 
generally  obscure  nature  of  deception.  Historically,  deception  operations  are 
given  the  very  highest  level  of  classification.  Planning  is  routinely 
accomplished  in  the  most  restrictive  environment  where  the  absolute  minimum 
personnel  are  privy  to  the  planned  deception.  Behind  this  veil  of  secrecy  there 
will  exist  compartments  whereby  executive  agents  can  be  partially  "read  into" 
the  plan  to  accomplish  a  portion  of  the  activities  required  for  execution. 
These  factors  of  security  and  compartmentalization  combine  to  make  most 
historical  accounts  of  deception  spotty  and  incomplete.  The  long  periods 
between  the  events  and  declassification  of  them  make  accurate  reporting  rare. 

Two  elements  of  secrecy  combine  to  further  obscure  an  accurate 
assessment  of  deception’s  role  in  battles  past.  First,  the  winners  rarely  attribute 
their  success  to  anything  less  than  outstanding  generalship  and  moral 
ascendancy.  There  are  few  recorded  incidents  where  deception  was  decisive 
to  a  victory  in  and  of  itself.  Here  the  author  chooses  to  disregard 


^  This  is  suggestive  of  the  WW  II  quote  of  Sir  Winston  Churchill.  He  said  of  the 
deceptions  supporting  the  D-Day  landings,  that  the  "...  truth  is  so  precious  she  should 
always  be  attended  by  a  bodyguard  of  lies." 

6  Wheatley,  Dennis,  The  Deception  Planners.  (Hutchinson  &  Co  (Publishers)  Ltd, 
London:  1980),  pp.  18-19. 
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historical/mythical  events  such  as  Hannibal  crossing  the  Alps  and  the  Trojan 
Horse  ruse. 

Even  where  deception  has  played  a  major  role,  such  as  Operation 
Fortitude  in  support  of  the  D-Day  invasion  of  Normandy,  there  remained  a 
major  series  of  campaigns  to  defeat  the  enemy.  7  Second,  there  is  an  inability  to 
publicly  acknowledge  how  badly  a  particular  side  was  actually  deceived.  This 
is  attributable  to  many  factors.  Chief  among  those  factors  is  the  losers  natural 
inclination  to  rationalize  the  defeat  and  thus  downplay  the  failure.  More 
importantly,  the  weakness  might  continue  and  be  exploitable  again  and  is  thus 
kept  secret  as  a  factor  of  national  security.  The  reverse  is  sometimes  seen 
where  the  deceiver  assumes  that  the  deception  had  a  greater  impact  because 
the  operations  goals  are  achieved  successfully.® 

Tactical-OperationalStrategic  Interaction 

In  the  search  for  discriminators  to  facilitate  discussion  of  deception,  one 
of  the  most  obvious  is  to  discriminate  between  tactical,  operational,  and 
strategic  deception.  While  the  terms  have  some  utility,  there  is  not  a  convenient 
dividing  line,  and  the  divisions  often  confuse  more  than  they  illuminate.*® 
Strategic  and  tactical  deceptions  are  linked  in  much  the  same  way  as  tactics  are 
linked  to  strategy.  There  has  to  be  coordination  between  strategic,  operational, 

^  Cubbage,  T.L.,  "The  Success  of  Operation  Fortitude:  Hesketh’s  History  of  Strategic 
Deception,"  Intelligence  and  National  Security,  no.3,  (July  1987),  p.  327. 

8 

Herzog,  Chaim,  The  Arab-Israeli  Wars.  War  and  Peace  in  the  Middle  East  from  the 
War  of  Independence  through  Lebanon.  2  ed.  (Random  House,  Inc.,  NY:  1982),  p. 
316. 

9  Cubbage,  pp.  328-329. 
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and  tactical  deception  plans,  just  as  there  is  coordination  at  all  levels  to  achieve 
any  operational  end.  This  coordination  need  not  preclude  autonomous 
actions  at  lower  echelons  any  more  than  strategy  proscribes  a  given  maneuver 
at  the  tactical  level.  ^ 

The  need  for  centralized  control  of  deception  is  frequently  stressed  in 
U.S.  Army  doctrine.  This  thesis  will  accept  that  point,  but  will  argue  that 
restrictive  and  absolute  centralized  control  is  neither  essential  nor  beneficial. 
Decentralized  action  can  and  should  be  condoned  and  may,  in  fact,  contribute 
to  a  believable  deception.  Centralized  control  cannot  be  allowed  to  become 
inflexible  control. 

The  linkage  need  not  be  overly  restrictive  nor  prescriptive.  Separate 
decentralized  deceptions  can  exist  at  lower  levels,  but  a  deception  strategy  is 
best  carried  out  in  a  relatively  centralized  manner.  In  this  way  lower  echelons 
are  orchestrated  sufficiendy  to  prevent  them  from  undoing  the  overall 
deception  goals  of  the  campaign.  Lower  echelon  deceptions  not  in  concert 
with  the  picture  general  or  specific  perception  being  portrayed  to  the  enemy 
force  can  be  undertaken  to  confuse  the  picture.  This  does  not  proscribe 


U.S.  Army  Field  Manual  90-2,  Battlefield  Deception.  October  1988.  This  point  is 
addressed  in  the  latest  manual  as  follows:  The  title  was  formerly  Tactical  Deception. 
Now  the  document  itself  deals  with  tactical  and  operational  level  deception  operations 
of  significance  to  the  Battlefield  Deception  Elements  (BAT-D)  currently  being  fielded. 

*  *  General  Cavazos  stated  that  "...there  can  be  a  deception  at  every  level.  Battalion, 
company,  brigade,  and  division.  You’ve  got  to  be  careful  that  the  deception  at  brigade 
doesn’t  get  in  the  way  of  division’s  deception.  But  it  can  be  totally  different  in  the  form 
their  deception  takes...."  (Note  the  echelon  of  emphasis). 
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limited  objective  deceptions  at  lower  echelons,  but  only  cautions  that 
centralized  control  of  them  increases  the  overall  chances  for  success. 

An  affiliated  problem  with  strict  strategic  versus  tactical  delineations 

has  to  do  with  the  issues  of  target  selection  and  enemy  responses  desired  as  a 

result  of  the  deception  operation.  When  the  deception  instructions  are  passed 

to  the  lower  echelons  for  execution  the  selected  target  and  response  set  (i.e., 

persuade  Front  commander  to  deploy  reserve  forces  north)  may  not  be 

appropriate  at  a  lower  level.  That  echelon  likely  cannot  directly  influence  that 

target  effectively,  while  it  could  persuade  the  opposing  Army  or  regimental 

commander  to  adopt  a  view  complementary  to  the  overall  deception  plan.  A 

deception  undertaken  against  one  discreet  target  and  target  response  does  not 

12 

enjoy  a  high  probability  of  success.  Where  a  particular  target  response  set  is 
critical  to  the  operation’s  success,  the  more  assets  focused  on  it,  the  greater  the 
chance  of  achieving  the  desired  result  This  factor  was  operative  in  the 
Normandy  invasions  where  different  and  complementary  deceptions  at  all 
levels  contributed  to  the  deception  portrayed.  Too  much  attention  can  also 
compromise  the  deception. 

Another  problem  in  thinking  about  deception  has  to  do  with 
exclusionary  thinking  regarding  this  subject.  Discussions  of  deception  tend  to 
start  with  the  question,  "At  what  level  of  warfare  are  we  deceiving?"  Here  is  an 
example  of  how  a  description  can  hinder  rather  than  propel  thought  on  a 
complex  issue  by  reducing  it  belcnv  its  common  denominator.  The  concepts  of 


12 


Cubbage,  p.  328. 
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Strategic,  Operational,  and  Tactical  levels  of  war  are  meaningful,  but  they  do 
not  dominate  the  concept  of  deception  in  planning  or  execution.  Was  the 
landing  at  Inchon  during  the  Korean  War  a  strategic  operation  or  a  tactical 
operation?  Or  was  it  both?  The  answer  is  clearly  both.  Thus,  this  particular 
description  hinders  exploration  of  the  essential  nature  of  the  solution  used  to 
solve  MacArthur’s  problem.  Yet,  the  descriptive  element  of  the  level  of  warfare 
often  becomes  unnecessarily  central  to  discussions  of  deception. 


Protection  versus  Deception 

Operations  Security  (OPSEQ  is  well  integrated  into  U.S.  Army 

operations  and  doctrine.  It  is  defined  as  "All  measures  taken  to  maintain 

security  and  achieve  tactical  surprise.  It  includes  countersurveillance,  physical 

security,  and  information  security.  It  also  involves  the  identification  and 

elimination  or  control  of  indicators  which  can  be  exploited  by  hostile 

ij 

intelligence  organizations."  This  can  be  shortened  by  saying  that  the  goal  is 
to  "hide  the  real  indicators  of  your  unit."  This  includes  all  frequency 
radiations,  including  audio,  electro-magnetic,  and  olfactory  (  Figure  1). 

Deception,  on  the  other  hand,  is  defined  as,  "Actions  which  mislead  the 
enemy  and  induce  him  to  do  something  counter  to  his  interests.  It  includes 


J  U.S.  Army  Field  Manual  101-5-1,  Operational  Terms  and  Symbols.  Oct  1985,  p.  153. 
14 

U.S.  Army  Battlefield  Deception  Briefing,  US  Army  Office  of  the  Chief  of  Staff  for 
Operations  (ODCSOPS-FDI),  October  1989. 
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manipulating,  distorting,  or  falsifying  information  available  to  the  enemy  to 
ensure  security  to  real  plans,  operations,  and  activities."  ^  5 


Figure  1.  This  chart  shows  the  relationship  among  physical  emanations,  the  electro-magnetic  spectrum, 
and  deception  devices  and  decoys.  Each  operates  in  a  discreet  segment  of  the  spectrum. 


While  the  normal  use  of  deception  serves  in  the  denial  role,  there  are 
occasions  when  elements  of  the  OPSEC  program  are  manipulated  to  support 
deception.  OPSEC  can  be  scrupulously  enforced  or  it  can  be  selectively  and 
purposely  lifted  to  support  a  deception  as  in  the  case  of  demonstrations  or 
displays.  Here  we  see  that  there  is  an  interactive  and  necessary  linkage 
between  these  two  concepts.  Figure  2  suggests  relationships  between  OPSEC 
and  deception.  This  concept  is  referred  to  as  the  OPSEC  -  Deception 
Continuum  (Figure  2). 

Many  see  OPSEC  as  a  separate  activity  unconnected  to  deception.  This 
author  disagrees  with  that  view.  Deceivers  must  strive  to  control  and 
manipulate  all  outputs  to  the  enemy.  Cubbage  has  said,  "Deception  is  best 


15  FM  101-5-1,  p.  1-22. 
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when  a  false  impression  held  by  an  opponent  is  reinforced.  What  is  real  and 
what  is  revealed  is  what  forms  such  misconception  initially."16  OPSEC  includes 


Figure  2.  This  chart  depicts  a  range  of  activities  along  a  continuum.  At  the  left  are  the  passive  cover 
and  emission  control  activities.  As  the  scale  progresses  to  the  right  toward  deception  the  activities  are 
characterized  by  increasing  signatures. 

the  monitoring  and  control  of  the  key  physical  indicators  that  opponents  seek 
to  exploit.  The  Soviets  focus  maskirovka  (their  term  for  deception)  on  the 
concentration  and  introduction  of  forces  against  an  unprepared  opponent,  at 
an  unexpected  place.  Viewed  from  the  Soviet  perspective,  OPSEC  must  be  a 
basic  component  of  any  serious  deception  effort.  In  the  words  of  Soviet 
theorist  S.N.  Krasil’nikov: 

...measures  for  the  operational  masking  of  them  [movements]  have 
special  importance  in  the  period  of  concentration  and  deployment. 
External  indicators  along  the  front  and  in  the  sector  of  Army 
concentrations  must  not  display  any  kind  of  change  noticeable  to 
the  enemy.17 

Cubbage,  Personal  Correspondence,  April  1990. 
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What  Krasil’nikov  is  referring  to  is  what  we  call  OPSEC  in  the  U.S.  Army. 
Particularly  when  related  to  the  introduction  of  forces  or  the  economy  of  force, 
control  of  OPSEC  by  the  deceiver  is  mandatory. 

Complexity 

Attempts  to  reduce  complexity  by  categorizing  deception  into  discreet 
components  often  make  its  study  more  obscure.  This  factor  is  necessitated  to 
some  degree  by  the  complexity  and  interrelationship  of  deception  components. 
To  examine  constituent  elements  of  deception  it  is  necessary  to  disassemble  a 
campaign  or  operation.  This  leads  inevitably  to  simplifications  and 
misinterpretations  as  to  the  way  deception  actually  operates  on  the  battlefield. 
This  is  true  at  the  strategic,  the  operational,  and  the  tactical  levels  of  war.  To 
simply  isolate  and  study  a  single  deception  factor  requires  some  disassembly, 
but  deception  is  useful  precisely  because  it  is  complex.  It  has  relevance  and  is 
believable  exactly  because  of  the  difficulty  your  adversary  will  have  in 
attempting  to  disassemble  your  deception  to  discern  the  truth. 


Krasil’nikov,  S.N.,  Nastupatel’nava  armeiskava  operatsiva  [The  Army  Offensive 
Operation].  (Moskva:  Voeindat,  1940),  quoted  in  Soviet  Military  Deception  in  the 
Second  World  War.  Colonel  David  M.  Glantz,  Frank  Cass,  London,  1989,  p.  18. 
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The  current  Deception  Field  Manual  (FM  90-2)  contributes  somewhat  to 
this  descriptive  problem.  In  Chapter  One  of  this  manual,  fundamentals,  myths, 
definitions,  and  maxims  are  presented  in  a  non-integrated  format.  The 
maxims  are  illustrated  with  psychological  terms,  historical  examples,  and  story¬ 
book  allegory.18  The  resulting  document  obscures  the  subject  rather  than 
providing  a  basic  "how  to"  document.  It  attempts  to  clear  the  confusion 
surrounding  deception  and  to  provide  guidance  to  units  in  the  field.  This  isn’t 
accomplished  in  this  version,  despite  a  good  effort  by  the  authors.  This 
particular  work  is  used  to  illustrate  how  our  zeal  to  completely  describe  a 
complex  process  tends  to  lead  us  to  over-description.  The  resulting 
disassociation  hinders  comprehensive  understanding.  The  understanding  and 
application  of  the  principles  of  deception  require  full  and  complete 
understanding  of  deception  as  an  element  of  warfare. 

Thesis  Methodology 

This  paper  will  focus  on  the  status  of  the  development  and  integration  of 
deception  into  U.S.  Army  operations.  As  related  points  are  touched  upon 
regarding  planning,  security,  and  the  strategy  of  deception,  they  will  receive 
comment  as  appropriate. 


FM  90-2,  p.  1-7.  The  concept  of  repeated  false  alarms  is  characterized  as  the  "cry- 
wclf  syndrome  from  the  old  fairy  tale.  It’s  use  in  this  document  is  attributed  to  a 
Central  Intelligence  Agency  research  entitled  Deception  Maxims:  Fact  and  Folklore. 
(1981).  Others,  such  as,  Magruder’s  Principles,  Jone’s  Dilemma,  and  the  Monkey’s  Paw, 
do  little  to  assist  useful  understanding.  In  fact,  the  introduction  of  additional  terms  in 
this  area  may  only  serve  to  further  obscure  this  subject. 
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Chapter  2  will  attempt  to  group  definitions  and  types  of  deception  in  a 
manner  useful  to  students,  doctrine  developers,  planners,  and  operators  alike. 
Chapter  3  will  review  key  documents  and  resources  consulted  in  the  research. 
The  final  work  reviewed  in  that  chapter  will  be  the  U.S.  Army  White  Paper  on 
Deception.  The  four  major  points  of  that  paper  will  then  be  used  in  the 
analysis  of  deception  that  follows  in  subsequent  chapters. 

Chapter  4  will  review  three  selected  examples  of  deception  in  history. 
The  examples  will  focus  on  factors  that  offer  future  deception  planners 
assistance  in  dealing  with  this  complex  subject.  The  analysis  in  chapter  4  will 
focus  on  the  cost,  risks,  and  benefits  of  the  deception  operations  in  the 
examples. 

Chapter  5,  the  final  chapter,  will  bring  together  the  various  facets  we 
have  looked  at  using  the  analytic  frameworks  developed  in  chapters  3  and  4. 
The  issues  of  cost,  benefit,  and  risk  will  be  discussed  in  overview.  The  author 
will  recommend  modifications  to  the  White  Paper  introduced  in  chapter  3- 
Recommendations  will  be  proposed  regarding  doctrine  development  and  the 
integration  of  deception  into  training  and  operations. 

Attached  as  appendices  are  four  interesting  and  important  documents 
with  relevance  to  this  study.  There  are  interview  transcripts  from  three  of  the 
personal  interviews  conducted  in  the  course  of  the  research.  They  are  the 
interviews  with  General  Donn  Starry,  General  Richard  Cavazos,  and  Dr. 
Edward  Luttwak.  Also  included  as  an  appendix  is  an  excellent  technical  article 
by  T.  L.  Cubbage  outlining  the  causes  of  the  German  intelligence  failure  in 
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WWII  in  great  detail.19  The  document  can  also  serve  the  commander,  the 
deception  planner,  and  the  intelligence  officer  by  discussing  how  people 
perceive  and  manipulate  information. 

The  British  Army  Field  Manual  states  that,  "One  of  the  inherent  dangers 
of  deception  is  the  risk  of  deceiving  or  at  least  confusing  friendly  forces."20 
This  paper  will  attempt  to  reduce,  or  eliminate  some  of  the  confusion  inherent 
in  the  important  business  of  deception. 


Thomas  L.  Cubbage  II  is  a  senior  counsel  of  Philllips  Petroleum  Comapny.  Cubbage 
is  also  on  the  Editorial  Advisory  Board  of  the  journal  of  Intelligence  and  National 
Security.  In  each  of  the  last  five  years  he  has  presented  papers  at  intelligence,  strategy, 
and  military  history  conferences  sponsored  by  the  U.S.  Army  War  College  and  the 
Royal  Military  College  of  Canada.  A  former  Intelligence  Officer,  Mr.  Cubbage  is  an 
expert  in  deception  and  its  application  in  the  world  of  juris  prudence-,  he  brings  an 
interesting  and  capable  perspective  to  the  study  of  military  deception. 

20  British  Army  Field  Manual.  Volume  V,  All  Arms  Tactics.  Part  5.  Deception  in  War. 
1985,  p.4-10. 
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Chapter  2 


What  is  Deception? 

Although  deceit  is  detestable  in  all  other  things, 
in  the  conduct  of  war  it  is  laudable  and  honorable ; 
a  commander  who  vanquishes  an  enemy  by  stratagem  is 
equally  praised  with  one  who  gains  victory  by  force. 

Machiavelli 

Discourses 


Deception  is  central  to  the  concept  of  strategy.  Whaley  prefers  the 
classical  term  stratagem.  Stratagem  is  a  traditional  word  derived  from  the 
Greek  word  strategos,  meaning  "a  general”  or,  "leader  of  an  army.”21  Webster 
defines  the  word  as,  "an  artifice  or  trick  in  war  for  deceiving  and  outwitting  the 
enemy"  or  "a  cleverly  contrived  trick  or  scheme  for  gaining  an  end.”  Both 
definitions  speak  to  the  core  of  the  military  art  and  to  the  essential  element  of 
deception. 


Commanders  who  conceive  of  warfare  in  terms  of  stratagem  and 
cunning  do  not  find  deception  foreign. 22  in  that  context  it  is  a  completely 
natural  base  concept  for  all  operations  large  or  small.  Surprise  and  initiative 

21  Whaley,  Barton,  Stratagem:  Deception  and  Surprise.  (MIT,  Boston,  MA:  1968),  263  pages. 
Whaley’s  use  of  the  word  stratagem  in  the  title  of  his  comprehensive  1968  study  is  deliberate 
and  shrewd.  It  sets  the  three  key  concepts  of  deception  against  one  another  in  a  balanced 
tension.  Stratagem  is  only  related  to  the  word  strategy  by  its  root. 

22  General  Cavazos  includes  the  term  guile  in  this  context,  but  acknowledges  the  concept  of 
cunning  as  a  key  component  to  the  synthesis  of  operations  planning  or  conception.  He  also 
concedes  that  "...we  love  the  Rommels’  and  the  Pattons’  of  history,  then  we  have  the  old 
bread-and-butter.. .commander,  a  very  methodical  kind  of  guy,  he  ain’t  foolin  nobody,  he  just 
fires  correct  and  succeeds." 
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intertwine  at  the  root  of  the  plan.  Deception  opportunities  shape  the  plan  at 
each  level  and  as  ea^h  engagement  or  battle  unfolds.  The  cunning  commander 
sei2es  opportunities  to  defeat  his  opponent  while  preserving  his  combat  power. 

The  lexicon  of  deception  is  characterized  by  dark  metaphors  and  words 
of  mystery  and  imagination.  Deception  conjures  up  notions  of  sorcerers, 
sleight  of  hand,  and  tricksters  (and  maybe  thieves).  Perhaps  these  views  have 
been  abetted  by  word  of  mouth  histories  telling  of  victories  gained  in  ways  not 
otherwise  intelligible.  Words  such  as  ruse,  artifice,  gambit,  feint,  display,  wile, 
ploy,  trick,  cunning,  stealth,  and  double-cross,  all  talk  to  the  business  of 
surprise.  There  are  so  many,  in  fact,  that  our  task  is  to  reduce  them  to  a  useful 
set  of  common  terms. 


Figure  3.  This  chart  approximates  the  U.S.  Army  deception 
hierarchy. 


JCS  Pub  2-02  defines  deception  as  "measures  taken  to  mislead  the 
enemy  by  manipulation,  distortion,  or  falsification  of  evidence  to  induce  him  to 
react  in  a  manner  prejudicial  to  his  interests."  The  U.S.  Army  has  developed 
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the  "cornerstones"  of  deception  shown  in  Figure  3.  These  have  been  arrayed 
similarly  to  the  hierarchies  in  Figures  4  and  5  for  purposes  of  comparison.  We 
see  in  the  U.S.  cornerstones,  a  systems  oriented  approach  to  deception.  The 
importance  of  cover  and  concealment  is  included  in  OPSEC  and  intelligence 
support  is  acknowledged  as  follows,  "Batdefield  deception  operations  rely 
extensively  on  the  same  level  of  timely  and  accurate  intelligence  as  do  combat 

operations. "23 


Figure  4.  This  chart  approximates  the  relationships  within  current 
Soviet  maskirovka  doctrine.  (Drawn  from  multiple  sources). 


The  Soviets  have  developed  a  similar  view  of  deception.  Their  hierarchy 
is  more  pragmatic  and  action  oriented  than  ours,  but  it  is  nonetheless  similar. 
It  is  shown  at  Figure  4.  Note  that  the  category  of  misleading  aggregates 
disinformation  and  demonstrations  together. 


23  FM  90-2,  pp.  1-30  to  1-35. 
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The  variety  of  possible  deceptions  is  infinite.  This  author  sees  three 
major  operational  areas  under  the  umbrella  of  military  or  battlefield  deception. 
They  are:  Cover  and  Concealment,  Disinformation,  and  Diversions.  These 
categories  are  action  related.  OPSEC  includes  cover  and  concealment  as 
subsets  and  reflects  those  activities  taken  to  prevent  enemy  detection  or 
observation  of  friendly  activity.  Disinformation  refers  to  the  use  of  words  and 
passive  visual  cues  to  mislead  people  or  machine  sensors. 


Proposed  Deception  Hierarchy 

Strategy 

Campaign  Strategy 


Operation*]  Plan 


Cover  and 

Concealment 


Disinformation 


Covar 


Conceal  Displays 


Demonstrations 


Montaiaivs/ 

gmuSiya 

Daemonic 

Deception 


Faints 

Rumors 

Mada 

Manipulation 
Falsa  Maps 

Documents 


Daemonic 

Deceptfon 


Figure  5.  This  hierarchy  reflects  the  reality  of  current  doctrine. 


The  final  category  of  Diversions  includes  all  of  those  actions  undertaken 
to  portray  force  where  there  are  none  or  in  greater  numbers  than  are  actually 
there.  This  alternative  hierarchy  is  shown  at  Figure  5. 
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Cover  and  Concealment 

This  is  an  integral  and  necessary  component  of  deception  practice.  FM 
90-2  views  secrecy  as  the  basis  of  all  deception. 24  Cover  and  concealment, 
under  the  rubric  of  OPSEC  provide  that  secrecy.  The  more  open  an  opponent 
is  to  collection  and  observation  by  his  adversary,  the  more  correspondingly 
difficult  it  is  to  achieve  effective  deception.  Camouflage,  use  of  cover, 
concealment,  use  of  limited  visibility,  control  of  electro-magnetic  emissions, 
and  light  discipline  are  all  elements  of  passive  deception. 

They  are  also  of  components  of  OPSEC  under  this  general  heading.25 
This  troubles  those  who  would  separate  active  deception  from  passive  security 
measures.  It  should  not  do  so  because  control  of  the  perception  the  enemy 
gains  from  all  of  the  unit  signatures  is  central  to  deception.  Therefore,  just  as 
OPSEC  was  centralized  under  the  Operations  Officer,  so  should  all  signatures 
(active  deception  and  radios,  light,  movements,  etc.)  be  controlled  and 
orchestrated  by  the  operator  when  executing  deception. 

During  the  Vistula-Oder  offensive  in  January  1944,  the  Soviet  Front 
achieved  an  unprecedented  degree  of  operational  security.  It  was  so  effective 
that  the  German  intelligence  system  had  only  a  vague  and  generalized  picture 
of  enemy  dispositions.  Worse  still,  the  German’s  low  regard  for  the  Soviets 

24  FM  90-2  emphasizes  that  active  deception  measures  (such  as  developing  indicators  to 
portray  false  intentions)  depend  heavily  on  the  passive  deception  measures  of  camouflage  and 
secrecy. 

25  Army  Regulation  530-2  governs  OPSEC.  Overall  unit  operational  security  posture  was 
placed  under  the  staff  control  and  of  the  G3/S3  for  coordination  with  all  operations  in  the 
command. 
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manifested  itself  in  a  lack  of  aggressiveness  in  collection  and  update  of  the 
intelligence  situation.  The  Soviets  capitalized  on  this  situation  by  concealing  a 
series  of  lateral  movements  behind  an  impenetrable  veil  of  maskirovka.  Their 
operational  security  included  no  written  orders,  no  radio  or  telephone  traffic 
regarding  the  deception,  and  strict  close-hold  secrecy.  Reconnaissance 
conducted  by  the  attacking  units  was  conducted  in  the  uniform  of  the  passage 

unit.26 


The  resultant  deception  put  29  Soviet  divisional  equivalents  into  the 
Magnusbe v  sector  where  German  intelligence  anticipated  1 5.  The  results  were 
shattering  to  this  final  defensive  along  the  Oder  River.  This  was  a  huge  and 
dramatic  deception  that  depended  heavily  on  a  basis  of  secrecy  to  achieve  the 
active  deception  finally  executed.  Soviet  OPSEC  [ maskirovka ]  was  a 
component  of  the  deception. 

The  corollary  to  this  mask  of  secrecy  is  the  practice  of  display  or 
selective  exposure  to  achieve  an  effect  That  effect  might  be  to  fix  a  force  in 
place,  to  serve  as  a  "bait"  for  a  baited  attack,  or  to  deliberately  allow  enemy 
intelligence  collection  on  the  unit  prior  to  a  surreptitious  movement.  Just  as 
clearly  as  the  forgoing  example,  exposures  or  directed  lapses  in  OPSEC  are 
vital  components  of  deception. 


26  Glantz,  David.  M.,  Soviet  Military  Deception  in  the  Second  World  War.  (Cass  Limited, 
London:  1989),  pp.  479-480 
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Disinformation 

Here  we  find  some  of  the  "dirtiest"  tricks  of  the  deception  business.  This 
perception  likely  stems  from  the  trickery  inherent  in  deceptions  based  only  on 
words.  The  news  broadcast  (or  psychological  operations  message),  the  false 
map,  rumors  planted  to  stir  resistance,  are  all  examples  of  inserting  thoughts 
via  written  and  spoken  words  to  deceive  a  target  audience. 

On  the  line  of  active  deception  would  be  the  "disinformation"  conducted 
by  electronic  means.  Both  communications  intelligence  (COMINT)  and 
electrical  intelligence  (ELINT)  simulation  devices  exist.  The  former  can 
simulate  radio  nets.  Frequency  modulation,  amplitude  modulation,  microwave, 
and  satellite  communications  devices  have  been  demonstrated.  Their  use  on 
the  battlefield  can  cover  the  displacement  of  an  actual  unit  or  simulate  the 
arrival  and  operations  of  a  new  unit. 

The  EUNT  simulators  can  accomplish  a  role  similar  to  that  of  the 
COMINT  simulators.  The  difference  is  related  to  collection  technology.  Both 
superpowers  can  collect  real-time  location  and  identification  data  practically 
anywhere  on  earth.  The  reliability  of  this  data  and  the  predictability  of  air 
defense  radar  positioning  allows  an  opponent  to  easily  and  accurately 
"template"  the  enemy  force  position  and  orientation.  The  introduction  of  these 
devices  complicates  the  templating  process  greatly. 


Diversion 

This  is  a  category  of  purely  active  measures.  Normally  these  will  include 
the  risk  or  commitment  of  friendly  forces  to  gain  a  desired  result.  The  title  has 
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a  double  meaning  in  that  the  friendly  force  will  divert  forces  as  a  diversion  or 
to  divert  enemy  forces.  The  diversion  can  be  away  from  an  area  of  operations 
or  into  a  trap  or  engagement  area. 

Diversions  require  the  commitment  of  assets  away  from  direct 
involvement  in  the  main  batde  into  the  deception.  A  difficult  application  of  this 
in  U.S.  Army  doctrine  is  the  so-called  supporting  attack.  Routinely  given 
significantly  less  combat  power  and  combat  support,  this  force  has  two  major 
problems  First,  by  not  having  sufficient  force  ratios  to  defeat  the  enemy,  the 
illusion  of  a  main  attack  might  not  be  achieved.  Second,  the  operation  cannot 
be  realistically  undertaken  without  actual  engagement  of  the  attacking  force 
and  the  attendant  problem  of  disengagement.  Here  is  where  the  other 
elements  of  diversions  can  help  achieve  the  goal  without  causing  excessive 
losses  in  the  supporting  force.  Decoy  armored  vehicles,  massed  in  a 
reinforcing  position  can  deter  enemy  counterattacks  against  the  smaller  force. 
Movements,  noise,  dust  trails,  etc  can  be  created  to  simulate  a  larger  force  than 
is  actually  deployed. 

Deception  is  a  concept  that  includes  many  things  the  Army  is  already 
doing.  OPSEC  has  progressed  over  the  years  to  a  generally  excellent  state.  U.S. 
Army  communications  security  (COMSEC)  is  unequaled  in  capability  and  level 
of  implementation  by  any  force.  Cover  and  concealment  is  well  integrated. 
Signature  reduction  is  part  of  all  tactical  unit  training.  Equipment 
improvements  assist  this  effort.  Quiet  generators,  night  vision  devices,  and 
improved  camoflage  systems  cut  into  the  ability  of  the  enemy  to  detect  us.  It 
remains  for  us  to  produce  doctrine  that  can  now  take  us  the  next  step.  That 
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step  is,  the  inclusion  of  active  deception  as  an  integral  part  of  our  operations. 
Perhaps  review  of  pertinent  literature  can  show  us  how  best  to  accomplish  this 
transition. 
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Chapter  3 


Review  of  the  Literature 


.a  man  of  sense  has  always  the  advantage. 

Sophocles 

Aju 


This  chapter  will  review  key  documents  consulted  concerning  the  area 
of  military  deception  and  surprise.  The  reviews  will  not  be  extensive,  but  will 
attempt  an  overview  of  the  author’s  key  points.  Where  appropriate,  portions  of 
tables  and  other  data  will  be  presented. 


Stratagem;  Deception  and  Surprise 

Written  in  1968  by  Barton  Whaley  at  the  Massachucetts  Institute  of 
Technology  this  is  the  landmark  study  of  modem  battlefield  deception.  This 
ambitious  project  looked  at  168  battles  between  1914  and  1968  that  initiated  or 
had  major  impacts  on  wars  or  campaigns.  The  sixteen  wars  reviewed  in  the 
study  are  listed  below: 


World  War  I 

1914-1918 

Soviet-Polish  War 

1920 

Greco-Turkish  War 

1921-1922 

Italo-Ethiopian 

1935-1936 

Spanish  Civil  War 

1936-1939 

Sino-  Japanese  War 

1937-1939 

Soviet-Japanese  Conflicts 

1938-1939 

Russo-Finnish  War 

1939-1940 

World  War  II 

1939-1945 

Israeli  War  of  Independence 

1947-1949 

Korean  War 

1950-1953 

Vietnam  Revolution 

1946-1954 

Suez  War 

1956 

Bay  of  Pigs 

1961 

1967  Arab-Israeli  War 

1967 

Czechoslovakian  Invasion 

1968 
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Whaley  extracted  those  instances  where  the  impact  of  deception  on  the 
outcome  was  of  questionable  nature.  His  results  are  reflected  in  the  table  at 
Figure  6. 


War 

Surprise 

Tactical 

Deception 

Both 

Total 

Surprise 

Strategic 

Deception 

Both 

Total 

WWI 

1914-18 

10 

9 

19 

1 

9 

10 

Soviet-Polish 

1920 

0 

1 

1 

Greco-Turkish 

1921-22 

1 

mm 

1 

1 

Italo-Ethiopian 

1935-36 

H 

0 

Spanish  Civil  War 

1936-39 

2 

2 

3 

3 

Sino-Japanese 

1937-41 

0 

0 

Russo-Japanese 

1938-39 

1 

1 

WWII 

1939-45 

5 

3 

15 

23 

5 

5 

30 

40 

Russo-Finnish 

1939-40 

0 

Israeli 

1947-49 

1 

1 

2 

1 

1 

Independence 

Korean  War 

1950-53 

0 

1 

4 

5 

Vietnam 

1946-54 

0 

1 

1 

Revaluation 

Suez 

1956 

0 

1 

1 

2 

Bay  of  Pigs 

1961 

0 

1 

1 

Arab  -Israeli 

1967 

1 

1 

Totals: 

19 

3 

25 

47 

11 

7 

49 

67 

Figure  6.  This  shows  the  relationship  of  deception  and  surprise  at  the  tactical  and  strategic  leveL 


He  defined  the  term  deception  from  the  perspective  of  the  deceiver.  His 
use  of  the  term  surprise  focused  on  the  effect  of  the  deception  (while  allowing 
that  some  surprise  occurs  without  deception).  He  thus  separated  the  concepts 
of  deception  (the  act)  and  surprise  (the  effect).  In  his  words,  "Thus  defined, 
these  terms  avoid  the  easy  pitfall  of  circular  reasoning."27  He  defined  four 
factors  (acting  alone  or  in  concert)  that  produce  surprise.  They  are,  Secrecy, 
Preconception,  Deception,  and  Response  Time.  He  gave  the  following 
explanations  for  these  terms. 


27  Whaley,  p.  156. 
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Secrecy.  Secrecy  can  shroud  intention,  but  rarely  is  this  complete.  It 
[security]  can  introduce  uncertainty,  which  can  paralyze.  He  use  the  examples 
of  Pearl  Harbor  and  the  Korea  invasion. 

Preconception.  Strongly  held  "opinions"  of  expected  enemy  actions 
proved  wildly  incorrect  in  several  of  his  reviewed  cases.  Pearl  Harbor, 
Normandy,  and  the  Chinese  intervention  in  Korea  are  given  as  examples. 

Deception.  Whaley  simply  defined  this  important  term  as  "the  deliberate 
misleading  of  an  enemy." 

Response  Time.  He  used  the  terms  of  "strategic  paralysis  or  impotence" 
here  when  describing  response  time.2*  This  describes  the  event  where  despite 
recognition  of  the  threat  or  the  attack,  the  enemy  simply  is  not  able  to  respond 
in  a  manner  timely  enough  to  affect  the  outcome.  He  references  the  Inchon 
Landing  as  an  example. 

Whaley  attempted  to  remove  bias  from  his  analysis  in  order  to 
accurately  deduce  the  importance  and  the  effect  of  deceptions  in  his  study. 
Now  we  can  review  his  findings  for  a  moment.  He  excluded  extremely  small 
scale  events,  but  did  mix  strategic  and  tactical  as  shown  in  Figure  6.  He  also 
excluded  Churchill’s  "soft  underbelly"  theory  because  in  Whaley’s  words  "I  am 
unable  to  judge,  and  the  plethora  of  sources  and  studies  generate  more  fog 
than  clarification." n 

28  Ibid,  p.  156. 

29  Ibid,  p.  157. 
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He  compressed  the  data  presented  in  the  Figure  6  matrix  down  to  that 
shown  below  in  Figure  7.  The  table  shows  a  very  high  correlation  of  deception 
between  and  surprise  at  both  the  tactical  and  strategic  levels. 


Tactical  Level 

(#) 

(%) 

Strategic  Level 

(#) 

(%) 

Deception  Only 

3 

6.4 

7 

10.5 

Surprise  Only 

19 

40.4 

11 

16.4 

Deception  &  Surprise 

25 

53.2 

49 

73.1 

Figure  7.  This  chart  compresses  the  data  shown  in  Figure  6  to  emphasize  the  correlations. 


Since  Whaley  has  defined  these  terms  to  reflect  cause  and  effect,  the 
relationships  appear  valid.  The  relationships  across  so  many  conflicts  and 
cultures  suggest  a  high  correlation. 


Whaley’s  analysis  pursued  the  important  and  affiliated  phenomenon  of 
culture  as  it  affects  deception.  He  looked  at  the  national  military  doctrines  of 
the  countries  shown  below: 


Britain 

Germany 

America 

Russia 

Japan 

China 

France 

Italy 

Israel 

These  studies  are  brief  with  each  of  them  involving  only  a  few  pages  at  most 
He  highlights  several  interesting  points  of  divergence  that  the  author  will  treat 
each  very  briefly. 
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British 

Whaley,  surprisingly,  credits  the  American  experience  as  the  antecedent 
of  the  British  tradition  of  military  deception.  The  ruses  of  Stonewall  Jackson 
were  cited,  in  particular,  by  the  British  military  scholar  Henderson.  Later  in  the 
Boer  War,  Henderson  was  instrumental  in  deceptions  witnessed  by  the  young 
major  Allenby,  who  became  Commander  of  British  operations  in  the  Middle 
East  during  WW  I.  One  of  his  most  interesting  operations,  the  third  battle  for 
Gaza,  is  detailed  in  this  paper  as  a  historical  study.  World  War  One  also  had 
the  famous  A.  P.  Wavell  as  Chief  of  the  Directorate  of  Military  Plans  in  the 
Middle  East.  T.  E.  Lawrence  said  of  Allenby  (and  his  planner  Wavell),  that 
"deceptions,  which  were,  for  the  ordinary  General,  witty  hors  d’oeuvres  before 
battle,  became  for  Allenby  a  main  point  of  strategy."  Together  Allenby  and 
Wavell  influenced  doctrine  and  their  countrymen  to  the  value  and  power  of 
deception.  Wavell  continued  the  tradition  into  World  War  Two.  Specific 
organizations  for  planning,  command  and  control,  and  execution  of  deception 
were  developed  for  prosecution  of  WWTL  These  oreanizations  integrated 
deception  into  all  operations,  at  all  levels  of  war,  to  an  extent  not  witnessed 
before  or  since. 

German 

German  inter-war  doctrine  moved  toward  the  inclusion  of  deception 
and  surprise  into  their  planning.  Their  doctrine  conceded  the  value  of  tactical 
camouflage  and  lures.  A  partial  explanation  for  the  development  of  German 
deception  skills  might  lie  in  the  surreptitious  rearmament  conducted  from 
1918  until  1935. 
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The  Abwehr  Section  III-D  within  the  Military  Intelligence  service  was 
charged  with  tactical  deception  planning  and  execution.  Under  the  able 
leadership  of  the  formidable  Admiral  Canaris,  this  section  conducted 
misinformation  against  key  opponents  early  in  WWII.  The  High  Command  of 
the  Wehrmacht  (OKW)  was  the  primary  agent  for  strategic  deception  planning. 

The  Military  Historian  of  the  OKW,  Lieutenant  General  Waldemar 
Erfiirth  wrote  a  book  on  deception  entided,  Surprise  in  War.  In  it  he  argues 
that  surprise  is  a  "particularly  efficient  means  of  defeating  the  enemy."  He,  in 
fact,  credited  surprise  with  a  more  decisive  role  than  can  be  supported 
historically. 

Whaley  makes  the  presumption  that  the  modem  Bundeswehr  is  the 
inheritor  of  these  traditions  of  camouflage  and  surprise.  He  is  careful, 
however,  to  point  out  that  he  had  seen  no  evidence  or  writing  to  support  the 
attribution  of  a  keen  interest  in,  or  use  of,  deception  on  behalf  of  the  modern 
West  German  Army.  It  must  be  recalled  that  the  Germanic  temperament  is 
hardly  receptive  to  dealing  with  what  can  only  be  described  as  the  catastrophic 
failure  of  German  Military  Intelligence  in  WWII.  This  might  account  for  an 
apparent  lack  of  emphasis  on  it. 


American 

Much  of  the  American  deception  effort  in  WWII  is  attributable  to  the 
influence  of  our  British  allies.  MacArthur,  Halsey,  and  Roosevelt  have  all  been 
associated  with  deception,  generally  at  th«*  strategic  level.  The  possession  of 
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the  Japanese  diplomatic  cyphers  and  the  ULTRA  machine  made  deceptions  on 
our  part  practically  unavoidable. 

Not  all  American  officers  were  enamored  of  the  arts  of  surprise  and 
deception.  Camouflage  remained  a  matter  of  local  "improvisation"  as  opposed 
to  a  consistant  doctrine,  uniformly  executed.  Naval  maneuvers  in  1940  lacked 
any  camouflage  at  all.  Considerable  work  was  done  on  this  basic  skill  during 
the  war. 

Colonel  George  C.  Marshall’s  assignment  to  the  Infantry  School  from 
1927  to  1931  is  seen  as  a  watershed  event  by  Whaley.  He  refers  to  Marshall  as 
"highly  imaginative  and  unorthodox."  These  are  hardly  the  concepts  generally 
associated  with  this  great  soldier.  Marshall’s  doctrine  was  incorporated  in 
Infantry  in  Battle  in  1934.  Beginning  a  trend  we  see  even  now  in  U.S.  doctrine, 
this  book  is  lucid  on  the  use  and  need  for  surprise,  but  only  vaguely  implies  its 
connection  with  deception.  This  author  makes  almost  the  same  comment  in 
Chapter  1  with  regard  to  the  1982  version  of  FM  100-5.  The  1962  edition  of 
this  FM  100-5  states  that  tactical  cover  and  deception  are  "an  integral  part  of 
all  operational  planning'  (authors  emphasis). 

Russian 

Prior  to  WWII  Stalin  saw  deception  as  a  major  factor  in  war.  Whaley 
cited,  however,  a  "curious  ideological  inhibition  regarding  the  concept  of 
surprise"  following  the  German  invasion.  As  a  result  of  that  cataclysm,  surprise 
was  downgraded  as  a  component  of  warfare  until  later  in  the  war.  The  current 
absolutist  school  surrounding  the  principle  of  Maskirovka  arose  as  the  Soviet 
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went  on  the  offensive  in  the  campaigns  following  Stalingrad.  By  November 
1943  at  the  Tehran  Conference,  Stalin  had  once  again  come  to  appreciate  the 
value  of  this  powerful  tool. 

The  shroud  of  secrecy  enveloping  most  Soviet  actions  prevents  complete 
understanding  of  WWII  internal  deception  planning  and  control.  It  is  believed 
that  the  GRU  (Soviet  Military  Intelligence)  was  the  responsible  agency  for 
deception. 

Whaley  concludes  that  "the  Russians  still  have  much  to  learn  about  the 
subtleties  of  stratagem."  He  cites  poor  officer  training  and  the  "failure  of  their 
advisory  missions  to,  in  any  way  prepare  their  Egyptian  clients."  He  further 
says,  that  even  their  successful  surprise-through-deception  in  Czechoslovakia 
in  1968  was  more  circumstance  than  clever  ruse. 

Japanese 

The  decisive  surprise  stroke  of  Admiral  Togo  at  Port  Arthur  set  a  tradition  of 
deception  and  strategic  surprise  for  the  Japanese.  Pearl  Harbor  fits  that  tradition 
perfectly.  The  Japanese  were  rated  as  fair  at  camouflage  until  later  in  the  war,  not 
unlike  the  Americans.  The  place  of  deception  and  surprise  in  a  modem  emerging 
(and  rearming)  Japan  offers  opportunity  for  speculation.  Their  rearming  is  being 
done  quietly  and  privately  and  their  horizon  of  influence  is  steadily  growing.  Few 
nations  have  embraced  stratagem  as  the  Japanese.  Likewise,  few  are  as  secretive  in  its 
utility  within  their  military. 
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French 


Whaley  states,  "The  French  are  similar  to  the  Italians  in  that  the  attempted  to 
fight  both  World  Wars  without  having  understood,  much  less  used  strategic 
deception."  He  cites  General  Petain  in  WWI  as  the  lone  exception  to  this  criticism. 

Despite  their  long  tradition  of  use  and  practice  of  stratagem  and  deception,  the 
French  failed  to  use  it  or  even  to  fully  grasp  the  potential  for  their  own  deception 
(surprise).  The  terms  stratagem,  and  ruse  de  guerre,  and  camouflage  are  all  of 
French  origin.  This  makes  the  failures  during  the  World  Wars  even  more  puzzling. 
Whaley  makes  an  interesting  observation  regarding  the  level  of  optimum  deception 
effect  when  he  states,  that  "Despite  this  tradition  the  French  managed  in  the  19th 
century  to  reduce  this  art  to  its  tactical  mode  where  it  remained  in  virtual  stasis. "30 
Foch  and  DeGaulle  treated  the  issue  of  deception  "in  passing"  and  then  only  at  the 
tactical  level. 

The  improvement  on  this  condition  in  post-war  French  military  doctrine  is 
speculative  according  to  Whaley.  He  cites  the  use  of  lures  and  ruses  in  their  well- 
fought,  but  losing  experience  in  Indo-China.  He  concludes  his  review  of  French 
deception  and  surprise  with  a  quote  from  General  Andre  Beaufre  a  key  theoretician  in 
the  French  Army  in  the  1960’s.  Beaufre  states  that: 

The  essential  factor  in  defeating  the  enemy  was  not  force,  but  deception;  it  was 
necessary  to  delude  him,  to  worry  him,  to  disorganize  him  by  an  unexpected 
approach,  and  having  thus  created  a  weak  point  to  exploit  it  to  the  full. 31 


30  Ibid,  p.  79. 

31  Ibid,  p.80. 
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Israeli 

Whaley  saw  the  Israelis  as  the  "contemporary  masters"  of  the  art  of  deception. 
At  least  equal  to  the  British  in  employing  deception  and  surprise.  He  saw  their 
integration  of  deception  as  unique  among  contemporary  small  powers. 

He  speculates  on  Israeli  deception  integration  because  of  their  classification  of 
this  vital  area.  He  thinks  that  deception  planning  in  Israel  may  be  self-taught  as  a 
"substitute  for  sheer  force."  The  "exigencies  of  desperate  survival  may  have  led  the 
Israeli  leaders  to  unorthodox  solution. "32 

Again,  we  find  that  some  credit  belongs  to  contact  with  Allenby  accolytes 
Meinerzhagen,  and  General  A.  P.  Wavell,  who  worked  with  Zionists  in  the  two  World 
Wars.  One  of  the  Zionists  working  under  Wavell  was  Moshe  Dayan.  Of  his  work  for 
Wavell’s  Intelligence  Officer,  Captain  Orde  Wingate,  Dayan  said:  "Every  Israeli  Soldier 
is  a  disciple  of  Wingate.  He  gave  us  our  technique."33  of  the  14  rules  of  Israeli 
doctrine  two  deal  expressly  with  surprise:  1)  Always  try  for  surprise  in  one  way  or 
another,  and  2)  When  surprise  is  possible,  don’t  expose  movement  with  premature 
fires. 

Chinese 

An  old  and  well-established  tradition  of  deception  and  surprise  lies  at  the  core 
of  Chinese  military  doctrine.  Sun  Tzu’s  Confucian  doctrine  [principles]  influenced 
the  revolutionary  military  leadership  of  Mao  Tse-tung.  The  Chinese  performance  in 


32  Ibid,  p.  81. 

33  Ibid,  p.  82. 
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the  Korean  War  showed  understanding  of,  and  great  capacity  for,  deception  and 
surprise  at  the  operational  and  tactical  levels  of  war. 

This  doctrinal  basis  was  at  the  root  of  the  modem  People’s  Army.  Given  that 
Whaley  was  writing  during  the  cultural  Revolution  he  had  little  to  say  about  the 
realities  of  the  modem  Chinese  Army  of  today. 

Guerrilla 

In  his  discussion  of  the  place  of  surprise  and  deception  in  military  theory, 
Whaley  talks  about  guerrilla  wars.  Alternately  called  small  wars,  irregular,  or 
unconventional  warfare,  Whaley  sees  deception  as  a  key  component  to  the  theory  of 
these  "low  intensity"  conflicts.  He  cites  five  characteristics  that  unite  conventional  and 
unconventional  warfare.  These  characteristics  are:  deception,  surprise,  mobility, 
flexibility,  and  an  effective  information  system  (i.e.,  C2  and  intelligence).  He 
recognizes  the  vast  differences  between  conventional  and  unconventional  warfare,  but 
cites  these  five  characteristics  as  principles  might  constitute  the  conditions  for  success 
in  guerrilla  warfare.  Whaley  contends  that  Liddell  Hart’s  1929  study  The  Decisive 
Wars  of  History  developed  the  "indirect  approach"  by  the  combination  of  these  two 
forms  of  warfare.  This  author  contends  that  deception  and  surprise  are  useful  at  the 
tactical  level  in  unconventional  warfare.  The  applicability  and  integration  of 
operational  and  strategic  deception  in  guerilla  warfare  is  more  difficult  and  has  not 
been  studied  to  any  great  degree. 

Conclusions 

Whaley  dedicates  his  last  chapter  to  making  what  he  calls  "speculative" 
conclusions.  He  introduces  five  new  topics  by  which  to  organize  his  conclusions. 
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They  are:  the  Security  of  Options,  the  Economics  of  Stratagem,  the  Strategic-Tactical 
Dimension,  the  Permanency  of  Stratagem,  and  Total  Stratagem  and  the  Fog  of  War. 

Tbe  Security  of  Options 

He  seeks  to  show  in  this  discussion  that  the  deceiver  with  options  in  his  plan 
has  an  immense  advantage.  His  security  (peace  of  mind)  is  proportional  to  the 
insecurity  of  the  victim.  If  discovered  the  deceiver  with  options  can  still  use  timing, 
misdirection,  and  objective  to  his  advantage  under  a  new  plan. 

Since  Whaley  looked  at  the  opening  battles  of  wars  or  campaigns  he  can  talk 
about  his  second  key  with  some  authority.  He  says,  "In  the  preliminary  stages,  I 
suspect  that  these  commanders  have  often  quite  calculatedly  rigged  their  starting  point 
so  that  it  offers  viable  alternatives."  In  such  instances  the  intelligence  officer  can  only 
offer  "best"  courses  of  action  and  cannot  in  any  way  really  know  the  surprisers 
intention.  This  gives  the  deceiver  initiative. 


Tbe  Economics  of  Stratagem 

Here  Whaley  states  that:  'Taking  economics  to  include  the  trade-offs  between 
two  interrelated  activities,  the  efficacy  of  stratagem  may  be  evaluated  relative  to  certain 
other  military  and  intelligence  operations."^  He  goes  on  to  conclude,  and  to 
forcefully  argue,  that  stratagem  (deception  and  surprise)  is  cheap,  in  terms  of  men, 
labor,  and  materiel.  He  does  not  discuss  the  question  of  relative  value  when  scarce 
resources  are  up  for  grabs  in  deception  operations. 


34  Ibid,  p.232. 
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The  Strategic-Tactical  Dimension 

He  saw  no  "strong"  distinction  emerge  in  his  data  between  strategic  and  tactical 
surprise.  He  found  no  consistant  "differences  in  the  theory,  nature,  practice,  or  effects 
of  deception.. .."^5  He  admitted  to  certain  advantages  on  the  part  of  each  but  could 
not  find  distinguishing  differences  of  statistical  significance  in  the  data. 

The  Permanency  of  Stratagem 

Despite  the  fact  that  stratagem  (deception  and  surprise)  has  been  at  times  in 
disfavor,  Whaley  asks  if  stratagem  has  permanent  relevance  for  the  theory  and 
doctrine  of  war.  56  He  discredits  a  remark  of  Clausewitz’  that  posited  that  increased 
communications  and  information  availability  made  strategic  surprise  more  difficult 
Students  of  Clausewitz  have  seized  this  one  statement  "proof'  of  Clausewitzian  basis 
for  discrediting  surprise.  Whaley  disagrees  with  this  notion.  The  availability  of 
unprecedented  amounts  of  information  may  even  make  deception  easier  and  thus 
more  attractive.  I  am  reminded  here  of  Dr.  Luttwak’s  statement  that  common  sense  is 
the  ally  of  the  deceiver.  Intelligence,  information,  and  communication  systems  are 
fast,  but  troops  and  weapons  can  be  concentrated  and  delivered  faster.  Perhaps  more 
important  is  the  fact  that  false  and  misleading  information  can  be  delivered  faster. 
Intelligence  systems  can  be  inundated  with  data  and  forced  into  overload. 

Total  Stratagem  and  the  Fog  of  War 

Here  Whaley  talks  of  the  manner  in  which  stratagem,  surprise,  and  deception 
combined  with  security  contrive  to  rob  an  enemy  of  reliable  information.  He  quotes 
Mao  Tse-tung  on  this  point; 

35  Ibid,  p.247. 

36  Ibid,  p.  250. 
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...we  must  try  to  seal  the  eyes  and  ears  of  the  enemy,  making 
him  blind  and  deaf,  and  to  create  confusion  in  the  minds  of  the 
enemy  commanders,  driving  them  insane.  37 

In  this  same  vein  he  talks  of  the  oriental  fascination  with  manipulating  the  fog  of  war. 
Similar  to  the  points  raised  above,  the  denial  of  corroborating  data  can  exacerbate  the 
problem  of  information  overload. 

Summary 

Whaley  concludes  with,  what  I  think  may  be,  the  simplest  and  most  eloquent 
argument  for  the  practice  of  deception  and  surprise  as  a  component  of  the  art  or  war. 
He  says: 

...success  will  usually  go  to  whichever  side  can  introduce  the  larger  favorable 
bias  among  the  otherwise  largely  random  events  that  attend  his  plans, 
decisions,  and  actions.  Military  theories  or  doctrines  can  be  potent  guides  for 
introducing  such  biases  in  the  system.  This  theory  is  offered  as  one  such 

guide.  38 


Strategic  and  Operational  Deception  in  the  Second  World  War 

"Strategic  and  Operational  Deception  in  the  Second  World  War"  (July  1987)  is 
the  quarterly  publication  National  Intelligence  and  Security.  The  editor  is  Michael  I. 

37  Ibid,  p.257. 

3^  Ibid,  p.  263. 
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Handel  who  is  on  the  faculty  at  the  U.S.  Army  War  College  at  Carlisle  Barracks, 
Pennsylvania.  Contributors  and  editors  to  this  issue  represent  a  virtual  who’s  who  of 
the  study  of  deception.  In  the  author’s  review  of  literature  this  was  die  single  best 
reference  of  recent  vintage.  Handel’s  82  page  introduction  itself  is  a  comprehensive 
and  concise  treatise  on  this  subject  He  cites  Clausewitz,  Whaley,  Betts,  Cruikshank, 
Hesketh,  Wavell,  Liddell  Hart,  Wheadey,  Dudley  Clark,  and  Herbig.  A  notable  list  of 
the  experts  of  deception. 


Handel  begins  with  a  historical  review  of  deception  from  the  Greeks  through 
1940  and  the  Batde  of  El  Alamein.  His  opens  with  an  observation  that  highlights  the 
western  world’s  general  reticence  to  use  deception: 

Yet  despite  their  recognition  of  deception  as  a  very  important  -  perhaps 
even  decisive  -  dimension  in  waging  war,  strategists  have  never  accepted  it  as 
one  of  the  ’basic  principles’  of  the  art  of  war.39 

He  associates  this  trend  with  Christianity  and  chivalry  and  cites  Neal  Wood’s 
statement  below  in  support  of  that  assertion: 


"Christianity  had  a  part  in  fashioning  medieval  warfare  in  both  theory  and 
practice.  Between  medieval  foes  there  was  the  bond  of  Christian 
conduct  and  gentiemanly  behavior  that  tended  to  mitigate  the  nature  of  the 
punitive  action  resorted  to  by  the  victor.  This  may  account  for  the  fact  that 
medieval  commanders  did  not  make  full  use  of  the  stratagems  that  bad 
been  a  common  part  of  the  classical  military  leader’s  repertoire. 
Conversely,  the  medieval  commander  seemed  particularly  susceptible 
to  the  employment  of  deception  and  trickery  by  ruthless  and 
uncbivalrous  opponents.”*0 

39  Handel,  Michael,  I.,  "Introduction:  Strategic  and  Operational  Deception  in  Historic 

Perspective,"  in  Intelligence  and  National  Security.  Cass,  London,  1987,  p.  1. 
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Societies  who  seek  victory  at  the  lowest  cost  have  a  naturally  greater  interest  in 
the  use  stratagem  and  ruse.  Those  societies  that  see  the  commander’s  action  during 
the  battle  as  the  consummate  demonstration  of  generalship  focus  instead  on  the 
deceive  engagement  The  Napoleonic  wars  and  the  schools  of  thought  that  sprang 
from  them  (Jominian  and  Clausewitzian)  took  the  direction  of  mass  and  decisive 
engagement.  Clausewitz  felt  that  the  use  of  forces  and  firepower  to  create  a  "sham" 
risked  their  diversion  without  gain. 

One  of  the  greatest  deceptions  in  modem  times  was  conducted  at  the  third 
battle  of  Gaza  during  WWI.  This  author,  in  fact,  uses  that  deception  as  a  historical 
reference  in  Chapter  4.  Likewise,  Handel  places  a  good  deal  of  emphasis  on  this 
deception  in  his  introduction.  One  could  say  that  the  reemergence  of  deception  that 
the  U.S.  Army  is  currently  engaged  in  has  its  antecedents  in  this  masterful  and 
complex  deception  of  General  Allenby  in  WWI.  Allenby’s  intelligence  officer,  Major 
Meinerzhagen  contrived  to  drop  a  dispatch  case  where  the  Turks  would  find  it.  The 
"lost  haversack"  contained  uncontestable  "evidence"  that  the  attack  against  Beersheeba 
would  only  be  a  ruse  to  take  pressure  off  of  the  main  attack  along  the  coast  toward 
Gaza.  Several  units,  including  the  Australian  Light  Horse  Infantry,  were  secretly 
moved  into  position  near  Beersheeba.  After  two  days  without  water  the  Light  Horse 
made  one  of  the  last  successful  cavalry  charges  and  captured  Beersheeba,  opening  the 
"back  door"  to  Gaza  and  victory.  The  Turks  were  so  "sure"  that  Gaza  was  the  objective 
and  that  the  approach  was  up  the  coast  that  their  belief  predisposed  them  to  deception 
and  defeat 


40.  Wood,  Neal,  Introduction  to  The  Art  of  War.  Niccolo  Maciavelli,  (Bobbs-Merrill, 
Indiapolis,1965),  pp.  XXIV-XXV.  (Handel’s  Emphasis) 
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World  War  II  saw  deception  used  in  all  theaters  of  war  and  at  all  operational 
echelons.  Tactical  level  camouflage  and  concealment  tactics  adapted  to  the  new 
lethality  of  this  savage  war.  The  deceptions  (actually  a  set  of  deceptions)  that 
supported  the  Normandy  landings  were  unprecedented  in  scope  and  degree  of 
success.  They  were  unique  in  many  ways.  Key  to  their  special  status  in  the  study  of 
deception  are  two  critical  components  of  the  WWII  situation.  First,  the  allies  had 
broken  the  German  Cypher  systems  (Ultra)  and  thus  had  access  to  virtually  all  of  the 
Third  Reich’s  wireless  traffic.  Second,  the  XX  (double-cross  system)  of  doubled" 
espionage  agents  provided  direct  input  into  Hitler’s  High  Command.  Thus  we  had  the 
perfect  ability  to  determine  the  tai  &ets  disposition  to  a  specific  event  and  feed  the  data 
required  to  manipulate  the  perception  as  we  wished.  This  factor  (similar  with  the 
Japanese)  must  be  kept  in  mind.  We  cannot  count  on  such  a  situation  repeating  itself. 


The  above  points  are  discussed  at  length  in  four  of  the  articles  included  in  this 
excellent  publication.  They  are  listed  below: 


John  P.  Campbell 


T.  L.  Cubbage 


T.  L.  Cubbage 


Klaus-Juergen  Muller 


Operation  Starkey  1943:  A  Piece  of  Harmless  Playacting 

German  Misapprehensions  Regarding  Overlord: 
Understanding  Failure  in  the  Estimative  Process4  1 

The  Success  of  Operation  Fortitude: 

Hesketh’s  History  of  Strategic  Deception 

A  German  Perspective  on  Allied  Deception 
Operations  in  the  Second  World  War 


41  This  study  is  included  at  Appendix  D  with  the  kind  permission  of  Dr.  Handel  and  Mr. 
Cubbage.  It  will  prove  a  valuable  aid  to  future  deception  planning,  as  well  as  to  intelligence 
officers  attempting  to  fathom  whether  or  not  theyare  being  decieved.  It  could  serve  as  an 
outstanding  training  manual  for  intelligence  analysis  as  well. 
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A  key  aspect  to  the  WWII  development  of  deception  that  is  of  particular  interest 
to  us  today  is  the  organisational  and  planning  mechanisms  created  to  coordinate  and 
execute  such  vast  deceptions.  That  is  covered  in  Handel’s  introduction  and  in  the 
Hesketh  Report  The  Hesketh  report  was  actually  titled  Fortitude:  A  History  of 
Strategic  Deception  in  North  West  Europe  -  April.  1943  to  May.  1945.  It  was  originally 
submitted  as  a  Top  Secret  official  document  in  50  copies  in  February  1949.  It  details 
the  entire  range  of  deceptions  for  D-Day  that  resided  under  the  umbrella  of  the 
Fortitude  deception. 

Colonel  David  M.  Glantz’s  contribution  to  this  study  is  the  article,  "The  Red 
Mask:  The  Nature  and  Legacy'  of  Soviet  Military  Deception  in  the  Second  World  War." 
This  article  reflects  the  central  elements  of  Colonel  Glantz’s  in-depth  study  of  Soviet 
doctrine  as  the  Director  of  the  U.S.  Army’s  Soviet  Army  Studies  Office  (S\SO).  His 
research  has  made  use  of  both  German  and  Soviet  records.  In  many  cases  he  is  able 
to  show,  to  an  unprecedented  degree  of  specificity,  the  exact  intent,  scope,  and  enemy 
perception  of  given  deception  operations.  It  is  of  particular  relevance  to  U.S.  Army 
officers,  in  the  perspective  it  provides  into  overall  Soviet  operational  doctrine.  In  this 
article  he  examines  the  experiential  and  theoretical  basis  of  Soviet  maskirovka  which 
has  developed  into  a  key  component  of  all  Soviet  operations  since  1941.  He  also 
looks  at  several  major  engagements  sta^ng  with  the  offensive  at  Moscow  through  the 
Beylorussian  engagements,  comparing  Soviet  planning  maps  to  actual  German 
intelligence  estimates.  He  emphasizes  that  maskirovka  is  far  more  than  masking  by 
cover  and  concealment,  but  rather  a  system  to  produce  at  all  levels  of  war  confusion, 
shock,  and  the  opportunity  for  decisive  maneuver.  His  familiarity  with  post-war  Soviet 
military  doctrine  confers  on  his  work  a  great  deal  of  credibility.  I  have  used  Colonel 
Glantz’  newest  book,  Soviet  Military  Deception  in  the  Second  World  War,  as  a  key 
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reference  for  one  of  the  historical  vignettes  cited  in  Chapter  4.  His  well  documented 
work  on  this  subject  is  without  peer  and  will  undoubtedly  benefit  military  historians 
well  into  the  future. 

Katherine  L.  Herbig  contributed  another  perspective  to  this  collection  with  her 
"American  Strategic  Deception  in  the  Pacific,  1942-1944."  Herbig,  a  faculty  member  of 
the  Naval  Post  Graduate  School  in  Monterey,  California,  originally  presented  this 
paper  at  the  U.S.  Army  War  College  Conference  on  Intelligence  and  Military 
Operations  in  April  1986.  She  looks  at  abortive  and  formative  deception  operations 
in  the  Pacific  theater  prior  to  the  invasion  plans  for  Japan  (Operation  Pastel  is  covered 
separately  in  this  chapter).  Her  focus  is  on  the  attempt  to  create  a  deception 
organization  to  coordinate  deception  operations  in  the  Pacific.  They  were  not  really 
successful.  While  there  were  some  successful  deceptions  undertaken  on  the  road  to 
victory,  they  were  not  organizationally  successful  in  the  British  model.  Coordination 
was  never  really  achieved  between  the  various  commands  on  the  issue  of  deception. 
As  Herbig’s  states: 

The  American  high  command  never  granted  its  deception  agency  the  access  to 
the  top-level  commanders  and  the  sweeping  authority  enjoyed  by  the  London 
Controlling  Section,  a  fact  bitterly  resented  by  US  deception  planners. 42 


42  Herbig,  Katherine  L.,  "American  Strategic  Deception  in  the  Pacific,"  in  Intelligence  and 
National  Security.  Cass,  London,  1967,  p.  283. 
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US.  Army  Field  Manual  90-2  (Battlefield  Deception) 

This  field  manual  represents  the  "revitalization  of  the  lost  art  of  deception."43  It 
was  written  at  the  Intelligence  School  at  Fort  Huachuca.  Its  development  and 
publication  coincided  with  the  decision  to  field  Battlefield  Deception  Cells  (Batt-D)  to 
Divisions  and  Corps  throughout  the  Army.  Originally  Fort  Huachuca  had 
responsibility  both  for  the  training  of  the  Batt-D  cells  and  the  publication  of  FM  90-2. 
At  present,  responsibility  for  the  FM  has  since  moved  to  the  Combined  Arms  Center  at 
Fort  Leavenworth  to  better  integrate  deception  into  other  Army  doctrine. 

Chapter  One  is  essentially  a  primer  or  overview  on  deception.  It  includes 
where  deception  came  from,  definitions,  and  a  generally  informative  collection  of 
deception  "maxims."  While  not  precisely  the  information  one  expects  in  a  field 
manual,  it  is,  nonetheless,  an  informative  and  generally  comprehensive  overview  of 
this  subject. 

In  reviewing  the  recent  history  of  deception  in  the  U.S.  Army  the  manual  states: 
"During  the  early  eighties  the  Defense  Science  Board  recommended  that  DOD  and  the 
services  pursue  deception  as  a  low-cost,  high  pay-off  methodology  to  achieve 
operational  advantage."44  As  the  Rand  Study  (reviewed  next)  points  out  this  is 
partially  accurate.  The  chapter  goes  on  to  examine  some  of  the  "myths"  associated 
with  deception.  They  are: 

-Surprise  comes  from  Luck. 

-Deception  plays  a  trivial  part  in  warfare. 


43  FM  90-2,p.  1-0. 

44  Ibid,  p.  1-0. 
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-Growth  in  intelligence  capabilities  prevents  deception 
-Deception  is  only  for  combatants. 

These  "myths"  are  patently  false  as  the  author  shows  in  a  brief,  but  noteworthy 

fashion  with  these  few  comments: 

-Surprise  can  be  enhanced  by  deception  efforts. 

-Patton  believed  that  "deception  and  cover  should  be  a  normal  part" 
of  campaign  planning. 

-The  increased  collection  presents  greater  opportunity  to  "feed"  data. 

-The  1973  Egyptian  offensive  was  aided  by  "150  deceptions  in 
political,  economic  and  military  forms." 

The  following  examples  and  anecdotal  references  are  inaccurately  titled 
maxims.  They  do,  however,  provide  some  valuable  insights  into  the  process,  history, 
and  utility  of  deception. 

Magruder’s principles.  The  exploitation  of  perception.  He  most  accurately  states,  that 
"It  is  generally  easier  to  induce  an  enemy  to  maintain  a  pre-existing  belief  than  to 
present  evidence..."  contrary  to  that  belief.  This  may  truly  be  a  maxim  of  deception. 
The  table  at  Figure  7  demonstrates  the  extremely  high  correlation  shown  when  the 
preconception  is  supported  by  the  deception  effort. 

Limits  to  Human  Processing.  In  this  context  two  key  portions  of  the  analysis  puzzle 
are  presented.  The  law  of  small  numbers  basically  posits  that  inference  (and 
subsequent  inference  based  assumptions)  taken  from  too  small  a  sample  is 
notoriously  and  statistically  inaccurate.  Also  included  here  is  the  problem  of  human 
susceptibility  to  conditioning.  As  an  example  they  cite  German  jamming  of  the  British 
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radar  in  support  of  the  breakout  at  Brest  Harbor  by  the  Schamhorst,  Gneisenau,  and 
Prinz  Eugen  in  1942.  British  preconception  encouraged  them  to  dismiss  the  jamming 
as  interference  or  weather  and  contributed  to  the  famous  (and  avoidable)  escape. 

Cry-Wolf.  This  refers  to  the  impact  of  repeated  false  warnings  or  alarms.  Over  time 
they  desensitize  the  victim,  slowing  or  entirely  paralyzing  reaction.  The  Vietnam  Tet 
Offensive  in  1968  is  cited  here.  Every  year  Tet  was  predicted  to  bring  withering 
attacks  and  upheavals  that  never  materialized.  As  we  know,  a  coordinated  attack 
appeared  with  a  vengeance  that  profoundly  shook  a  relatively  unprepared  The  Army’s 
field  command  (MAC-V)  and  the  American  people. 

Jones  Dilemma.  "Deception  becomes  more  difficult  as  the  number  of  channels  to  the 
target  increase.  However,  the  greater  the  number  of  controlled  channels  the  greater 
the  likelihood  the  deception  will  be  believed."4^ 

A  Choice  Among  Types  of  Deception.  This  section  suggests  that  there  are  two 
convenient  classifications  for  deceptions,  Ambiguity  and  Misdirection.  The  goal  is  to 
make  the  victim  not  less  certain  of  the  truth,  but  more  certain  of  a  particular 
falsehood.  He  uses  a  great  quote  to  illustrate  this  point;  "The  idea  is  to  give  your 
target  a  kaleidoscope  to  play  with  and  then  let  him  use  it  as  a  looking  glass."46  Another 
very  apt  quote  is  given  by  the  author  without  reference;  "The  strategy  of  misdirection 
is  clear;  to  make  the  enemy  very  certain,  very  determined,  and  completely  wrong." 


45  FM  90-2,  p.  1-9. 

4(*  Ambler,  Eric,  Send  No  More  Roses.  (London:  Weidenfeld  &  Nicolson  Limited,  1977),  p.  62. 
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Axelrod's  Contribution:  The  Husbanding  of  Assets:  Axelrod  is  the  author  of  "The 
Rational  Timing  of  Surprise."47  He  makes  the  point  that  deception  devices  (which  can 
be  interpreted  as  ploys  and  materiel)  can  be  most  effective  when  withheld  until  the 
optimum  point  for  introduction.  The  author  also  asserts  that  there  are  occasions 
when  a  deception  might  invoke  responses  for  which  one  side  (or  an  ally)  is  not 
prepared.  This  last  point  is  strategy  more  than  deception  oriented. 

Importance  of  Feedback.  The  authors  emphasize  the  importance  of  ULTRA  (the 
German  cypher  system  decrypted  early  in  the  war)  to  the  planning  and  execution  of 
the  deceptions  against  Germany.  It  is  absolutely  essential  that  the  deceiver  have  some 
feedback  to  determine  whether  or  not  the  victim  has  taken  the  deception  "bait."  This 
author  personally  believes  that  there  is  a  relationship  between  the  requirement  for 
feedback  and  the  level  of  risk  connected  with  a  given  deception.  That  is,  as  the 
success  of  one’s  operational  plan  becomes  more  dependent  on  the  success  of  the 
deception,  the  element  of  feedback  becomes  increasingly  critical  to  minimize  risk. 

The  Monkey’s  Paw.  The  allusion  here  is  to  attempting  to  unravel  the  monkey’s 
gripped  fist.  The  point  is  that  deceptions  can  produce  many  "subtle  and  unwanted" 
side  effects.  Deception  security  is  often  a  chief  cause  of  unwanted  reactions.  "It  is 
generally  acknowledged  that  the  number  of  knowledgeable  people  should  be 
minimized,  even  to  the  point  of  misleading  your  own  forces."4®  The  following 
example  readily  illustrates  this  point.  Deception  and  propaganda  efforts  were 
broadcast  to  the  Germans  in  France  to  convince  them  prematurely  of  the  Allied 

47  Axlerod,  Robert,  "The  Rational  Timing  of  Surprise",  World  Politics.  (January  1979),  pp.  228- 
246. 

48  FM  90-2,  p.  1-10. 
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invasion.  This  was  done  while  attempting  to  prevent  premature  action  by  the  French 
resistance. 

In  any  case,  it  was  bad  for  morale  if  hopes  of  liberation  were  raised  by  the 
voice  of  London’  only  to  be  dashed.. .but  in  France  the  PWE  had  already 
cried  "wolf'  twice.. .and  there  was  a  real  danger  that  French  Resistance 
would  cease  to  believe  in  anything  London  said.^9 

Another  excellent  example  is  cited.  It  comes  from  the  master  of  military 
deception,  General  Wavell,  from  his  World  War  II  experiences  with  the  Italians  in 
Ethiopia  (ne  Abyssinia).  In  1941  he  devised  a  deception  indicating  an  attack  against 
the  Italians  from  the  south.  His  plan  was  then  to  concentrate  and  attack  from  the 
north  against  a  distracted  foe.  The  result  could  not  have  been  worse.  The  Italians 
"drew  back"  in  the  south  and  in  economizing  sent  additional  force  to  their  northern 
flank,  the  net  effect  being  the  concentration  of  their  forces  in  the  north.  The  lesson 
taken  from  this  event  was  that:  "...the  deception  must  be  based  on  what  you  want  the 
enemy  to  do,  never  on  what  you  want  him  to  think. "  50 

Care  in  the  Design  and  Placement  of  Deceptive  Materials.  The  story  of  the 
compromised  German  war  plans  for  Belgium  and  Holland  is  related.  Three  German 
officers  who  crash  landed  in  Belgium  were  captured.  In  custody  they  attempted  to 
burn  the  plans  and  maps  they  had.  They  were  discovered  and  the  plans  taken.  The 


^  Cruikshanks,  Charles,  Deception  in  World  War  II.  (Oxford  University  Press,  New 
York:  1979),  p.  56. 

5°  Mure,  David,  "Master  of  Deception",  ( 1980),  p.  82  (Author’s  emphasis). 
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Belgian  authorities  would  not  believe  that  the  Germans  could  be  so  careless  and  thus 
discarded  this  windfall  that  could  have  changed  the  course  of  WWII. 

The  next  example  given  here  is  that  of  the  famous  "going-map"  ruse  undertaken 
at  Alam  el  Haifa  near  the  Alamein  line.  The  Germans  were  envious  of  the  British 
going-maps  which  displayed  terrain  and  movement  factors  in  great  detail.  The  British 
contrived  to  print  one  of  these  falsely  showing  the  direct  route  to  Alexandria  as  the 
best  and  the  best  route  as  marginal  and  slow.  The  British  then  "arranged"  for  an 
armored  car  to  strike  a  mine  and  the  car  to  be  abandoned  with  the  map  in  a  case  with 
the  car.  The  plan  worked  and  the  Germans  disastrously  attacked  over  rough  going 
terrain  into  the  prepared  defense. 

Chapter  Four.  Deception  Planning  Considerations.  Three  basic  planning 
frameworks  are  discussed  in  this  chapter’s  introduction.  They  are  the  commander 
only,  the  close  hold,  and  the  ad  hoc  staff  techniques.  The  techniques  are  generally 
self-explanatory.  The  fielding  of  the  BATT-D  elements  obviate  the  requirement  for  ad 
hoc  staffs  (at  least  at  the  division  and  corps  level).  Commander  only  (or  close  hold) 
tends  to  be  the  most  often  used  technique.  In  this  method  a  commander  and 
presumably  his  ADC(M)  and  G3  can  order  a  feint  (supporting  attack)  which  will  be 
brought  off  with  authority  and  believability,  since  the  executing  commander  isn’t 
aware  of  the  deception  purpose  of  his  mission.  Other  significant  problems  accrue  to 
practitioners  of  close  hold  deception.  Many  of  the  unwanted  side  effects  alluded  to  in 
the  Monkey’s  Paw  discussion  can  and  will  occur.  It  is  interesting  to  this  author  that 
Division  and  Corps  staffs  charged  with  immense  responsibility  and  handling  top 
secret  (and  higher)  material  cannot  be  privy  to  deception  planning  information.  This 
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appears  to  be  a  short  sighted,  but  oft  repeated  problem  in  deceptions  and  other 
special  operations  type  activity. 

The  issue  of  the  planning  process  is  discussed  without  resolution  of  the 
dissemination  problem  raised  above.  Thus  the  discussion  of  the  planning  process 
does  litde  more  than  overlay  the  deception  requirements  over  the  current  planning 
process  model. 51  The  problem  of  secrecy  and  the  staff  process  are  critical.  What  is 
needed  is  a  deception  planning  process  model  that  focuses  on  the  required  staff 
participants  and  lays  out  the  planning  process  to  optimize  the  commanders’  time  and 
control  through  involvement  at  key  points.  This  last  is  perhaps  the  central  failure  of 
this  current  FM  90-2. 

Operation  El  Paso  -  Deception  in  Low  Intensity  Conflict .  This  segment  of  the  chapter 
or*  operations  relates  the  successful  deception  conducted  by  the  1st  Infantry  Division 
near  An  Loc,  Republic  of  Vietnam,  July  9,  1966.  Information  exposing  a  planned 
resupply  and  engineer  equipment  cor  >y  from  Minh  Than  north  to  An  Loc.  The 
Division  anticipated  the  enemy  reaction  as  an  ambush  at  one  of  a  number  of 
prospective  sites.  The  "lighdy"  armed  convoy  was  actually  constituted  of  armored 
cavalry  and  infantry.  Additionally,  the  Division  prepared  airmobile  operations  against 
the  most  likely  ambush  sites.  As  it  developed  the  Vietcong  ambushed  the  convoy  and 
succeeded  in  springing  a  trap  on  themselves  that  ultimately  cost  the  Regiment  50% 

losses.  52&5  3 


51  FM  101-5,  pp.  5-4  to  5-10. 

52  This  is  not  a  usual  form  of  deception  and  is  reminiscent  of  the  baited  trap  tactic  most 
recently  propounded  in  the  Light  Infantry  Battalion  Field  Circular.  This  author  is  not  aware  of 
other  deceptions  of  this  type.  The  placement  of  Napoleon’s  right  wing  in  low  ground  at 
Austerlitz  might  be  considered  as  similar,  in  that  it  apperared  to  be  so  placed  to  induce  the 
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Tbe  Rand  Corporation  Deception  Briefing. 

This  briefing  was  presented  at  Fort  Leavenworth  in  the  summer  of  1989.  It  reflects 
the  current  status  of  deception  studies  undertaken  by  the  Rand  Corporation,  Arroyo 
Center,  in  1985  at  the  urging  of  the  USAREUR  Commander  General  Glenn  K.  Otis  with 
the  strong  backing  of  the  Army  Chief  of  Staff  General  Wickham  and  General  Riscassi 
(later  Vice  Chief  of  Staff  of  die  Army).  The  study  began  with  a  number  of  limited 
scope  studies  that  established  the  two  primary  Rand  researchers  as  experts  in  the  field 
of  military  deception.  54 

The  foreword  of  the  briefing  states  a  few  basic  principles  that  extend  or  clarify 
existent  definitions  somewhat.  These  definitions  are  worth  reviewing  here  as  they  are 
valid  and  basic  to  the  Arroyo  Center’s  approach  to  this  subject. 

-  Deception  involves  the  concealment  of  intent,  not  just  disguise. 

-  Provoke  enemy  to  a  certain  course  of  action,  not  to  uncertain  behavior. 

-  Manipulation  and  exploitation  of  behavior  are  the  parts  of  deception. 

-  It  is  a  deliberate  process  resulting  from  a  strategy,  not  an  serendipity. 


Prussians  to  attack  and  thus  vacate  the  dominent  high  ground.  Since  Napoleon  did  not  directly 
comment  on  this  maneuver,  however,  this  is  all  speculation. 

Dr.  Fred  K.  Feer  and  Mr.  John  Arbeeny  have  worked  primarily  in  the  deception  area  over 
the  last  five  years.  Mr.  Arbeeny  is  the  primary  author  of  this  study. 

54  The  initial  Arroyo  project  in  this  area  investigated  deception  activity  in  27  task  force 
rotations  at  the  National  Training  Center  (NTC).  Dr.  Feer  was  the  lead  researcher  on  this 
project.  His  research  revealed  three  interesting  and  correlated  findings.  The  first  being  that 
units  who  plan  and  execute  other  missions  well,  tend  to  plan  and  execute  effective  deceptions. 
The  second  is  that  units  who  have  problems  in  planning  and/or  execution  tend  to  have 
problems  in  planning  and  conduct  of  deceptions  (indeed  the  effort  these  units  put  toward 
deception  related  activity  actually  degraded  their  overall  performance).  Lastly,  units  who  could 
effectively  plan  and  execute  all  missions  (including  deception)  appeared  to  perform  better  on 
the  whole. 
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The  study  had  two  objectives  reflected  in  their  statement  of  work.  The 
first  is  to  help  the  U.S.  Army  evolve  a  functional  operations  based  battlefield  deception 
capability.  The  second  is  to  establish  and  sustain  a  center  for  deception  research  and 
expertise.  The  first  reflects  the  Army’s  commitment  to  developing  a  deception 
capability.  This  second  point  was  intended  to  address  the  reality  that  career 
development  and  other  officer  moves  tend  to  deprive  the  Army  of  the  long-term 
expertise  necessary  in  this  area. 

The  research  objectives  also  include  looking  at  current  battlefield  deception 
assets  and  techniques  by  interviews  with  commanders  and  NTC  rotation  observation 
(the  study  previously  mentioned).  Next  they  would  determine  the  adequacy  of 
current  deception  doctrine  and  planning  methodologies.  Finally,  they  would 
investigate  the  viability  of  modeling  as  a  deception  development  and  evaluation  tool. 
This  last  include  modeling  of  the  Multispectral  Close  Combat  Decoys  (MCCD)  and 
their  impact  on  engagements,  attrition,  and  enemy  operations. 

The  most  significant  new  item  in  this  briefing  is  the  concept  of  Operations- 
Based  Deception.  The  goal  of  operations-based  deception  is  to  control  enemy 
behavior  to  produce  a  desired  result.  The  actual  definition  is:  "Deliberate  use  of 
operations  flexibility  to  manipulate  and  exploit  enemy  behavior."55  in  explanation  of 
this  definition  they  explain  that  operations-based  deceptionsct  eate  surprise  and 
provide  flexibility  to  the  command.  Further,  they  say  that  this  basis  "implies 
congruence  among  integral  courses  of  action. "56  in  other  words,  courses  of  action 
(COAs)  will  share  certain  aspects  or  operations  (congruence),  but  diverging  COA’s 

55  The  Arroyo  Center  Deception  Briefing,  pp.  9-9B.  (Emphasis  is  by  Arroyo  Center)  authors. 

56  Ibid,  p.  9A. 
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will  exhibit  discreet  indicators  unique  to  that  COA  (incongruence).  This  rather 
convoluted  concept  leads  the  Arroyo  team  to  recommend  development  of  operational 
planning  that  maximizes  congruence  between  adopted  operational  COA’s  and 
deception  COA’s  as  a  means  of  imbuing  the  latter  with  credibility. 

They  further  recommend  that  TRADOC  investigate  means  for  implementing 
operations-based  deception  actions  in  all  combat  service  and  combat  service  support 
elements  to  support  this  recommendation.  They  cite  the  example  of  an  engineer  unit 
placing  obstacles  as  an  activity  that  can  span  a  range  of  operational  styles  or 
techniques.  The  unit  can  deploy  mines  above  ground,  rapidly  during  daylight  or 
conduct  the  operation  covertly  during  darkness  on  successive  days.  There  obviously 
exists  an  entire  range  between  these  two  extremes,  in  which,  the  same  mission  can  be 
accomplished  with  entirely  different  signatures  emitted  and  intentions  portrayed.  The 
concept  is  at  once  confusing  and  beguiling.  Current  indications  would  suggest  a 
detailed  feasibility  examination  at  the  least. 

Regarding  the  Batdefield  Deception  Elements  (BATT-D),  they  concluded  that 
"...it  is  not  clear  that  the  Army  clearly  understands  its  own  need  for  specialized  unit 
deception  support."  Arroyo  sees  their  ultimate  problem  here  as  twofold:  First,  to 
what  extent  do  BATT-D  elements  require  support  for  1)  Node  survivability 
enhancement,  and  2)  Enemy  operations  plan  manipulation,  and  second,  what  are  the 
appropriate  targets  at  this  level  and  what  realistic  deception  objectives  can  be  achieved 
at  the  Corps  and  Division  levels. 57  Likewise  included  is  the  issue  of  where  are  the 
elements  themselves  most  efficiendy  positioned.  They  identify  that  equipment  fielding 
(and  indeed  the  current  purchase)  falls  far  short  of  the  TOE  authorizations  and  need. 

57  Arroyo  Center  Briefing,  30  June  1989,  Slides  no.  8-9. 
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Key  equipment  shortages  are  identified  as  tents,  camouflage  nets,  antennas,  and 
vehicles. 

The  methodology  that  will  be  employed  to  determine  the  optimum  MCCD 
usage  will  be  the  JANUS  computer  simulation.  The  intent  is  to  model  using  various 
force  and  terrain  profiles  to  develop  the  system  employment  doctrine.  58 
Observation  of  exercise  and  field  operations  will  also  be  conducted  to  validate  the 
findings  in  this  area.  Initial  findings  modeled  on  European  and  NTC  scenarios  show 
the  following: 

-MCCDs  affected  dynamics,  not  battle  outcomes. 

-Outcomes  would  be  affected  (/"MCCD  created  opportunities  were  exploited. 
-Operations-based  deception  can  be  modelled  but  require  player  training, 
flexible  scenarios,  and  analyst  sensitivity. 

More  direcdy  the  initial  JANUS  findings  show  the  following  points  of  interest: 

-MCCD  use  increased  detections  and  firings  by  both  forces(Red  and  Blue). 

-Red  detections  and  firings  at  real  Blue  systems  were  the  same  with  and 
without  MCCD’s. 

-MCCD’s  had  less  impact  on  Blue  losses,  greater  impact  on  Red  losses. 


Not  reflected  above  is  the  time  sensitivity  of  the  Red  detections.  As 
engagements  run  through  longer,  MCCD’s  lose  effectiveness  overall  at  about  10 
minutes  into  the  engagements. 59  The  increased  firing  might  deplete  Red  ammunition 
reserves  and  severely  tax  their  logistics  systems  back  to  their  supply  base.  The  decoys 


5®  This  effort  appears  to  be  focused  on  the  Ml  Tank  decoy  but  will  presumably  account  for  the 
other  MCCDs  currently  in  the  inventory  and  projected  downstream. 

59  The  simulations  were  run  for  28  minutes  total  with  600  detects  possible.  Differentiation 
began  at  5  mins  climbing  steeply  for  the  next  10  minutes,  then  relatively  flat  to  28  minutes. 
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also  appear  to  work  well  in  terrain  not  suited  for  armor  employment.  The 
simulations  show  that  high  Red  engagement  rates  are  terrain  independent 

Finally,  they  address  the  major  issue  outstanding  in  the  U.S.  Army  regarding 
this  area.  The  other  capstone  "doctrinar  publications,  such  as  FM  90-2  and  FM  101-5, 
preceded  FM  100-5  and  are  thus  in  need  of  an  integrated  revision.  The  major 
implication  with  this  facet  of  the  problem  is  who  should  be  responsible  for  its 
integration  throughout  the  Army.  The  Chief  of  Staff  of  the  Army  answered  that  with 
the  Deception  White  Paper  reviewed  next.  60 

The  U.S.  Army  White  Paper  on  Deception  (May  1 989). 

White  Papers  are  used  by  the  senior  civilian  and  military  leadership  of  the  Army 
to  provide  focus  and  direction  on  major  issues  ranging  from  the  annual  Army  theme 
to  establishment  of  new  forces  and  doctrine.  This  White  Paper  was  produced  by  the 
Intelligence  Directorate  in  the  Office  of  the  Deputy  Chief  of  Staff  for  Operations 
(ODCSOPS-FDI)  at  Headquarters,  Department  of  the  Army.  The  paper’s  intent  is  to 
present  the  vision  for  development  and  integration  of  battlefield  deception  into  U.S. 
Army  doctrine.  The  paper  addresses:  1)  the  need  for  development  of  a 
comprehensive  doctrine,  2)  the  integration  of  deception  into  all  U.S.  Army 
operations,  3)  the  manning  and  location  of  the  Battlefield  Deception  (BATT-D)  cells, 
and  4)  fielding  and  use  of  the  MCCD.  The  paper  is  not  well  written  from  a  technical 
standpoint,  and  is  thus  difficult  to  read  and  understand.  The  points  included  are 

60  Department  of  the  Army  White  Paper,  Operational  and  Tactical  Deception.  (ODCSOPS-P 
(DAMO-FDI)),  15  May  1989. 
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important,  however,  and  represent  the  future  vision  for  deception  in  the  U.S.  Army. 
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The  White  Paper  begins  with  the  statement  that,  "The  U.S.  Army  deception  and 
survivability  program  requires  modification  in  order  to  fully  meet  the  goal  of 
coordinated  and  credible  deception  operations."^  while  not  as  assertive  as  it  might 
have  been,  the  reader  should  keep  this  in  mind;  the  program  is  in  need  of 
modification.  This  is  absolutely  correct  and  is  the  leading  premise  of  this  paper. 

The  documents  referred  to  as  a  program  are  the  field  manuals  and  technical 
manuals  governing  operations  (FM  series  100  and  101),  OPSEC,  camouflage,  cover 
and  concealment,  and  the  affiliated  equipment  and  personnel  programs  now  in 
various  stages  of  development.  This  White  Paper  is  one  facet  of  that  process. 

The  first  issue  in  the  paper  is,  the  Army  needs  a  comprehensive  doctrine  for 
deception.  Currently  the  capstone  document  of  FM  100-5  does  not  include  a  clear 
picture  of  where  deception  fits  among  the  tenets  and  imperatives  of  the  Airland  battle. 
Related  documents  such  as  the  operations  manuals  for  corps  and  division,  staff 
operations,  and  others  predate  FM  100-5  and  FM90-2  and  must  be  rewritten. 

The  effort  to  correct  the  doctrinal  shortfall  has  begun.  Proponency  for 
deception  was  moved  to  the  Combined  Arms  Center  in  December  1989.  The 
upcoming  revision  of  FM  90-2  will  be  released  in  1992  reflecting  the  current  work 
being  done  by  the  Arroyo  Center  and  others  on  this  issue.  The  bureaucracy  of 


61  This  author  conducted  a  personal  interview  in  December  1989  with  the  personnel  from 
ODCSOPS-FDI  who  authored  this  document  and  worked  it  through  the  Army  Staff . 

62  Deception  White  Paper,  p.  1. 
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doctrine  development  appropriately  makes  this  a  protracted  procedure.  The 
decisions  that  place  responsibility  for  this  development  are  in  place  and  the  next  two 
to  three  years  should  find  the  capstone  "warfighting  documents"  aligned. 

The  second  point  is  the  issue  of  integrating  deception  into  all  U.S.  Army 
operations.  This  process  has  begun.  It  is  now  a  topic  of  interest  (author’s  emphasis) 
in  BCTP,  NTC,  JRTC,  and  the  ARTEP.  The  War  College  (Carlisle  Barracks)  and  the 
Command  and  General  Staff  College  have  both  included  instruction  in  deception  in 
their  curriculum.63  These  points  do  not  directly  address  the  issue  of  integration. 
Examples  given  in  the  paper  speak  to  task  force  level  simulations  and  NTC  experience. 
This  is  not  where  deception  is  integrated.  The  historical  examples  are  more 
appropriate,  showing  operational  and  strategic  focus,  where  time  and  resources 
combine  to  provide  the  basis  for  powerful,  fully  integrated  deceptions. 

Next  is  the  issue  of  the  BATT-D  cells  and  the  appropriate  level  of  manning  for 
them.  The  White  Paper  states  that  the  BATT-D  at  the  division  should  be  reduced, 
leaving  perhaps  5-7  personnel  (currently  divisions  have  19),  and  the  excess  placed  at 
the  corps.  This  would  give  the  corps  a  significant  body  of  personnel  capable  of  far 
greater  planning  and  operational  action.  In  addition  this  approach  would  allow  the 
corps  to  provide  deception  support  (in  general  or  direct  support)  to  their  subordinate 
units  according  to  the  need.  The  paper  includes  a  request  that  the  force  developer 
provide  secure  communications  to  the  BATT-D  at  all  levels.  This  would  correct  the 
original  miscalculation  that  failed  to  provide  them  originally. 


63  Michael  Handel,  the  author  of  the  second  work  reviewed  in  this  chapter  is  a  member  of  The 
Strategic  Studies  Institute  and  lecture  at  the  US  Army  War  College.  His  efforts  have  resulted 
in  several  conferences  and  publications  on  this  subject. 
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The  final  major  point  treated  has  to  do  with  the  issues  surrounding  the  decoy 
systems,  or  MCCD.  These  devices,  as  currently  fielded  provide  dummy  helicopters, 
fuel  drums,  5  ton  trucks,  tanks,  and  personnel  carriers  (M2).  The  original  funding  for 
the  devices  issued  did  not  come  from  units.  They  were  funded  by  Department  of  the 
Army.  This  paper  establishes  (in  general)  the  concept  of  proponency  based  upon  the 
unit  that  "benefits"  from  the  device.  That  implies  that  it  will  be  the  Infantry  Center, 
Armor  Center,  and  Aviation  (and  so  on)  that  are  responsible.  As  worded  it  could  be 
corps,  or  specific  combat  support  or  service  support  elements  in  the  corps  or 
divisions.  This  needs  to  be  fixed.  The  paper  states  the  responsibilities  assumed  by 
these  centers  r.,ill  include  the  development,  procurement,  training,  and  doctrinal 
implementation  for  the  devices.  An  unpopular  and  unfunded  concept. 

An  affiliated  discussion  regarding  the  MCCD  involves  the  fact  that  "many  critics 
of  Army  deception  programs  seize  on  the  decoy  or  materiel  issue  to  point  out  the  lack 
of  doctrinal  application."^  Here  the  paper  presents  tentative  results  of  simulations 
on  the  JANUS  system  that  show  several  positive  effects  of  decoy  use  in  simulation. 
The  decoys  tend  to  draw  fire  as  they  are  acquired  by  red  force  vehicles  and  engaged. 
Red  force  uses  more  ammunition  (with  logistic  implications)  and  kills  fewer  blue 
force  vehicles.  This  last  is  attributable  to  two  mutually  related  issues:  1)  engagements 
of  decoys  result  in  fewer  actual  firing  on  blue  force  vehicles,  and  2)  these  firings 
increase  accurate  acquisition  and  engagement  of  red  force  vehicles.  An  elegant 
solution,  but  again,  only  in  simulation  at  this  point.65  The  central  issue  is  that  decoys 

64  Deception  White  Paper,  p.  2. 

65  Colonel  Richard  M.  Swain  (Director,  Combat  Sudies  Institute)  reviewed  the  paper  for  the 
Deputy  Commandant  of  the  Command  and  General  staff  College,  and  made  the  following 
comments  regarding  the  simulation  data.  "Most  computer  models,  and  I  have  no  reason  to 
believe  JANUS  to  be  any  different,  require  a  pre-execution  engagement  instruction 
(decision/action  criterion)  which  is  then  executed  through  the  simulation.  That  severely  limits 
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are  only  a  part  of  deception.  The  critics  must  understand  that  deception  is  a  system 
applied  with  other  faattie  field  systems  to  achieve  an  effect. 


The  paper  emphasizes  that  Soviet  maskirovka  is  a  holistic  system,  fully 
integrated  at  every  level  into  the  operations  of  their  Armed  Forces.  What  it  does  not 
say  is  that  this  integration  produces  a  deception  system  that  is  second  nature  to  the 
Soviet,  just  as  OPSEC  has  become  second  nature  to  the  U.S.  Army  in  the  last  10  years. 
Their  system  produces  an  armed  threat  that  defies  simplistic  forecasting  or  templating. 


The  paper  included  a  number  of  recommendations  that  are  presented  here  to 
show  additional  detail  to  the  elements  covered  previously: 


-Commanders  should  be  prepared  to  sacrifice  10%  of  their  available 
combat  power  to  the  deception  effort.  66 

-Doctrine  development  should  be  transferred  from  Fort  Huachuca  to 
Fort  Leavenworth  (CAC). 

-Review  doctrine  and  determine  the  target,  goal,  and  means  appropriate 
to  the  U.S.  Army.  Include  Joint  Operations  in  this  assessment. 

-Solicit  field  input  on  this  issue  to  improve  and  update  doctrine. 

-The  Combined  Arms  Center  should  be  responsible  for  gathering  and 

maintaining  such  data. "67 


the  conclusions."  (USACGSC  (CAL),  Memorandum,  1st  End,  Operational  and  Tactical 
Deception.  5  July  1989). 

66  The  word  sacrifice  denotes  assets  lost  to  deception  duties  and  not  the  actual  loss  or  death  of 
personnel.  Mr.  Cubbage  points  out  that  a  better  view  is  that  this  investment  of  force  will  pay  a 
dividend  of  strength  exceeding  10%.  (Source,  Personal  Correspondence,  April  1990) 

67  The  decision  was  subsequently  made  to  place  responsibility  for  doctrine  development  in  the 
College  in  the  Center  for  Tactics  (CTAC)  with  CATA  responsible  for  issues  of  integration 
throughout  the  Army. 
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Consideration  of  t be  Interviews. 

This  section  will  provide  a  brief  overview  of  the  major  interviews  conducted  in 
the  preparation  of  this  paper.  The  author  will  attempt  to  place  the  interviews  in 
context  and  to  introduce  the  key  points  that  emerged  in  the  author’s  opinion.  Readers 
are  encouraged  to  review  the  three  transcripts  that  are  attached  as  appendices. 

Senior  General  officers  who  have  been  instrumental  in  the  development  of 
Army  doctrine,  strategy,  or  its  implementation  were  approached  for  interviews.  Key 
among  these  were  General  Donn  Starry,  General  Richard  Cavazos,  General  Wiliam 
Livsey,  and  Dr.  Edward  Luttwak.  In  addition  to  these  respected  experts,  the  author 
also  approached  a  number  of  other  officers  and  scholars  using  the  interview 
technique  to  capture  their  experience  and  insight  into  the  deception  problem.  The 
most  senior  of  these  gentlemen  were  involved  in  the  evolution  of  U.S.  Army  doctrine 
from  the  late  1970’s  to  the  present.  As  commandants  of  the  Infantry  and  Armor 
schools,  and  as  Commanding  Generals  in  virtually  all  of  the  Army’s  warfighting 
commands  they  brought  specific  and  needed  expertise  to  the  interviews. 

General  Cavazos  (Appendix  A) 

An  experienced  combat  leader  and  commander,  General  Cavazos  was  also 
central  to  the  development  of  the  1986  FM  100-5.  The  general  had  given  the  issue  of 
deception  a  great  deal  of  thought.  Most  recently,  as  the  senior  advisor  to  the  Battle 
Command  Training  Program  (BCTP),  he  has  witnessed  the  actions  of  virtually  all  of 
the  Army’s  warfighting  leadership  at  the  corps,  division,  and  brigade  levels. 

Cavazos  makes  two  key  points.  The  first  is  that  deception  must  be  central  to  the 
plan,  not  added  onto  a  plan  after  it  is  conceived  and  r~Mghed  out.  He  takes  this 
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further  by  suggesting  that  effective  deception  operations  often  call  for  risk  taking 
where  the  success  of  the  overall  operation  hinges  on  the  deceptions  success. 
Rommel’s  action  at  Bengasi  in  1941  is  an  example  of  such  an  action.  Rommel  devised 
a  plan  that  required  the  British  to  believe  he  was  evacuating  from  Bengasi.  To 
convince  the  British  of  that  intent,  he  blew  up  his  "ammunition"  ships.  The  British 
who  dropped  their  guard  and  lost  an  opportunity  to  trap  the  Desert  Fox  allowing  his 
breakout.  Had  the  ruse  failed  it  is  likely  the  breakout  would  have  failed  as  well. 

The  second  point  he  made  was  that  the  sub-optimal  course  of  action  is  the  best 
course  to  adopt  if  you  wish  to  deceive.  The  optimal  course  will  likely  be  identified  as 
such  by  an  able  enemy,  thus  limiting  your  options.  The  sub-optimal  course  of  action 
is  unexpected,  against  the  weakness  of  the  enemy,  and  requires  the  greatest  initiative 
from  the  attacking  force. 

Cavazos  commented  on  the  nature  of  strategy.  Cunning  and  guile  he  sees  as 
the  essence  "generalship."  He  said,  "Cunning  is  a  concept  Guile  is  the  fooling  of 
people,  they  go  hand  in  hand.  Guile  is  bewitching  somebody,  cunning  is  the  clever 
concept  of  operation  you  work  so  brilliantly  on  concepts  of  operation." 

There  are  interesting  observations  on  leadership  and  the  role  of  the  leader  in 
warfare.  He  says  of  the  brilliant  leaders,  "We  like  them  all  when  they  do  it.  We 
like  the  Rommels  of  history,  the  Pattons  of  history.  Then  we  have  the  old  bread 
and  butter,  half-slipped  poor  commanders.  A  very  methodical  kind  of  guy,  he 
ain’t  foolin  nobody,  he  just  fires  correctly  and  succeeds.  And  yet  General 
Worth,  when  the  4th  Army  went  around  Metz,  had  a  very  fine  deception... 
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He  also  emphasized  that  deception  can  be  decentralized  and  conducted  at 
many  levels  simultaneously.  Some  care  must  be  given  to  preventing  one  deception  at 
a  lower  level  from  undoing  another.  He  says,  but  it  can  be  totally  different  in  the  form 
their  deception  takes. 

General  Starry  (Appendix  B) 

As  one  of  the  chief  architects  of  the  1976  and  1982  operations  manuals, 
General  Starry  has  a  deserved  reputation  as  an  innovator  in  maneuver  and  command 
and  control.  His  views  on  deception  and  surprise  were  eagerly  sought.  He  felt  that 
deception  planning  was  best  done  centrally  by  a  small  staff,  very  carefully  controlled 
and  with  limited  access  to  all  phases  of  the  deception.  One  concept  he  forwarded 
would  have  the  staff  develop  two  complete  plans  from  which  the  commander  could 
then  chose  one  for  execution.  This  approach  and  the  limited  access  would  provide 
virtually  inviolable  security  prior  to  the  initiation  of  physical  actions. 

While  commanding  V  Corps  in  1976,  he  remoted  the  Corps  operation  center. 
This  included  creation  of  a  simulated  complex  "remoted"  from  the  communications 
node.  Additional  measures  included  the  scheduling  of  shift  changes  and  traffic  to 
avoid  overhead  surveillance  schedules  by  satellite  platforms. 

A  good  deal  of  his  lengthy  discussion  centered  on  the  possibilities  and  potential 
presented  by  the  emerging  technologies  of  artificial  intelligence  (AI).  There  are 
security  and  C '?■  implications.  There  followed  consideration  of  the  role  of  intuition  to 
intelligence  assessments  and  the  difficulty  of  building  intuition  into  artificial 
intelligence.  As  an  example  he  cited  the  forecast  of  the  Battle  of  the  Bulge  by  the  3rd 
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Armor  Division  G2  (Koch).  How  and  why  Koch  "knew"  is  as  mysterious  now  as  it  was 
when  his  advice  was  dismissed. 

Deception  is  best  done  by  finding  "some  clever  zealot,  who  is  good  at  cobbling 
up  stories."  An  example  of  one  such  "zealot"  concerned  a  Lieutenant  Colonel  Abrams. 
In  1949  Abrams  (with  Captain  Starry  as  one  of  his  Armor  Company  Commanders) 
worked  a  simple  and  successful  tactical  deception.  As  aggressors  against  one  of  the 
division’s  brigades  the  unit  occupied  a  defensive  line  in  the  woods  in  preparation  for 
an  attack  the  next  day.  The  brigade  was  arrayed  two  up,  one  back  prepared  to 
respond  to  the  strength  of  the  attack.  Abrams  put  a  portion  of  his  force  to  the 
business  of  moving  and  refueling  along  the  edge  of  the  woods.  All  night  the  clanking 
of  Jerry  cans  and  repositioning  of  M-24  tanks  continued.  The  brigades’  scouts 
reported  the  activity  and  the  Brigade  Commander  brought  his  reserve  up  into  the  line 
ready  to  stop  the  impending  attack  as  it  crossed  the  line  of  departure.  The  Brigade 
Commander  was  naturally  surprised,  when  at  first  light  Abrams’  force  attacked  with 
nearly  his  full  force  into  the  exposed  rear  of  the  brigade. 

Dr.  Luttwak  (Appendix  C) 

Dr.  Luttwak  has  written  and  consulted  to  the  Department  of  Defense  and  the 
U.S.  Army  for  years.  His  contributions  to  strategy,  organization,  and  force  structure 
have  been  important  and  have  helped  shape  the  military  force  the  United  States 
employs. 

Luttwak  sees  the  issue  of  culture  as  a  critical  factor  in  an  Army’s  ability  to 
practice  deceptions.  By  this  he  refers  to  the  entire  milieu  of  pressure  and  influences 
that  surround  and  support  the  society.  He  questions  whether  deception  might  be 
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antithetical  to  the  requirements  of  a  free  society  such  as  that  of  the  United  States.  He 
does  not  discount  the  teaching  of  such  techniques  completely,  but  cautions  the 
difficulty  and  rapidity  with  which  it  might  be  accomplished. 

He  said  that  "common  sense  is  the  enemy  of  deception."  From  this  unique 
perspective  he  examines  the  concept  of  the  enemy’s  perceptions.  Common  sense  on 
the  enemy’s  behalf  makes  some  deceptions  virtually  impossible,  unless  one  can 
convince  the  enemy  that  it  is  true.  That  proof  is  usually  an  inefficiency  of  sufficient 
magnitude  to  convince  the  enemy  of  something  extraordinary.  "Every  act  of  deception 
involves  a  willful  inefficiency  inflicted  on  oneself  for  the  sake  of  doing  the  unexpected 
and  surprising  the  enemy.” 

He  talks  about  routine  and  discipline  as  related  to  cultures  and  the  security 
deception  requires.  He  tells  about  regimentation  of  the  Soviets  in  Afghanistan  and 
General  Dozier  in  Italy  that  both  resulted  in  dire  consequences.  The  best  example  is 
that  of  the  Israeli  Paratroop  Battalion  interdicting  infiltration  across  the  Jordan  River. 
They  focused  on  systemic  routines,  who  comes,  when,  to  where,  with  predictable 
patrolling  and  ambushing  at  predictable  times  and  places.  "The  Israelis  looked  like  an 
encampment  of  ruffians.  Soldiers  were  shacked  up,  Army  girls  upstairs,  tin  cans  lying 
around.  In  this  unstructured  environment,  planning  occurred  based  on  intuition  and 
recent  experience.  The  officers  and  soldiers  were  freed  from  the  regimentation  and 
restrictions  of  standard  procedures.  This  proved  successful  for  them. 

Luttwak  also  talked  in  some  detail  about  the  dynamics  of  the  Soviet  resurgence 
in  mid-1942.  Even  as  they  continued  in  the  defense,  the  seeds  of  their  deception- 
based  offensive  system  was  fashioned  Their  procedure  oriented  approach  (opposed 
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to  the  goal  orientation  of  other  systems)  works  by  it’s  pervasiveness,  not  by  it’s 
efficiency. 

Brigadier  General  Clark 

As  one  of  the  key  people  in  the  development  and  implementation  of  the  BCTP 
program  General  Clark  has  seen  and  worked  with  all  the  Armys’  current  senior 
leadership.  He  believes  that  deception  must  be  integrated  into  the  plan  "top  to 
bottom"  to  support  the  commander’s  intent.  In  his  view,  the  role  of  supporting  assets 
is  key  to  deception.  He  has  witnessed  numerous  attempts  to  deceive  undone  by  the 
failure  to  position  supporting  artillery  or  logistics  appropriately. 

Clark  sees  similarities  in  the  challenge  of  deception  rlative  to  the  other 
elements  of  combat  power.  It  requires  synchronization  [integration]  by  commanders 
and  staffs.  To  accomplish  this,  he  suggests  that  deception  be  included  in  the  estimate 
process.  In  that  way  the  commander  can  be  apprised  of  the  opportunities  available 
and  provide  timely  guidance  regarding  those  opportunities  as  part  of  the  planning 
p-  -icess. 

Conclusions. 

There  is  a  great  deal  of  detailed  information  available  on  deception,  its 
conduct,  and  its  impact  or  effect  on  the  enemy.  The  pattern  that  emerges  from  the 
data  presented  is  emphatic.  Innovative  and  aggressive  adversaries  use  deceptions,  in 
all  their  rich  variety,  to  achieve  surprise.  Arrogant  or  defeatist  adversaries  are  baffled, 
beguiled,  and  ripe  for  exploitation  by  deception.  The  over  aggressive  opponent  who 
will  always  move  directly  into  the  attack  to  strike  hard  and  decisive  blows  can  be 
trapped  by  his  own  aggression.  Deception  becomes  what  Cubbage  describes  as  the 
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ultimate  "mental  ju-jitsu,"  where  an  opponents  inertia  is  used  against  him. 68  At  rest 
he  is  liable  to  the  application  of  force  (or  not)  and  in  motion  his  movement  can  be 
used  to  place  him  at  disadvantage. 

Strong  forces  use  deception.  Weaker  forces  use  it  as  well.  It  appears  to  be 
primarily  offensive,  but  has  strong  defensive  components.  It  is  related  to  the 
principles  of  maneuver,  mobility,  and  agility.  But  can  be  used  to  ensnare  a  mobile 
enemy  by  misdirection  and  interruption  of  tempo.  It  can  produce  movements  or 
paralysis.  One  consistant  element  can  be  associated  with  deception  and  the  units  that 
practice  it.  That  is  success.  Commanders  and  armies  that  succeeded  in  protecting 
their  nations,  appear  to  have  used  deception  as  a  combat  multiplier. 

The  four  major  points  included  in  the  Army  White  Paper  will  be  used  to  help 
frame  the  argument  in  the  ensuing  chapters  of  this  paper.  The  doctrine  and 
integration  of  it  is  the  single  largest  impediment  to  a  potent  and  successful  batdefield 
deception  program  that  is  the  goal  of  the  U.S.  Army.  Keep  these  points  in  mind  as  we 
review  the  historical  examples  in  the  next  chapter. 


68  T.  L.  Cubbage,  in  personal  interview.  This  term  perfectly  describes  the  advantage  one  gains 
by  deception.  By  imbalancing  your  opponent  the  aggressor  can  momemtarify  gain  an  initiative 
that  can  only  be  decisive  if  the  following  actions  are  decisive. 
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Chapter  4 


Deception  in  History 


The  high  proportion  of  history’s  decisive  campaigns, 
the  significance  of  which  is  enhanced  by  the  comparative 
rarity  of  the  direct  approach,  enforces  the  conclusion 
that  the  indirect  is  by  far  the  most  hopeful 
and  economic  form  of  strategy. 

B.H.  Liddell  Hart 

The  Decisive  Wars  of  History 


This  chapter  will  examine  three  deceptions  in  the  history  of  warfare.  They  are, 
in  order,  the  Third  Battle  of  Gaza  (WWI),  the  Soviet  breakthrough  at  Kiev  (WWII),  and 
the  1973  Arab-Israeli  War.  These  particular  examples  are  chosen  to  illustrate  various 
aspects  of  deception  as  they  relate  to  the  modem  era  and,  of  particular  interest,  their 
probable  relation  to  the  future  of  deception.  The  list  is  not  exhaustive  and  does  not 
cover  every  conceivable  type  of  deception.  It  attempts  to  show  the  reader  the 
potential  of  deception  as  a  force  multiplier  and  as  a  constant  in  modem  warfare.  All 
of  the  elements  of  "modem"  intelligence  collection  capabilities  are  included  in  these 
examples.  In  each  of  these  overhead  reconnaissance  was  critical,  just  as  it  is  today. 

The  saga  of  the  World  War  II  deception  effort  culminating  with  the  Normandy 
invasions  is  not  included  here.  The  mastery  of  the  enemy  code  system  and  the  sheer 
magnitude  and  time  frames  involved  place  that  effort  in  a  very  special  category.  That 
is  not  to  say  that  there  is  not  much  to  learn  from  that  deception,  but  only  that  the 
examples  used  here  are  smaller  and  less  complex  representing  archetypes  with  a 
mgner  probamnty  of  occurrence  in  the  future.* 

*  Suggest  that  the  reader  see  Cubbages’  article  in  Intelligence  and  National  Security  on  the 
Hesketh  report,  regarding  Garbo’s  message,  pp.  334-335. 
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First,  the  Third  Battle  of  Gaza  shows  how  deception  can  be  used  even  when  the 
enemy  is  predisposed  not  to  believe  your  deception.  As  previously  discussed,  an 
enemy  predisposition  to  believe  your  deception  scheme  makes  the  job  much  easier.6^ 
This  factor  is  emphasized  because  of  the  relative  frequency  of  situations  where  attacks 
and  supporting  attacks  must  proceed  in  obvious  ways.  Deception  becomes  difficult  in 
the  extreme,  but  not  impossible,  when  working  igainst  enemy  preconception  in 
attempting  to  convince  them  of  another  case. 

General  Allenby  showed  it  to  be  possible  at  Gaza.  Other  factors  can  come  into 
play,  as  they  did  at  Gaza,  such  as  the  internal  politics  of  the  enemy  (the  German 
"advisory  group’s"  control  over  Turkish  operations,  for  example).  Three  critical 
factors  of  interest  single  out  Third  Gaza  as  an  example.  First,  the  famous  "Haversack 
Ruse"  was  used  to  successfully  pass  false  and  misleading  documents  to  the  enemy 
force  second,  it  shows  the  relationship  between  risk  and  deception  with  some  clarity; 
and  third,  the  operation  included  the  use  of  a  weapon  in  an  unorthodox  manner  to 
achieve  surprise.  This  was  the  use  of  the  Australian  Light  Horse  as  cavalry  and  not  in 
their  doctrinal  mounted  light  infantry  role.  This  last  point  is  a  somewhat  obscure 
component  of  Soviet  maskirovka  that  is  rarely  illustrated  but  should  not  be 
overlooked.70 

Second,  the  Russian  breakthrough  at  Kiev  is  an  interesting  example  because  the 
technique  used  has  become  central  to  Soviet  maskirovka  operations.  At  Kiev  it  is 
seen  early  in  the  development  of  maskirovka.  It  is  not  the  first  operation  of  its  kind, 

69  Cubbage,  T.  L.,  "German  Missapprehensions  Regarding  Overlord:  Understanding  Failure  in 
the  Estimative  Process,"  Intelligence  and  National  Security.  (Cass,  London  July  1967), p.  146. 

Glantz,  pp.  7-8. 
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nor  the  largest,  but  it  amply  displays  the  Soviet  penchant  for  the  secret  introduction  of 
overwhelming  force  into  an  unexpected  sector. 

The  third,  and  final  vignette  deals  with  perhaps  the  most  widely  known 
example  of  deception.  The  Egyptian  deception  in  the  1973  Arab-Israeli  War  is  unique 
in  many  ways.  Its  primary  point  of  distinction  has  to  do  with  the  limited  political  goals 
on  the  part  of  the  Egyptians  being  dismissed  out  of  hand  by  the  Israelis.  This  factor 
made  the  unthinkable  course  of  action,  not  only  attractive,  but  practical.  This 
example  also  demonstrates  the  synergism  between  several  types  of  deception  when 
they  are  applied  together  to  a  common  purpose. 

All  of  the  examples  presented  here  are  brief.  They  are  not  intended  to  give  the 
reader  facts  available  in  other  source  materials.  They  are,  instead,  intended  to 
provide  the  framework  for  a  practical  discussion  of  deception  against  a  real-world 
scenario.  Readers  are  encouraged  to  consult  the  referenced  sources  for  more  detail. 

Tbe  Third  Battle  of  Gaza  (31  October  1917) 

The  Turkish  lines  stretched  about  60  miles  from  the  coastal  city  of  Gaza 
(Palestine)  along  ridgelines  southeast  to  the  vicinity  of  the  ancient  oasis  settlement  of 
Beersheba  near  the  Jordan  River.  The  Turks  had  occupied  this  line  after  being 
pushed  out  of  the  Sinai  in  January  1917.  Their  strength  was  about  equal  to  that  of  the 
British  in  the  area  of  Gaza  with  outposts  toward  Beersheba.  See  figure  8. 

General  Archibald  Murray  was  the  British  Commander  in  the  Middle  East.  His 
units  first  attempted  to  capture  Gaza  and  the  route  to  Jerusalem  by  frontal  attack  on 
26  March  1917.  Communications  and  coordination  problems,  as  well  as  the 
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approximately  equal  force  ratios  caused  this  attack  to  fail.71  General  Murray  reported 
to  London  that  the  attack  had  been  successful  in  weakening  the  Turkish  defense.72  He 
was  ordered  to  attack  again  to  sei2e  the  route  to  Jerusalem. 

Three  weeks  later,  on  17  April,  the  allies  attacked  Gaza  a  second  time  .  The 
Turkish  positions  were  much  better  prepared  and  the  frontal  assault  was  defeated 
with  about  6,500  allied  losses.  The  Turks  lost  even  fewer  men  this  time,  losing  only 
about  2,000  total.  The  loss  resulted  in  the  relief  of  General  Murray  who  was  replaced 
by  General  Sir  Edmund  Allenby,  whose  "first  step  was  to  move  British  headquarters 
from  Shepherd’s  Hotel  in  Cairo  to  the  fighting  front."73  He  insisted  on  additional 
forces  and  built  his  strength  to  around  88,000  men. 

Allenby  conceived  a  deception  based  plan  to  accomplish  the  ultimate  mission 
of  capturing  Jerusalem.  He  decided  that  capture  of  the  garrison  at  Beersheba  to  turn 
the  Turkish  flank  stood  the  best  chance  of  success  at  the  least  cost  in  allied  combat 
power.  His  additional  forces  gave  him  only  a  marginal  numerical  advantage  of  10 
allied  divisions  to  8  Turkish  divisions.  The  operational  deception  plan  employed  what 
Handel  calls  the  double  bluff,  where  the  attack  at  Beersheba  was  to  be  portrayed  as  a 
deception  to  cover  yet  another  frontal  assault  to  seize  Gaza.74 


The  two  forces  totaled  about  16,000  men  each  with  the  British  taking  about  4,000  casualties 
against  the  Turks  2,400. 

72  Depuy,  R.  Ernest  and  Trevor  N.,  The  Encyclopedia  of  Military  History:  From  3500  B.C.  to 
the  Present  (Harper  &  Row,  New  York:  1986),  p.  973. 

73  Ibid,  pp.  973-974. 

74  Handel,  Michael  I.,  "Introduction:  Strategic  and  Operational  Deception  in  Historical 
Perspective",  Intelligence  and  National  Security.  (Cass,  London:  July  1967),  p.  7.  Handel  uses 
this  term  to  describe  the  situation  wherein  even  upon  discovery  of  the  attack  (or  preparation) 
at  Beersheba,  the  story  is  not  undone  since  it  includes  a  "strong  feint"  at  that  wing.  The  enemy 


70 


Allenby’s  major  problem  was  logistics,  specifically  the  provision  of  water  to  his 
men  and  their  animal  mounts.  Ammunition  and  provisions,  while  also  important, 
were  secondary  to  the  larger  problem  of  water.  He  would  have  to  reroute  water  and 
rail  lines  towards  Gaza  over  rough  terrain.  The  movement  to,  and  capture  of 
Beersheba  could  not  take  more  that  48  hours,  and  bad  to  capture  the  water  wells 
there  intact  or  risk  significant  losses  in  horses  and  men. 

Ihe  foundation  for  this  plan  was  the  continued  "preparation"  of  the  area 
around  Gaza.  The  camps  adjacent  to  Gaza  were  gradually  emptied  of  forces,  but 
"activities"  continued  in  the  camps  24  hours  a  day.  False  supply  dumps  were 
positioned  to  simulate  ammunition,  fuel,  and  water  stores.  The  pipeline  and 
associated  transport  activity  was  continued  there.  Landing  craft  and  warships  were 
brought  in  to  simulate  preparations  for  amphibious  operations.  This  included  a 
strategic  component  to  the  deception,  with  troops,  dummy  camps,  and  wireless  traffic 
portraying  the  buildup  of  an  amphibious  landing  force  on  Cyprus. 

At  the  same  time  a  series  of  messages  (clear  text  and  encrypted)  was  released 
informing  units  that  because  of  General  Allenby’s  leave  in  Cairo  no  major  actions 
would  be  undertaken  prior  to  the  General’s  return  on  7  November.  Reconnaissance 
was  continued  toward  Beersheba  on  a  routine  basis.  In  the  words  of  A.  P.  Wavell,  an 
officer  on  Allenby’s  staff  (he  would  become  a  distinguished  General  Officer  and 
practitioner  of  deception  in  the  WWII): 


then  is  paralysed  as  he  continues  to  wait,  for  what  he  is  sure  will  be,  the  main  attack  at  Gaza.  ( 
The  author  found  that  this  as  a  strong  component  of  many  deceptions  throughout  history). 
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These  reconnaissances  served  a  double  purpose.  Their  constant  repetition 
suggested  to  the  enemy  that  our  efforts  in  this  direction  were  confined  to 
demonstrations;  it  was  hoped  that  the  real  attack  on  Beersheba  would 
gain  the  advantage  of  surprise  by  being  mistaken  at  first  for  another 
reconnaissance,  an  impression  to  which  our  intelligence  service  adroidy 
insinuated  at  the  right  moment  by  cipher  wireless  messages  which  were 
meant  to  be  read  by  the  Turk.  Secondly,  these  periodical  advances  toward 
Beersheba  provided  a  screen  under  cover  of  which  commanders  and 
staff  became  acquainted  with  the  somewhat  intricate  ground  towards 
Beersheba  and  worked  out  their  arrangements  for  the  approach  to  and  assault 
on  the  Turkish  works.75 


Wavell,  A.  P.,  The  Palestine  Campaign.  (Constable,  London:  1936)  pp.  106-7. 
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THIRD  BATTLE  OF  GAZA 

SITUATION  AT  6  P.M. 

28TH  OCT.  1917 


Scale  of  miles 


Figure  8.  Third  Battle  of  Gaza.  1800  hours  26  October  1917. 


Figure  9.  Third  Battle  of  Gaza.  1800  31  October  1917. 
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To  further  foster  this  perception,  Allenby’s  intelligence  officer,  Major  Richard 
Meinerzhagen  developed  and  executed  what  has  come  to  be  known  as 
"Meinerzhagen’s  Ruse."74  The  ruse  involved  the  intentional  loss  of  an  officer’s 
dispatch  case  during  a  reconnaissance  toward  Beersheba.  The  case  included  maps  of 
the  "plan"  (including  a  fictitious  amphibious  phase),  an  officer’s  notebook 
complaining  of  the  logistic  difficulties  of  supporting  a  feint  toward  Beersheba  and  that 
no  solution  had  been  found  to  remedy  them,  private  letters  complaining  of  the 
transparency  of  using  a  feint  toward  Beersheba,  some  money,  and  a  very  personal 
letter  written  by  the  "officer’s  wife."  The  letter  was,  in  fact,  written  by  a  British  nurse  in 
Cairo  at  the  dictation  of  Meinerzhagen.  The  letter  informed  the  officer  of  his  child’s 
birth  and  the  love  and  loneliness  of  the  wife.  Along  with  the  letter  were  telegrams  to 
the  officer  announcing  the  birth  and  a  copy  of  his  congratulatory  telegram  to  her. 
Meinerzhagen  himself  is  said  to  have  thought  the  letter  and  the  telegrams  as  one  of  the 
essential  elements  in  the  success  of  the  ruse. 

Ten  days  prior  to  the  attack  (21  October)  Allenby’s  forces  began  preparations 
for  their  movements  east  to  Beersheba.  They  worked  secretly  at  night  and  took  refuge 
in  covered  positions  during  the  day.  The  water  pipeline  and  the  railway  were 
continued  to  about  20  miles  from  Beersheba. 

Shelling  began  at  Gaza  a  week  prior  to  the  attack  on  24  October.  In  the  days 
before  the  assault,  as  troops  moved  east,  contract  Egyptian  laborers  were  loaded  onto 

76  This  is  alternatively  called  the  "Haversack  Ruse"  and  is  often  confused  with  a  similar 
operation  undertaken  in  the  Middle  East  in  WWII  regarding  the  El  Alamein  "going  maps." 
(See  Chapter  3.  p.  35). 
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ships  and  unloaded  at  night  and  marched  in  and  out  of  the  camps  near  Gaza.  Anti-air 
coverage  was  loosened  in  the  vicinity  of  Gaza  and  complete  air  superiority  imposed 
toward  Beersheba  allowing  the  Turks  some  access  to  the  picture  being  portrayed. 

D-Day  (31  October)  began  with  attacks  by  elements  of  the  XXI  Corps  upon  a 
portion  of  the  defenses  at  Gaza.  Then  commenced  a  five  hour  shelling  of  Beersheba. 
The  Australian  Light  Horse  Infantry  then  conducted  one  of  the  last  successful  cavalry 
charges  in  history. 

The  Turks  were  experienced  in  fighting  the  Australian  mounted  infantry,  who 
normally  dismounted  in  skirmish  line  at  the  maximum  effective  ranges  of  their  rifles 
to  begin  the  dismounted  assault.  This  procedure  gave  them  the  advantage  of  using 
their  machine  guns,  mortars,  and  artillery  during  the  advance.  An  additional 
advantage  was  their  ability  to  refine  their  knowledge  of  the  defense  and  react 
accordingly.  On  this  day  they  did  not  follow  their  normal  pattern  of  operation,  but 
instead,  rode  hard  from  about  5,000  meters  directly  under  the  ranges  of  the  guns  and 
into  the  defense.  The  shock  of  this  move  coupled  with  the  artillery  strength  and 
higher  than  expected  force  ratio  carried  the  day  for  the  Australians. 

Despite  the  growing  indications  of  overwhelming  forces  near  Beersheba  as  well 
as  the  discovery  that  many  of  the  Gaza  camps  were  actually  empty,  the  German- 
Turkish  command  did  not  divert  forces  to  Beersheba.  Their  preconception  of  another 
attack  at  Gaza  and  the  convincing  nature  of  the  Haversack  Ruse  and  the  other 
components  of  this  deception  prevented  accurate  assessment  of  the  intelligence  data 
to  the  contrary. 
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Accounts  vary  on  the  details  within  the  German-Turkish  command.  The 
Australian  film  on  the  subject  entitled  'The  Lighthorsemen"  mirrors  the  accepted 
version  of  the  effect  of  the  deception.”  The  Turks  did  not  accept  the  "evidence"  and 
vigorously  demanded  reallocation  of  forces  to  reinforce  the  Beersheba  garrison.  The 
German  General,  Kress  von  Kressentein,  thought  the  documents  accurate  and  saw 
them  as  convincing  proof,  along  with  the  other  indicators,  that  Gaza  remained  as  the 
British  target.  General  Kressenstein  is  thought  to  have  been  particularly  impressed  by 
the  personal  details  included  in  Meinerzhagen’s  haversack. 

Despite  the  fact  the  wells  at  Beersheba  were  prepared  for  destruction,  they 
were  captured  generally  intact.  After  nearly  50  hours  without  water  (except  each 
man’s  individual  ration)  Beersheba  fell  to  the  allies  and  the  defense  of  Gaza  was 
unhinged.7*  The  Turks  fell  back  approximately  60  miles  to  defend  a  line  north  of 
present  day  Tel  Aviv  east  to  the  Jordan  River.  Almost  one  year  later  Allenby  would 
feint  to  the  east  of  that  line  and  penetrate  the  Turks  frontally  in  the  west  at  the  battle  of 
Megiddo,  in  the  exact  reverse  of  Third  Gaza. 

Analysis 

This  is  an  elegant  example  of  battlefield  deception.  Allenby  entered  the  theater 
and  took  the  initiative.  He  was  an  unknown  element  and,  as  such,  he  destabilized  the 
situation.  Allenby  knew  this  and  capitalized  upon  it.  The  basic  options  available  to 

77  The  film  credited  the  unit  histories  of  the  British,  Germans,  and  Turks.  Also  the  memoirs  of 
Allenby,  Waveli,  and  survivor  interviews  of  the  Australian  Light  Horse  who  participated  in  the 
action. 

7^  General  Cavazos  refers  to  Beersheba  as  "the  hinge."  The  allusion,  attributed  to  Allenby,  is 
that  of  Gaza  being  the  door  to  Jerusalem.  Since  they  could  not  get  in  by  the  door  [Gaza],  they 
"took  the  door  off  the  hinges." 
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him  were  to  make  a  third  frontal  assault  on  the  Turkish  works  or  find  another  more 


successful  way  to  get  to  Jerusalem. 

Stated  in  this  way  Beersheba  becomes  an  obvious  target  Another  option  was  to 
pierce  the  Turkish  lines  east  of  Gaza  and  turn  the  defense  in  that  manner.  That  would 
have  exposed  his  logistics  structure,  put  him  into  difficult  terrain,  and  exposed  two 
flanks.  There  was  the  potential  for  an  amphibious  assault  north  of  Gaza  (which  was 
used  in  the  deception),  but  Allenby  did  not  really  possess  the  forces  for  such  an 
operation.  Such  a  maneuver  would  have  left  the  area  before  Gaza  bereft  of  sufficient 
force  to  hold  that  line.  The  only  viable  alternative  was  to  take  Beersheba  using 
deception  to  portray  sufficient  strength  elsewhere  to  hold  the  line. 

Examination  of  this  deception  using  the  deception  hierarchy  proposed  in 
Chapter  2  reveals  the  figure  below.  Each  of  the  categories  was  exploited  to  provide  a 
balanced  picture  of  convincing  clarity  and  complexity.  Each  element  combined  with 
the  others  to  provide  just  enough  dissonance  to  appear  authentic.  Let  us  look  at  this 
deception  through  the  filters  of  situation,  cost,  risk,  and  benefit  to  see  if  there  are 
other  perspectives  of  interest  within  it. 


Cover/Concealment 

Disinformation 

Diversion 

Night  withdrawals 

Allenby’s  absence 

Gaza  camps  "normal" 

Pipeline/Rail  effort 

Dummy  movements 

Attack  prep  (Gaza) 

Troop  movement  east 

Haversack  documents 

Routine  patrols  (east) 

Air  cover  (east) 

Air  access  (west) 

Dummy  sites  (Cyprus) 

Information  Security 

Amphibious  assault 

Figure  10.  Here  Gaza  is  cataloged  by  function  using  the  author’s  proposed  deception  hierarchy . 
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Situation.  As  noted  above,  another  frontal  assault  was  not  appropriate. 
Another  course  of  action  was  required  to  break  the  defense  of  Ga2a.  Without 
large  quantities  of  additional  artillery,  air,  and  ground  assets,  there  was  no 
obviously  assailable  weakness  in  the  Gaza  defense.  A  rethinking  of  the 
situation  was  required.  That  is  what  Allenby’s  arrival  brought  to  the  battlefield. 
He  saw  the  alternatives  and  chose  one  that  met  his  criteria  of  cost-risk-benefit. 

Cost.  The  plan  developed  by  Allenby  and  his  staff  required  significant  staff  and 
supervision  effort.7’  That  explains,  in  part,  the  six  month  delay  between 
second  and  third  Gaza.  The  additional  forces  Allenby  requested  and  received 
were  required  in  the  case  of  another  frontal  assault  on  Gaza  or  for  any  other 
course  of  action,  and  as  such  are  outside  the  cost  equation  here.  What  did  the 
deception  in  the  Gaza  area  cost  in  resources?  The  XXI  Corps  elements  (52d, 
54th,  and  75th  Divisions)  remained  in  place  and  provided  the  stabilization  of 
situation  portrayed  in  that  sector.  The  ultimate  movement  to  the  east  of  XX 
Corps  could  be  viewed  as  a  cost  of  the  plan.  This  took  the  major  reserve  out  of 
the  Gaza  sector.  The  use  of  British  warships  to  bolster  the  amphibious  aspect 
of  this  plan  did,  undoubtedly,  divert  them  from  other  potential  duties.  This 
cost  was  apparendy  deemed  acceptable.  The  cost  of  the  constant  air  cover 
distincdy  targeted  to  support  the  deception  is  difficult  to  quantify,  but  can  be 
included  in  this  discussion  as  a  cost  of  the  operation. 


79  The  author  could  not  find  proof  of  the  extent  to  which  this  plan  was  attributable  directly  to 
Allenby’s  staff  or  to  General  Allenby  himself.  The  impression  one  recieves  is  that  the  major 
elements  of  the  plan  were  Allenby’s.  The  "Haversack  Ruse"  appears  to  have  been 
Meinerzhagen’s  idea,  with  the  personal  permission  and  assistance  of  Allenby. 
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The  costs  in  materiel  of  constructing  additional  rail  and  pipelines  toward 
Beersheba  did  not  measurably  strain  the  supply  capability  of  the  British, 
neither  did  it  require  reallocation  from  other  projects.  The  financial  costs 
associated  with  the  hiring  of  the  Egyptian  laborers  and  the  construction  of 
decoy  sites  on  Cyprus  were  not  excessively  expensive  and  did  not  call  for  new 
spending  priorities.  In  short,  the  costs  of  this  particular  course  of  action,  as 
opposed  to  the  other  available  options,  were  minor.  With  the  exception  of  no 
major  reserve  positioned  in  the  Gaza  area  after  about  20  October,  there  were 
few  other  manifestations  of  overextension.  In  fact  the  utilization  of  forces  show 
efficiency  and  economy  with  a  margin  of  safety  (XXI  Corps)  as  well.  One 
possible  cost  was  the  fact,  that  by  turning  the  Turks  out  rather  than  defeating 
them,  Allenby  still  potentially  had  that  particular  fight  before  him. 

Benefit.  The  obvious  benefit  was  victory  over  a  warned,  determined,  and  well 
prepared  enemy,  of  relatively  equal  strength.  The  plan  used  the  enemy 
preconception  (admittedly  aided  by  the  11,000  allied  losses)  of  Gaza  as  the 
center  of  gravity  for  the  British.  By  accomplishing  what  was  essentially  a 
turning  movement,  Allenby  gained  positional  advantage  without  undue  cost. 
The  parliament  and  the  Prime  Minister  were  already  nervous  about  the  losses, 
as  evidenced  by  General  Murray’s  relief,  and  this  plan  benefitted  by  avoiding 
the  kinds  of  engagements  that  produce  major  losses. 

Risk.  Ttie  movement  of  forces  east  risked  prompting  the  Turks  to  attack  south 
to  spoil  the  attack.  The  new  rail  and  pipelines  to  Beersheeba  risked  discovery 
and  interdiction  and  the  potential  undoing  of  the  plan.  The  double  bluff  works 
against  this  eventuality.  Discovery  of  such  activity  could  have  easily  been 
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regarded  as  only  that  required  to  support  the  feint.  Turkish  intelligence  would 
have  had  great  difficulty  devining  the  exact  requirements  of  an  theoretical  feint 
against  Beersheba.  By  taking  six  months  to  prepare  this  operation,  the  British 
risked  discovery  by  allowing  time  for  the  Turkish  and  German  Intelligence 
systems  to  discover  the  actual  intent  of  the  activity  that  was  observable  and 
reported  to  them.  The  Egyptian  civilians  represented  a  substantial  risk.  Their 
observations  of  empty  camps,  on  and  off-loading  ships  that  went  nowhere,  and 
other  such  indicators  could  easily  have  been  divulged.  Overall,  the  risks 
undertaken  by  Allenby  in  executing  this  plan  were  minor.  Discovery  of  the 
plan  could  have  been  managed.  Was  the  risk  of  this  operation  less  than  the  risk 
of  major  losses  in  another  attack  on  Gaza?  The  histories  of  this  event  suggest 
that  they  were.  To  summarize  the  points  of  the  cost-benefit-risk  discussion  the 
table  below  is  presented: 


Cost 

Benefit 

Risk 

XX  Corps  Movement 

Success 

Empty  camps 

Pipe/Rail  Lines 

Egyptian  laborers 

Positional  advantage 

Pipe/Rail  lines 

Air  cover/warships 

Lowest  cost  (lives) 

Loss  of  Surprise 

Preparation  time 

XX  Corps  Movement 

Figure  11.  Analysis  of  the  Third  Gaza  using  the  cost,  benefit,  risk  parameters. 


The  Liberation  of  Kiev  (3  November  1943) 

The  encirclement  and  defeat  of  Paulus  at  Stalingrad  in  December  1942  was  the 
beginning  of  the  end  for  the  Germans  on  the  Eastern  Front.  The  front  was 
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temporarily  stabilized  by  von  Manstein  at  Kharkov.  The  Battle  of  Kursk,  300  miles  east 
of  Kiev,  was  the  end  of  German  offensive  capability.  The  loss  in  men  and  materiel  was 
disastrous  to  the  Wehrmacht.  The  Germans  withdrew  west  to  the  Dneiper  River  line 
and  assumed  the  defense.  Stalin  ordered  "...urgent  measures  to  capture  the 
Dneiper... to  prevent  the  enemy  from  completely  devastating... the  area  west  of  the 
Dneiper."  The  Germans,  after  two  years  of  occupation  were  destroying  anything  of 
value.*®  The  German  defense  and  the  Dnieper  River  itself  presented  the  Red  Army 
with  a  significant  obstacle  to  the  recapture  of  Kiev. 

As  Russian  forces  converged  on  the  area  south  of  the  Pripyet  Marshes,  the  only 
substantial  bridgeheads  controlled  by  the  Red  Army  were  south  of  the  city  at  Bukrin 
and  Mishurin  Rog.  The  Voronezh  Front  (later  renamed  the  Ukrainian  Front)  held 
these  bridges,  but  had  not  been  able  to  expand  the  bridgehead. 

On  29  September  the  Voronezh  front  was  ordered  to  sweep  across  these 
bridges  with  three  armies  to  envelop  Kiev  from  the  southeast  as  another  army 
conducted  a  supporting  attack  from  the  north  across  a  minor  and  "small,  swampy 
crossing  at  Lyutezh."  *l  The  operation,  despite  the  commitment  of  six  armies,  failed. 
With  German  defenses  focused  on  the  region  south  of  the  city,  the  Soviets  could  not 
gain  the  initiative.  However,  in  the  north,  the  38the  Army  had  a  small  and  quiet  victory 
which  left  them  with  an  acceptable  bridgehead  and  apparendy  minor  German 
opposition. 


Zhukov,  G.K.,  The  Memoirs  of  Marshal  Zhukov.  (Jonathan  Cape,  London:  1971),  p.481. 
81  Glantz,  p.  262. 
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Vatutin,  the  Ukrainian  Front  (now  renamed)  commander  was  granted 
permission  to  shift  his  main  effort  north  to  the  Lyutezh  bridgehead  on  24  October. 
His  request  for  an  additional  tank  army  was  denied,  so  he  decided  to  use  the  3rd 
Guards  Tank  Army  located  south  of  Kiev  to  strengthen  the  effort  in  the  north.. 
Vatutin’s  plan  would  continue  "normal"  operations  at  both  bridgeheads,  north  and 
south.  He  would  simulate  renewed  offensive  operations  in  the  Bukrin  area.  He 
would  conduct  the  secret  repositioning  of  the  3rd  Guards  Tank  Army,  the  23rd  Rifle 
Corps,  4th  Artillery  Penetration  Corps,  and  other  minor  units  into  attack  positions 
near  the  Lyutezh  bridgehead.  The  movement  over  the  entire  200  kilometer  route 
would  be  accomplished  using  maskirovka. 

Almost  unbelievably,  two  days  after  the  order  was  received,  the  movements 
commenced  at  0300  27  October.  Over  the  next  seven  days  the  movements  continued 
in  total  silence.  The  weather  closed  in  which  facilitated  the  move,  including  some 
daylight  movements.  Where  necessary,  engineer  smoke  units  augmented  the  weather 
to  obscure  the  regrouping.  The  weakness  of  the  Luftwaffe  presence  allowed  virtually 
complete  Soviet  air  superiority  over  the  Kiev  area. 

Vatutin  launched  a  devastating  attack  against  an  unprepared  German  Army  on  3 
November  1943.  The  attack  pierced  the  German  lines  and  drove  southwest  to 
Zhmerinka  and  Mogilev-Podol’sk,  about  350  kilometers  from  Kiev.  Within  two  days 
the  Germans  lines  of  communication  had  been  interdicted.  The  southern  ~.*tack  had 
fixed  forces  near  the  Bukrin  bridgehead.  Defense  of  the  Kiev  sector  disintegrated  as 
the  Germans  commenced  their  strategic  delay  west  once  again  despite  having  rushed 
another  three  armored  divisions  into  the  defense  on  5  November.®2 

82  Manstein,  Erich  v.,  Lost  Victories.  (Presidio  Press,  Novato,  CA:  1982),  pp.  486-487. 
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Figure  12.  3rd  Guards  Tank  Army  regrouping  26  October  to  2  November  1943. 
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93.  Kiev,  Soviet  dispoeitiora,  2  November  1943 

Figure  14.  German  intelligence  estimate  of  Soviet  dispositions  2  November  1943 


86 


The  Germans  had  actually  discovered  movement  of  elements  of  the  3rd  Guards 
east  of  the  Dnieper  in  the  vicinity  of  Kiev,  but  did  not  know  their  actual  size  or  intent. 
The  German  Eighth  Army  intelligence  assessment  of  31  October  mentioned  that 
movement,  but  assessed  it  as  related  to  the  "other  tank  units  withdrawn  from  the 
Lyutezh  area  in  order  to  be  reconstituted."  Another  assessment  in  the  same  unit  had 
forecast  commitment  of  the  3rd  "north  of  Kiev."  It  was  dated  30  October  1943-  Yet  the 
German  Armies  before  Kiev  were  totally  and  completely  surprised.  Glantz  quotes 
General  Manstein  as  having  said:  "It  was  not  clear  whether  this  was  an  offensive  with 
far  reaching  aims  or  whether  the  enemy  first  intended  to  win  the  necessary  assembly 
space  west  of  the  river."  Glantz  asserts  that  the  Germans  had  under  assessed  the 
Russian  strength  by  40%,  a  fact  attributable  to  the  success  of  maskirovkaV 

Analysis. 

This  deception  shows  how  one  can  find  the  battlefield  before  him  completely 
and  devastatingly  altered  by  an  industrious  and  determined  enemy.  It  clearly 
illustrates  the  interdependence  of  OPSEC  and  deception.  The  radio  silence  and  use  of 
night  movements  and  dummy  sites  all  provided  the  picture  of  "no  change."  This 
example  also  points  out  how  disastrous  negative  intelligence,  that  is  the  absence  of 
data,  can  be.  In  this  case  the  Germans  had  yet  to  come  to  grips  with  the  faults  of  their 
notoriously  inaccurate  intelligence  system.  They  were  willing  to  discount  dangerous 
movement  indicators  with  rumors  (of  questionable  origin  as  we  know).  Most 
disastrously,  they  believed  their  position  against  the  Pripyet  Marshes  made  their  left 
flank  less  dangerous. 


8-*  Glantz,  p.  296-270. 
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Cover/Concealment 

Disinformation 

Diversion 

Niffrt  Movement 

Mock-ups  left  in  place 

Patrolling  bridgeheads 

Radio  Silence 

Huts/fires  at  Lyutezh 

Armor  Reconstituiion 

Noise/Light  Discipline 

Radio  traffic  simulated 

Supporting  attacks 

Armor  Reconstitution 

Air  Superiority 

Zone  defensive  ruse 

Figure  15.  Here  Kiev  is  cataloged  by  function  using  the  author’s  proposed  deception  hierarchy. 


Situation-.  The  Ukrainian  Front  converged  into  the  Kiev  area  as  a  supremely 
victorious  army.  Recent  successes  at  Kursk  and  Kharkov  combined  with  their  growing 
ranks,  as  new  soldiers  were  conscripted  from  recaptured  territory,  to  fuel  their 
momentum.  This  juggernaut  was  pressed  into  the  bend  of  the  Dnieper  River  south  of 
the  Pripyat  Marshes.  Materiel  and  supplies  were  available  as  never  before.  Air 
superiority  was  virtually  complete.  Guarding  the  Dnieper  was  an  enemy  whose 
strength  had  been  taken,  whose  replacement  personnel  were  untrained,  and  whose 
equipment  was  in  short  supply  and  poor  repair. 

Cost.  The  Soviet  force  under  Vatutin  had  sufficient  forces  for  a  main  and  supporting 
attack.  The  decision  to  use  the  least  likely  avenue  helped  to  insure  success  at  the 
lowest  cost  in  combat  power.  That  decision  made  the  movement  of  the  3rd  Tank 
Army  (with  their  345  tanks,  250  guns,  and  4000  vehicles)*4  out  of  the  southern  sector 
without  real  cost.  The  Germans  had  insufficient  forces  in  the  area  to  be  a  serious 
threat  to  General  Rybalko’s  forces  in  the  area  of  the  southern  bridges.  The  recapture 
of  Kiev,  the  control  of  the  Dnieper  River  crossings,  and  their  deep  attack  objectives  to 


CianU,  David  M.,  The  Red  Mask.  (Cass  Sc  Co  Ltd,  London),  p.  441. 
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the  southwest  put  all  front  assets  into  a  concentrated  area  with  sufficient  assets  to 
achieve  the  missions  in  several  possible  ways. 

Benefit.  The  indirect  approach  against  the  least  prepared  and  weakest  opponent 
exhibits  an  aspect  of  Soviet  operational  art  not  usually  associated  with  their  current 
doctrine.  By  insuring  there  was  overwhelming  force  at  the  Lyutezh  bridgehead  as  well 
as  a  potent  threat  in  the  Bukrin  area,  Vatutin  insured  success.  His  plan  looked  deep  to 
the  subsequent  objective  that  would  shatter  the  German  defensive  line  west  of  the 
Caucasus  Mountains.  By  using  the  Pripyat  Marshes  to  his  northern  flank,  he 
eliminated  the  German  threat  from  that  direction. 


Cost 

Benefit 

Risk 

3rd  Tank  Army 

Successful  and 

Interdiction  during 

(reposition) 

efficient  attack 

the  movement  north 

23rd  Rifle  Corps 

Avoided  strength 

Enemy  reacts  (North) 

4th  Artillery 

Positional  advantage 

Delay  allowed  more 

Penetration  Corps 

against  the  marshes 

German  preparations 

Support  Missions 

Lowest  cost  (lives) 

Weather  clearing 

Air  cover 

Figure  16.  Analysis  of  the  Soviet’s  Kiev  operation  using  the  cost,  benefit,  risk  parameters. 


Risk.  Vatutin  took  a  risk  to  be  sure,  but  not  a  terribly  large  or  dangerous  one.  If  the 
weather  had  cleared  on  the  29th  or  30th  of  October  and  Germans  could  have  reacted 
with  aircraft  and  artillery  in  sufficient  numbers,  the  3rd  Tank  Army  could  have  been 
interdicted.  The  Russians  would  have  to  have  pressed  the  attack  without  the  initiative 
or  pulled  off  the  river  line  and  regrouped.  The  Germans  had  limited  aircraft  assets 
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that  were  focused  on  destroying  the  two  bridgeheads.*5  Without  a  viable  threat  on  his 
southern  flank,  Vatutin  took  a  prudent  risk. 


Tbe  1973 Arab-Israeli  War  (6  October  1973) 

This  war  began,  in  a  sense,  at  the  end  of  the  Six  Day  War  in  1967.  A  defeated 
Egypt  looked  across  the  Suez  canal  to  the  occupied  Sinai  and  Gaza  strip  and  began  the 
preparations  that  would  reclaim  it.  The  first  of  those  preparations  was  the  rebuilding 
of  the  Armed  Forces.  This  included  attention  to  new  equipment  from  the  Soviet 
Union,  but  also  raising  the  size,  morale,  and  capabilities  of  the  Egyptian  forces. 


This  process  was  well  under  way  when  Anwar  Sadat  came  to  power  in  1971.** 
Lieutenant  General  Saad  el  Shazly  was  elevated  to  Chief  of  Staff  of  the  Armed  Forces 
on  16  May  and  directed  to  prepare  for  the  implementation  of  one  of  the  two  major 
plans  for  the  crossing  and  recapture  of  the  Sinai  lands.  His  second  task  was  to 
strengthen  the  military  ties  with  the  Soviet  Union.  On  2  June  1971  at  a  meeting  of  the 
Armed  Forces  Supreme  Council,  Sadat  told  his  military  leaders: 

When  we  plan  the  offensive,  I  want  us  to  plan  within  our  capabilities, 
nothing  more.  Cross  the  canal  and  hold  even  ten  centimeters  of  the 
Sinai.. .and  that  will  help  me  greatly,  and  alter  completely  the  political 
situation  both  intemationallv  and  within  the  Arab  ranks.*7 


85  Ibid,  pp.  440-441. 

86  Sadat  assumed  the  presidency  on  15  September  1970.  It  was  not  until  seven  months  later, 
however,  on  13  May  1971,  that  he  consolidated  his  power  and  united  his  presidency.  The 
preparations  for  war  began  in  earnest  at  that  point. 

8'  Shazly,  Saad  el,  The  Crossing  of  the  Suez.  (Amc»Ican  Mideast  Research,  San  Francisco, 
CA1Q80),  pp.  yv-iuij. 
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The  two  plans  had  been  developed  by  General  Shazly  and  the  former  Chief  of 
Staff,  General  Fawzi.  Fawzi  had  favored  an  ambitious  plan  (Operation  41)  that  would 
strike  deep  to  capture  the  key  passes  into  the  Sinai.  General  Shazly  strenuously 
argued  for  a  less  ambitious  plan  (The  High  Minarets)  which  would  accomplish  exactly 
what  Sadat  wanted.  The  objectives  were:  1)  Swift  surprise  crossings  with  infantry;  2) 
followed  by  mechanized  forces  to  defeat  the  Bar  Lev  fortress  line;  3)  establish  a 
defensive  line  5-6  miles  east  of  the  canal;  and  4)  extract  significant  losses  on  the 
Israeli  Defense  Forces.  Shazly  favored  this  plan  because  of  the  weak  Egyptian  Air 
Force,  the  fixed  Egyptian  air  defense  umbrella,  the  need  to  fight  the  Israelis  in  a  means 
unfavorable  to  them,  and  the  possibility  for  a  political  solution  to  the  capture  of  the 
canal. 


General  Shazly  saw  four  major  obstacles  to  overcome  in  either  plan.  First,  the 
canal  itself.  It  had  concrete  reinforced  sand  banks  that  were  from  180  to  200  meters 
wide.  The  erosion  of  the  sand  banks  would  inhibit  crossings  by  multiple  vehicles. 
Second,  since  1967  the  banks  had  become  huge  sand  hills  20  meters  high  and  20 
meters  wide  at  their  base.  Accepted  engineer  practices  could  not  pierce  them  in  less 
than  seven  hours.  Third,  was  the  system  of  Forts  called  the  Bar  Lev  line.  These 
fortified  positions  were  constantly  manned.  They  were  spread  along  the  entire  border 
area  and  clustered  at  the  obvious  crossing  points  and  would  be  reinforced  within  48 
hours  by  tanks  and  infantry.  The  fourth  barrier  system  was  a  "secret"  system  for 
putting  flammable  liquid  onto  the  surface  of  the  canal  and  igniting  it. 

Shazly  had  worked  hard  to  develop  his  engineer  and  amphibious  capabilities 
and  he  devised  a  method  for  plugging  the  flammable  liquid  tanks  using  commandos 
Egypt  then  came  serendipitously  across  the  key  to  crossing  the  canal.  A  young 
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engineer  officer  had  used  high  pressure  water  hoses  to  reduce  a  mock-up  sand  bank 
in  only  two  hours. 

The  next  problem  had  to  do  with  the  relationship  between  the  amount  of  gear 
(ATGM  missiles,  water,  ammunition,  mortars,  etc.)  required  and  the  relative  speed  of 
infantry  crossings  to  that  of  armor  and  motorized  columns.  To  solve  this  problem 
there  ensued  a  detailed  study  of  the  soldiers  load  unlike  any  other.  The  mission,  the 
proposed  threat,  and  resupply  were  factored  to  provide  the  maximum  speed  of 
crossing  to  overwhelm  the  Bar  Lev  Line.  In  addition  to  the  tailored  loads  the 
Egyptians  developed  a  fleet  of  carts  that  allowed  two  soldiers  to  haul  375  lbs  two  or 
three  miles  over  rough  terrain.  Ultimately  2,240  of  these  vehicles  crossed  the  canal 
carrying  336  tons  of  materiel.  Finally,  he  worked  on  the  reserve  and  mobilization 
system  to  enable  rapid  and  efficient  expansion  of  the  Egyptian  forces. 

The  items  above  gave  Egypt  the  capability  to  rtach  and  control  the  far  bank 
before  Israel  could  react.  Now  the  elements  of  deception  began  to  be  woven  into  the 
plan.  The  Egyptians  forged  an  alliance  with  Syria,  through  leadership  in  reforming 
the  Arab  League."  This  introduced  a  strategic  perspective  to  the  situation  that  should 
have  radically  altered  the  Israeli  estimates.  This  was  a  critical  component  since  the 
Israeli  saw  any  union  or  joint  action  between  Egypt  and  Iraq  or  Syria  as  impossible. 
The  quiet  agreements  in  1972  that  made  this  possible  set  the  strategic  framework  for 
surprise.  One  wonders  if  the  contacts  between  Sadat  and  Secretary  of  State  Rogers 
were  intended  to  circumscribe  or  measure  the  U.S.  possible  responses. 


ibid,  pp.  94-96.  The  senior  leadership,  with  the  exception  of  General  Shazly,  did  not  favor 
many  of  the  compromises  required  by  Egypt  to  insure  the  1971  rebirth  of  the  Arab  League. 
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The  Egyptian  rebuilding  process  included  major  annual  exercises  occurring 
just  before  Ramadan.  These  exercises  sent  the  Egyptian  forces  rushing  out  to  defend 
the  canal  from  attack  and  included  preparations  for  counter  attacks.  These  had 
occurred  in  the  four  years  previous  causing  Israeli  reaction.  In  the  last  three  years 
prior  to  the  war,  the  Israelis  had  mobilized  at  great  cost  to  their  economy  and,  most 
importandy,  their  politicians.  Mobilization  virtually  paralyzed  the  Israeli  economy, 
shutting  down  factories,  airlines,  services,  and  disrupting  every  sector  of  life. 

The  Israeli  world  view  had  evolved  through  the  1948  War,  the  1956  War,  the 
1967  War,  and  the  end  of  the  War  of  Attrition  from  1967  tol970.  The  peace  they  now 
enjoyed  and  the  cost  of  mobilization  now  combined  with  "an  impregnable"  defensive 
line  along  the  reinforced  canal.  Without  alliances  with  Iraq  and  Syria,  Egypt  could  not 
achieve  any  deep  objectives  of  consequence.  The  huge  land  space  of  the  Sinai  and  the 
other  occupied  territories  provided  a  large  buffer,  behind  which  the  Israelis  lowered 
their  readiness.  This  happened  gradually  and  incrementally,  but  by  mid-1973  the 
Egyptians  had  opportunity  and  a  leader  who  saw  the  benefit  of  limited,  politically 
terminated  conflict. 

Cover  and  Concealment  operations  were  used  in  many  ways.  Preparations  at 
unit  locations  and  in  exercises  were  concealed  as  much  as  possible.  Exercises  were 
conducted  at  night  and  vehicles  returned  to  covered  positions  at  daylight.  Units 
exercised  reacting  quickly  to  simulated  crossing  attempts,  then  returned  only  part  of 
their  unit,  leaving  part  in  covered  positions  in  the  shelter  of  the  bank.  Ammunition 
was  forward  deployed  into  underground  bunkers  in  this  way.  Bridging  and  other 
special  equipment  was  forward  deployed  under  cover  or  disguised  to  look  like  other 
more  innocuous  equipment. 
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Disinformation  focused  on  stressing  western  stereotypes  of  the  Arab  that  were 
prevalent  in  Israel.  Psychological  warfare  (PSYOPS)  emphasized  that  Arabs  cannot 
keep  secrets,  their  forces  are  militarily  inept,  they  cannot  plan  or  conduct  coordinated 
actions,  and  their  soviet  equipments  (especially  aircraft  and  electronics)  are  poorly 
maintained  and  supported.  It  was  also  publicized  widely  that  Sadat  would  deliver  a 
major  peace  making  address  in  mid  October  in  concert  with  the  heightened  tempo  of 
political  pressure  for  return  of  the  occupied  territories.  Orders  were  circulated  and 
extensively  publicized  allowing  personnel  to  make  the  pilgrimage  for  Ramadan. 

Diversions  were  conducted  to  provide  numerous  cues  that  signaled  normal 
operations  and  underscored  the  PSYOPS  themes  above.  Officer  leaves  were 
continued.  Demobilization  was  conducted  and  publicized  on  5  October.  Highly 
visible  public  transports  were  used  to  support  the  demobilization.  Soldiers  in  the 
forward  areas  were  forbidden  to  wear  their  helmets.  Units  known  as  lazy  squads  or 
lazy  battalions  populated  the  canal  in  the  weeks  prior  to  the  attack.”  They  fished, 
dangled  their  feet  in  the  water,  played  football,  and  generally  exhibited  a  nonchalant 
attitude  that  was  communicated  to  the  defenders  of  the  Bar  Lev  fine  and  the 
intelligence  service.  To  increase  the  survivability  of  their  fixed  SAM  sites,  the 
Egyptians  used  numerous  dummy  sites  and  aircraft  decoys  to  enhance  survivability 
and  aid  in  acquiring  engaging  aircraft. 

The  final  element  of  the  plan  was  the  intensive  and  detailed  and  centralized 
preparation,  training,  and  practice  by  which  the  movements  to  the  crossings,  the 
crossings,  and  the  reinforcement  were  orchestrated  in  excruciating  detail.  Plans  of 

Awwad,  H.S.,  The  Use  of  Deception  in  the  1973  Arab-Israeli  War.  Student  Paper  (TDRC 
#7999),  British  Army  Royal  Staff  College,  Camberly:  1977,  pp.  8-9.  LTC  Awwad  was  a 
company  commander  in  the  war  and  provides  reference  to  the  "lazy  battalions." 
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this  phase  were  personally  examined  and  refined  by  the  Chief  of  Staff  to  insure  their 
accuracy.”  The  crossings  were  important  enough  that  General  Shazly  was  the 
Crossing  Commander.  The  Egyptians  crossed  100,000  men,  1,020  tanks,  and  13,000 
vehicles  in  24  hours!’1  General  Shazly  asserts  that  this  was  the  "largest  first  day 
crossing  in  world  military  history." 

The  attack  timing  capitalized  on  the  Yom  Kippur  holiday,  Ramadan,  the  Knesset 
elections  on  the  28th  of  October,  the  longest  night  (12  hours),  the  best  tides,  and  the 
Jewish  Sabbath.  In  addition,  the  attacks  began  at  1400  hours  to  give  the  Egyptians 
sufficient  time  to  cross  and  pierce  the  Bar  Lev  line  but  force  Israeli  mobilization  and 
deployment  at  night.  This  last  point  severely  limited  the  Israelis  initial  air  response. 

The  Israeli  government’s  Commission  of  Inquiry  determined  that  on 
the  morning  of  6  October  the  Israeli  Defense  Force  (IDF)  Supreme  Command  did  not 
evaluate  that  war  was  about  to  commence.  Surprise  was  caused  by  three  elements: 

1)  Obdurate  adherence  to  "the  conception,"  that  popular  proposition  which 
said  that  the  Egyptians  could  not  launch  a  war  without  the  aircraft  to  support 
attacks  in  depth,  and  that  Syria  would  not  attack  without  Egypt. 

2)  The  Director  of  Military  Intelligence  assured  that  there  would  be  a 
minimum  of  48  hours  warning  time. 


90  Shazly,  pp.  64-69.  This  phase  was  related  to  the  soldier  load  issue.  Individual  soldier  loads 
were  accounted  for.  Each  crossing  and  crossing  vehicle  numbered  (144  crossings)  and  the  route 
color  coded,  sign  post,  lateral  routes,  all  absolutely  complete  in  every  detail.  This  was  degraded 
as  support  vehicles  began  to  conflict  with  returning  casualties  and  new  priorities. 

91  These  personnel  crossings  were  as  follows:  32,000  men  in  rubber  boats,  1,000  men  in 
amphibious  vehicles,  4,500  men  in  tanks  and  carriers  over  ferries,  1,500  men  over  light  bridges, 
and  61,000  men  over  heavy  bridges. 
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3)  Numerous  unique  indicators  of  "multi  arm"  formations  of  unprecedented 
size  were  inaccurately  evaluated  (see  1  and  2  above). 

4)  The  enemy  deception,  under  the  guise  of  an  exercise  succeeded  in 
misleading  the  IDF. 

The  attack  unfolded  as  planned.  The  crossings  succeeded  and  the  motivated 
and  trained  forces  poured  across  the  "impenetrable  barrier"  of  the  Suez  Canal.  The 
Israeli  reaction  and  mobilization  proceeded  as  expected.  The  Israeli  reacted  to  an 
attack  they  expected,  but  not  in  time  to  prevent  a  major  foothold  in  the  Sinai.  Both 
Syria  and  Egypt  had  limited  objectives  in  this  war.  The  primary  objective  being  to 
break  the  "log  jam"  that  had  existed  in  the  Middle  East  since  the  1967  War.92  They 
were  ultimately  successful  in  that  effort.  Additionally,  their  success  imbued  both 
countries  (Egypt  and  Syria)  with  a  new  sense  on  national  pride.  Despite  their  losses, 
they  succeeded.” 

Analysis. 

This  deception  highlights  many  of  the  most  interesting  and  fascinating  aspects 
of  deception.  It  shows  how  the  deception  victim’s  own  preconceptions  act  to  trap 
them.  As  they  come  to  accept  certain  propositions  as  fact  and  then  plans  other  events 
based  on  those  faulty  assumptions,  two  things  occur.  They  becomes  fixated  on  the 
expected  course  of  action  and  the  weight  of  the  additional  planning  lends  credence  to 
his  preconceived  notion.  The  Israeli  notion  of  "the  conception"  is  a  fine  example.  It 

92  Herzog,  Chaim,  p.  315. 

93  Throughout  his  book  General  Shazly  blames  "politicians"  for  the  decisions  to  go  deeper  than 
he  advised,  which  caused  the  encirclement.  By  this,  he  probably  referred  to  President  Sadat 
and  General  Ismail ,  the  Director  of  the  National  Intelligence  Service. 
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had  validity  at  one  time,  but  it  lingered  long  after  its  factual  basis  had  disappeared  and 
Syrian-Egyptian  cooperation  in  war  became  a  virtual  fait  accompli.  Israeli  actions  at 
the  Bar  Lev  line  and  elsewhere  were  based  on  the  assessment  of  "the  conception'1 
being  valid  as  they  evolved  a  defense  based  on  that  concept;  it  became  self-fulfilling. 
Another  example  is  the  notion  that  an  Egyptian  attack  had  to  have  deep  objectives  and 
the  capability  to  achieve  them.  This  idea  blocked  out  all  other  possibilities  in  the 
Israeli  mind  set. 

This  deception  clearly  illustrates  the  synergy  achieved  when  a  deception  is 
played  out  at  all  the  various  levels  of  war.  The  Egyptians  mixed  notional  strategic 
actions  such  as  the  peace  talks  and  Sadat’s  upcoming  speech  with  the  Yom  Kippur 
holiday,  Ramadan,  the  upcoming  elections  and  the  Sabbath  as  ways  to  lessen  tension. 
All  of  these  gave  additional  credence  to  the  operational  level  deceptions  regarding  the 
end  of  the  deployment  exercise,  publicized  reserve  demobilization,  and  officer  leaves. 
Against  this  backdrop,  the  continued  tactical  preparations  blended  seamlessly  with 
each  level  enveloping  the  other  becoming  virtually  impenetrable  to  Israeli  intelligence. 

Centralization  and  secrecy  also  played  key  roles  in  this  deception.  Each  and 
every  item  of  the  least  importance  was  a  subject  of  interest  by  the  Egyptian  High 
Command.  The  result  was  an  initial  attack  that  was  essentially  flawless.  Equipment 
and  soldiers  were  drilled  and  prepared.  The  plan  was  repeatedly  fine  tuned  to 
perfection.  The  controls  on  the  press  ,  the  population,  and  the  political  system  were 
exercised  as  well.  Egyptian  counterintelligence  and  police  organizations  worked  in 
concert  to  suppress  spying  and  leaks  of  all  kinds.  Coupled  with  the  extreme  and 
meticulous  attention  paid  to  cover  and  concealment,  the  resulting  preparations  did 
not  reveal  themselves  to  any  real  extent. 
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Once  across  the  canal  the  plan  failed  in  large  part.  The  boundary  between  the 
armies  was  neglected  and  exploited,  resulting  in  disaster.  The  low  priority  resupply 
traffic  was  not  as  meticulously  orchestrated.  Most  important  to  this  paper  the 
deceptions  did  not  continue  once  across  the  canal.  Deception  might  have  ameliorated 
the  losses  and  hurried  the  political  solution.  Planning  for  this  phase  of  the  war  was 
neglected  in  general. 


Cover/ Concealment 

Disinformation 

Diversion 

Night  Movements 

Total  "peace"  effort 

Demobilization 

Secret  forward  stores 

Sadat  "peace" speech 

Armor  Reconstitution 

Disguised  bridging/ 
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"Lazy  Squads" 

special  equipment 

inept,  poor  plans,  etc 

Leaving  units  at  canal 

Ramadan  leaves 

Dummy  radar/aircraft 

Officer  leaves 

Figure  19.  This  shows  the  operation  by  function  using  the  author’s  deception  hierarchy. 


Cost.  The  Egyptian  national  commitment  to  this  war  must  be  factored  as  a  cost.  It 
affected  virtually  every  aspect  of  Egyptian  life  for  years.  The  total  impact  on  politics, 
the  economy,  and  the  national  debt  is  hard  to  assess.  The  replacement  and 
restoration  of  their  military  machine  was  costly.  They  invested  in  equipment  and 
materiel  that  was  unsuitable  to  their  defensive  position,  and  thus  not  of  utility  after  the 
war.  It  was,  however,  the  special  equipment  (carts,  covers,  ATGM’s,  etc.)  that 
contributed  to  their  success.  The  increase  in  ‘heir  defense  structure  and  reserves 
were  beyond  their  needs.  Perhaps  the  thousands  of  dead,  wounded,  and  captured 
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were  the  ultimate  and  tragic  cost  of  this  audacious  effort.  A  possible  end  result  of  the 
risk  that  was  undertaken  by  the  Egyptians. 

Benefit.  The  success  achieved  (despite  the  high  costs)  did  a  great  deal  to  undo  the 
cumulative  effects  that  the  many  Arab-Israeli  losses  had  taken  on  Egypt  The  national 
identity  and  spirit  was  restortu.  The  myth  of  Israel  as  an  invincible  foe  was  dispelled. 
Likewise,  the  myth  that  Arabs  couldn’t  work  together  in  coordination  was  dashed  and 
a  tradition  of  leadership  in  the  Arab  world  was  started  for  Egypt.  The  same  is  true  of 
Syria  to  some  extent.  The  political  advantage  of  the  installment  of  the  Multinational 
Peacekeeping  Force  (MFO)  has  provided  a  buffer  for  Egypt  unique  in  the  region. 
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Special  equipment 
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National  esteem 

Myth  of  Israeli 

Harmed  by  loss 
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Figure  20.  Analysis  of  the  Egyptian’s  deception  operation  using  the  cost,  benefit,  risk  parameters. 


Risk.  The  Egyptians  risked  early  detection  and  response  or  retribution  from  the 
Israelis.  The  fact  that  this  deception,  on  such  a  large  scale,  remained  secret  is  truly 
amazing.  That  sentiment  was  echoed  by  Shazly  as  well. 94  These  retribution  attacks 
might  have  conceivably  resulted  in  the  loss  of  additional  Egyptian  territory.  The  use 
of  weapons  of  mass  destruction  cannot  be  completely  ruled  out  as  a  potential  risk 
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Shazly,  p.  86. 


here.  Finally,  a  defeat  (as  opposed  to  the  positive  effects  of  the  partial  victory)  could 
have  made  the  high  costs  of  this  adventure  even  higher.  The  loss  might  have  had  far 
reaching  effects  on  the  Egyptians  and  the  stability  of  the  region. 


Chapter  Summary  and  Conclusions. 

All  of  the  foregoing  examples  exhibit  trends.  One  of  these  is,  that  the  costs  of 
these  operations  are  generally  less  than  one  might  expect  despite  the  apparently  high 
risk  factors.  The  risks  are  actually  relatively  low  when  viewed  in  relation  to  the  low 
probabilities  of  discovery  or  preemption  seen  historically.  The  benefits,  on  the  other 
hand,  are  constant  and  significant  They  appear  to  be  uniformly  high  when  compared 
to  cost  and  risk. 

There  are  many  of  intangibles  involved  in  the  business  of  deception.  The 
higher  the  level  of  the  deception  the  more  intangibles  come  into  play.  The  higher 
levels  are  also  characterized  by  higher  levels  of  apparent  risk.  The  threat  of  nuclear 
exchange  perhaps  representing  the  ultimate  level  of  risk  in  military  confrontation. 
These  examples  show  another  thing  very  clearly.  Military  units  at  all  levels  are 
capable  of  incredible  feats  of  mimicry,  play  acting,  or  whatever  you  want  to  call  it. 
When  called  upon  the  average  soldier’s  talent  (and  his  committed  civilian  brother  in 
the  case  of  Egypt)  for  improvisation  comes  forward  to  make  the  deception  successful. 

Finally,  the  critical  lesson  in  all  these  examples  is,  how  easy  it  is  to  become  a 
victim  of  deception.  Several  authors  have  made  similar  comments  reading  surprise. 
In  the  words  of  Richard  Betts,  a  researcher  at  the  Brookings  Institute: 
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"Observers  who  see  notorious  intelligence  failures  as  egregious, 
often  infer  that  disasters  can  be  avoided  by  perfecting  norms  and 
procedures  for  analysis  and  argumentation,  the  belief  is  illusory. 
Intelligence  can  be  improved  marginally,  but  not  radically, 
by  altering  the  analytic  system."’5 


Betts,  Richard  K. ,  "Analysis,  War,  and  Decision:  Why  Intelligence  Failures  are  Inevitable", 
World  Politics.  (Princeton  University  Press,  Princeton,  NJ:1978),  p.  61. 
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Chapter  5 


Conclusions  and  Recommendations 

"Always  mystify  and  mislead  the  enemy. " 

General  Stonewall  Jackson 


Having  reviewed  the  definitions,  the  literature,  and  the  historical 
examples  of  deception,  one  wonders  why  this  powerful  tool  is  not  in 
widespread  use  by  our  Army.  We  have  used  it  in  the  past  to  devastating  effect. 
Our  allies  use  it,  and  our  enemies  have  made  it  practically  an  art  form. 96 
Meanwhile  the  U.S.  Army  proceeds  with  increasing  reliance  on  technology, 
firepower,  and  greater  efficiency  in  the  synchronization  of  combat  power. 


The  data  presented  here  is  conclusive  and  strong.  Deception  is  a  powerful  and 
cost-effective  force  multiplier.  In  the  words  of  T.  L.  Cubbage,  "A  commander  uses  his 
forces  to  close  with  and  physically  destroy  the  enemy.  He  should  understand  that  he 
uses  deception  as  mental  artillery  to  destroy  the  enemy’s  confidence  and  spirit.  "97 
The  starting  point  for  that  understanding  should  be  the  White  Paper.  This  author 
supports  a  rewrite  of  that  important  document  so  that  no  one  can  have  the  least  doubt 
as  to  the  direction  and  intent,  or  their  personal  responsibility  for  the  integration  of 
deception  within  the  U.S.  Army. 


96  Students  at  the  British  Army  Royal  Staff  College  are  taught  deception,  in  part,  by  having  to 
read  the  writings  of  Stonewall  Jackson.  Interestingly,  there  exists  no  parallel  requirement  at  the 
U.S.  Army  Command  and  Staff  College.  (The  author  is  not  infering  that  the  British  are 
particularly  advanced  in  their  treatment  of  this  complex  area  of  study  although  they  have 
exhibited  a  flair  for  it). 

9^  Cubbage,  personal  interview,  (April  1990). 
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Wbat  the  White  Paper  Should  Have  Said. 


The  White  Paper  should  have  communicated  forcefully  and  directly  to  establish 
that  batdefield  deception  is  a  priority  for  the  U.S.  Army.  The  tentative  language  of  the 
paper  failed  to  convey  the  vision  or  the  urgency  of  the  subject  with  adequate  clarity. 
The  Army  has  fostered  a  healthy  and  vigorous  spirit  of  debate  in  the  field  to  help 
insure  the  fullest  discussion  prior  to  adoption  of  new  programs.  That  debate  depends 
on  clarity  in  the  mission  tasking.  The  White  Paper  did  not  provide  that  to  the  field. 
The  community  is  reacting  responsibly  when  they  question  proposals.  They  react  just 
as  responsibly  to  directives  that  mandate  or  direct  immediate  adoption  of  new 
techniques. 

The  paper  should  have  directed  the  immediate  establishment  of  an  Army 
deception  program.  The  program  should  focus  on  three  immediate  actions, 
integration  of  deception  into  the  training  base,  development  and  integration  of 
deception  into  U.S.  Army  doctrine,  and  the  creation  of  deception  coordination  offices 
at  Department  of  the  Army  and  TRADOC. 

Training.  Deception  presents  the  U.S.  Army  with  a  unique  and  urgent  training 
challenge.  The  urgency  arises  from  the  radical  changes  in  both  the  threat  and  the 
smaller  (and  presumably  less  capable)  U.S.  force  structure  with  which  to  meet  it. 

The  requirement  for  deception  and  other  force  multipliers  seems  dear.  The 
training  challenge  is  seemingly  just  as  clear.  This  challenge  should  not  wait  until  the 
doctrinal  process  produces  a  completed  doctrine.  The  training  and  the  doctrine 
development  processes  can  operate  parallel  to  one  another.  In  fact,  the  training 
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process  can  augment  and  assist  the  development  process  by  providing  detailed  input 
to  the  doctrine  and  research  developers. 

The  first  step  in  this  process  should  result  in  additional  instructional  hours 
dedicated  to  deception  at  all  officer  development  courses.  The  War  Colleges  and,  the 
Command  and  Staff  College  should  increase  the  emphasis  on  the  subject  and  insure 
that  it  is  integrated  into  the  tactical  and  operational  warfighting  course  work.  It  should 
be  integrated  as  an  evaluated  portion  of  practical  exercises  with  significandy  more 
attention  given  it  Advanced  and  basic  courses  should  also  receive  deception  training 
integrated  with  the  other  course  work,  not  as  a  separate  block  of  instruction. 

Next  in  priority  is  the  aggressive  institution  of  deception  into  the  Battle 
Command  Training  Program  (BCTP).  The  BCTP  Opposing  Force  (OPFOR)  can 
immediately  institute  vigorous  maskirovka  as  a  component  of  the  exercise.  This 
process  will  help  to  foster  an  appreciation  of  the  dynamics  of  deception  through  the 
controller  system  which  can  quickly  be  prepared  to  institute  deception  as  a  key 
component  of  the  pre-exercise  training  and  the  exercise  itself. 

BCTP  has  three  other  attributes  that  make  it  ideal  for  the  institution  of  new 
doctrine  within  the  Army.  First,  it  is  the  training  ground  for  our  senior  leadership  at 
the  tactical  and  operational  levels. 98  Second,  the  trickle  down  of  this  doctrinal  effort 
will  quickly  spread  throughout  the  Army.  As  commanders  and  staffs  return  to  home 
stations,  they  will  include  deception  in  future  exercises,  war  plans,  and  officer 


98  Recall  that  Corps  is  included  as  an  operational  level  echelon  for  purposes  of  this  paper 
because  it  operates  at  that  level  on  occasion,  normally  dependent  on  the  mission  assigned. 


105 


development  programs.  Third,  the  detailed  documentation  and  feedback  provided 
can  be  utilized  by  researchers  and  doctrine  developers  to  speed  the  doctrine  process. 

The  National  Training  Center  (NTQ  and  the  Joint  Readiness  Training  Center 
(JRTC)  are  both  similar  to  the  BCTP  in  their  capability  to  rapidly  disseminate  and 
validate  new  doctrine  and  techniques  rapidly  and  the  detail  of  the  documentation  to 
provide  feedback  to  the  doctrine  developers.  Both  institutions  can  establish  Battlefield 
Deception  (BATT-D)  control  element  to  facilitate  and  evaluate  units.  This  approach 
will  expose  battalion  level  units  to  tactical  deception  at  the  low-,  mid-,  and  high- 
intensity  levels  of  conflict 

The  ARTEP  is  another  excellent  way  to  signal  the  emphasis  and  intent  of  the 
Army  in  this  area.  By  the  inclusion  of  deception  in  the  ARTEP,  units  are  sure  to 
allocate  appropriate  time  throughout  the  training  year  to  develop  the  requisite  skills 
and  expertise.  This  approach  will  inculcate  a  multi-echelon  approach  to  deception. 
Commanders,  staffs,  and  soldiers  at  the  brigade  and  battalion  levels  will  begin  the 
process  of  acquiring  experience  with  deception.  This  may  prove  to  be  the  most 
valuable  aspect  of  this  approach  to  integration  of  deception. 

The  School  of  Advanced  Military  Studies  can  also  be  engaged  in  this  process. 
Their  exercises,  the  monograph  program,  the  exchanges  (British,  German,  and 
French  Staff  Colleges),  and  the  Fellows  program  are  ail  excellent  means  of 
researching,  experimenting,  and  integrating  deception  doctrine  and  techniques.  As 
these  key  planners  move  out  into  the  Army,  again  the  trickle-down  effect  will  operate 
as  the  plans  of  our  corps  and  divisions  (with  BATT-D  element  involvement)  begin  to 
reflea  this  new  expertise. 
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On  the  operational  side,  deception  strategy  and  operations  should  become  a 
major  component  of  REFORGER,  TEAM  SPIRIT,  BRIGHT  STAR,  and  other  major 
exercises.  Such  exercises  will  truly  provide  the  capstone  training  event  for  deception 
integration.  Commanders  and  staffs  will  work  in  the  joint,  combined,  strategic, 
operational,  and  tactical  levels.  This  would  provide  numerous  opportunities  for 
exercise  work  replicating  the  sorts  of  contingency  deceptions  we  might  expect  to 
encounter  in  the  future. 

Doctrine.  This  process  will,  of  necessity,  take  some  time,  but  the  Army  should  not 
have  to  wait  for  the  routine  development  cycle  to  be  completed.  The  first  two 
documents  requiring  revision  are  FM  100-5  (Operations)  and  FM  90-2  (Battlefield 
Deception).  These  two  documents  provide  the  basis  for  deception  in  the  family  of 
operational  manuals. 99  The  Operations  manual  (FM  100-5),  written  in  1986,  is  in 
need  of  revision  and  can  be  rewritten  as  a  priority  project  to  limit  the  delay.100 

The  challenges  facing  the  Army  as  we  reduce  the  force  size  while  adopting 
deception  and  maintaining  readiness  and  modernization  require  another  major  effort, 
like  that  of  the  1986  operations  manual.  This  will  insure  that  our  doctrinal  basis  is 
sound  in  this  time  of  transition.  The  last  three  revisions  of  FM  100-5  (1978,  1982, 
1986)  were  all  undertaken  in  times  of  tension  and  change.  This  effort  would 
capitalize  on  the  training  initiative  stated  above  and  would  be  the  basis  of  a  series  of 


99  The  others  requiring  attention  are:  FM  34-1  (Combat  Intelligence),  FM  71-100  (Division 
Operations),  FM  100-15  (Corps  Operations)  and  FM  101-5  (Staff  Organizations  and 
Operations). 

100  The  1986  manual  was  written  in  a  period  of  about  six  months  by  three  principle  authors; 
General  Richardson  (Cdr,  TRADOC),  General  Cavazos  (Cdr,  FORSCOM),  and  Brigadier 
General  (then  Colonel)  Wass  de  Czege. 
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General  Officer  Steering  Committee  Seminars  to  lay  the  direction  and  clarify  what  the 
White  Paper  did  not. 

The  other  TRADOC  schools  (Infantry,  Armor,  Intelligence,  etc.)  need  to  be 
brought  into  the  deception  program  to  insure  cooperation  and  conformity. 
Unanswered  questions  remain  regarding  the  decoy  development,  funding,  and  usage 
issue.  The  schools  play  key  roles  in  development  of  this  as  well  as  the  doctrine  and 
training  aspect.  Their  resources  can  help  to  reinforce  the  other  responsible  TRADOC 
agencies  in  the  training  and  doctrine  development  process. 

Coordination.  Offices  for  the  coordination  and  integration  of  deception  should  be 
established  at  Department  of  the  Army  and  TRADOC  to  coordinate  and  integrate 
deception  policies  and  doctrine.  At  Department  of  the  Army,  the  office  should 
function  in  coordination  with  the  Joint  Staff  Command  and  Control,  Communications 
Counter  Measures  office  (C^CM).  This  requirement  is  based  on  the  complexity  of  the 
issue  as  a  whole,  as  well  as,  the  increased  complexity  of  integration  in  the  joint 
sphere.  The  implementation  of  an  Army  strategy  for  joint  deception  is  a  requirement 
outside  the  scope  of  this  paper,  but  increasingly  important  as  the  1990’s  emerge  as  the 
decade  of  joint  contingency  operations. 

There  are  additional  reasons  for  the  establishment  of  a  coordination  center  at 
the  department  level.  Key  among  these  is  the  establishment  at  that  level  (or  within 
JCS)  the  capability  to  plan  and  execute  deception  at  the  strategic  level.  This  was 
accomplished  in  WWII  by  following  the  British  lead  with  the  London  Controlling 
Section.  As  this  paper  has  shown,  there  is  a  requirement  for  centralized  control  of 
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deception.  Part  of  that  centralization  should  reside  with  the  ODCSOPS  of  the  U.S. 
Army. 


The  Department  of  the  Army  office  will  not  duplicate  the  TRADOC  proponency 
function.  The  ODCSOPS  Office  of  Training  doesn’t  perform  the  TRADOC  training 
mission,  it  assists  in  the  coordination,  integration,  and  resourcing  of  Army  training  in 
concert  with  TRADOC.  Additionally,  the  lack  of  a  deception  culture  in  this  society 
makes  the  adoption  of  deception  into  our  warfighting  doctrine  doubly  hard.  This  is 
exactly  the  sort  of  coordination  which  would  be  properly  undertaken  in  concert  by 
these  two  offices. 

This  is  an  aggressive  proposal.  As  discussed  earlier,  the  risks  and  costs  are  low 
and  the  benefits  are  high.  As  the  United  States  decreases  the  size  and  forward 
deployment  of  our  force  structure,  the  need  for  leveraging  strategies  is  greater  than 
ever.  Deception  is  exactly  that,  a  means  to  gain  the  maximum  advantage  with  the 
least  resource  expended.  The  key  to  that  advantage  is  the  development  of  a  doctrine, 
and  the  training  of  a  competent  and  flexible  force.  If  the  program  set  forth  here  had 
been  included  in  the  White  Paper,  the  U.S.  Army  could  have  a  coherent  and 
functional  deception  capability  in  two  to  three  years. 


Wbat  the  Doctrine  Should  Address 

Complexity.  First,  the  Army  must  recognize  that  this  complex  field  cannot  be  reduced 
to  component  parts  as  one  breaks  down  a  rifle  or  a  vehicle  power  pack.  Doctrine, 
training,  and  instruction  must  recognize  that  complexity  is  inherent  in  deception.  This 


109 


complexity  is  at  the  heart  of  its  power  and  utility.  Practitioners  of  this  art 
(commanders,  planners,  and  executors  alike)  must  learn  to  appreciate  the  totality  of 
deception,  including  the  complexity.  Yielding  to  the  temptation  of  simplification  runs 
the  risk  of  producing  a  transparent  deception  capability  that  not  only  fails  to  deceive 
the  enemy,  but  may,  most  dangerously,  deceive  us. 

The  historical  examples  in  chapter  four  all  show  deceptions  of  incredible 
complexity.  Operating  at  all  levels  of  war  and  across  all  the  disciplines  of  deception 
simultaneously,  the  enemy  became  unable  to  ascertain  the  "truth."  The  Germans,  in 
fact,  became  so  demoralized  in  the  months  following  the  Kiev  defeat  that  commanders 
came  to  have  virtually  no  regard  for  the  intelligence  estimates  of  the  OKW.  The 
complexity  and  power  of  this  operation  was  achieved  by  a  system  well  practiced  in  its 
application.  Rybalko,  the  3rd  Guards  Tank  Army  commander  received  the  order  to 
move  his  Army  north  only  9  hours  before  he  signed  the  order  to  his  Army!  His 
subordinate  commanders  commenced  the  200  kilometer  movement  only  21  hours 
after  that.  The  result  of  this  efficient  staff  planning  and  flawless  execution  devastated 
the  German  war  machine  at  a  low  cost.  1^1 


The  Proposed  Deception  Hierarchy.  The  author  proposes  the  use  of  the  deception 
hierarchy  shown  below.  This  hierarchy  accomplishes  two  things.  It  integrates  the 
functions  of  OPSEC  and  deception  under  control  of  the  plans,  onerations,  and 
exercises  directorates  [section J  in  the  staffs.  Secondly,  this  approach  integrates  cover 
and  concealment  with  diversion  and  disinformation.  Disinformation  is  one  of  the 

Glantz,  Soviet  Military  Deception  in  the  Second  World  War,  pp.264-267.  Vatutin  issued 
the  order  to  3rd  Guards  Tank  Army  at  1800  25  October  directing  submission  of  march  orders 
by  1000  26  October.  Rybalko  signed  the  order  at  0600  26  October  and  his  Army  commenced 
the  movement  at  0300  27  October,  arriving  at  Lyutezh  on  2  November. 
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least  developed  areas  within  U.S.  Army  deception.  Adoption  of  this  proposed 
hierarchy  will  draw  the  area  of  disinformation  into  the  plan  development  process.  In 
comparison  to  the  current  "cornerstones"  approach  shown  in  Figure  3  (page  15)  this 
model  offers  functional  utility  not  present  in  the  other. 


Figure  20.  This  hierarchy  proposes  the  joining  of  all  components  of 
deception  under  the  three  headings  of  cover  and  concealment, 
disinformation,  and  diversion. 

Sub-optimize  tbe  Course  of  Action.  This  is  a  critical  factor  in  the  U.S.  Army  adoption 
of  deception.  Fundamental  changes  are  required  in  the  current  planning 
methodology  to  realistically  integrate  deception  into  U.S.  Army  operations.  The 
current  offensive  methodology  tends  to  yield  a  "best"  or  optimal  course  of  action  that 
puts  the  U.S.  action  on  the  obvious  avenue  of  approach  with  one  supporting  attack 
and  significant  aircraft  and  firepower  backup.  The  defensive  solutions  tend  to  choose 
the  best  ground  for  the  main  defense  and  apportion  the  forward  area  to  a  covering 
force.  This  is  also  backed  up  by  mobile  firepower.  Both  approaches  possesss 
strength,  but  both  are  inflexible  and  vulnerable  to  threats  from  unexpected  directions. 
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Worse,  both  are  absolutely  predictable.  This  might  be  an  arguably  sound  strategy 
when  your  force  far  exceeds  that  of  your  enemy,  but  even  in  that  case  the  current 
solutions  are  not  the  most  efficient,  cost-effective,  or  flexible.  As  the  U.S.  Army  faces 
funding  and  force  reductions,  the  need  for  efficiency  becomes  even  more  critical. 

The  solution  is  the  adoption  of  sub-optimal  courses  of  action.  It  is  in  these 
less-than-optimal  courses  of  action  that  one  discovers  the  leverage  that  makes 
deception  successful.  We  must  assume  that  the  enemy  can  deduce  our  "most 
probable  course  of  action"  and  work  to  counter  it.  By  using  another  approach  we 
capitalize  on  the  preconceived  premise  of  the  enemy.  Initiative  and  surprise 
immediately  accrue  to  us.  Then  the  choice  is  made  among  other  courses  of  action  to 
find  a  sub-optimal  course  of  action  "which  gives  you  the  greatest  number  of  options  at 

the  last  minute."*  02 

The  historical  examples  of  Gaza  and  Kiev  both  exploited  the  sub-optimal 
course  of  action  to  surprise  the  enemy  force.  Each  maintained  the  fiction  of  attack 
along  the  avenue  that  the  enemy  anticipated.  The  enemy  was  only  too  eager  to  belie’  e 
that  the  expected  outcome  was,  in  fact  occurring.  The  same  point  can  be  made  in 
reverse  for  the  1973  Arab-Israeli  War.  The  Israelis  viewed  the  attack  into  the  Sinai  as  a 
sub-optimal  course  of  action,  one  that  common  sense  suggested  to  be  foolhardy. 
Their  preconception,  although  correct,  was  wrong.  The  sub-optimal  course  of  action 
was  the  action  of  choice  for  the  Egyptians. 

102  General  Cavazos  continues  "That’s  totally  different  than  the  best  COA."  Without  that, 
"people  are  groping  around  in  the  dark  and  coming  up  with  inane  deception  schemes  that 
wouldn’t  fool  anybody.  It’s  a  waste  of  time!" 
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Cost-  Benefit-Risk. 


Cost.  Commanders  seem  to  balk  when  it  comes  to  providing  resources  for 
deceptions.  Especially  when  the  cost  involves  commitment  of  maneuver  forces. 
This  is  related  to  the  general  problem  o f  scarcity.  The  same  problem  arises 
regarding  the  allocation  of  any  low  density  or  high  value  item.  The  commander 
will  need  significant  justification  to  use  two  or  three  AH -64  helicopters  in  a 
demonstration  or  feint  role  even  if  the  helicopttrs  are  not  otherwise  occupied. 
The  same  is  true  for  artillery  or  air  defense  assets. 

One  maxim  of  deception  is  that  the  enemy  will  believe  best  that  which  he 
can  see  and  positively  identify.  The  corollary  to  this  maxim  is,  that  the  higher  the 
relative  value  of  the  identified  resource,  the  more  likely  the  enemy  is  to 
incorporate  it  into  his  estimate  of  the  situation.  In  other  words,  the  higher  the 
value  of  the  exposed  rtoources,  the  more  likely  the  victim  is  to  believe  the 
deception  story  portrayed.  The  list  below  suggests  the  author’s  perception  of 
relative  value  of  U.S.  Army  units  shown  in  order  of  their  priority. 

Special  Operations  (DELTA  Force,  Ranger,  Special  Forces) 
Maneuver  Units 
Aircraft  (Attack  and  Lift) 

Ai  tillery 
Air  Defense 

Logistics  Units  and  Concentrations 

Logistics  is  an  underlying  cost  of  deceptions  which  should  be 
considered.  Its  impact  is  felt  in  two  ways.  First,  the  deception  force  committed 


113 


must  be  resupplied,  possibly  to  the  detriment  of  the  main  force.  Second,  the 
resupply  effort  could  compromise  the  deception.  Conversely,  failure  to 
adequately  "resource"  a  deception  with  logistics  can  compromise  it  as  a  fake.  For 
example,  obvious  resupply  connection  to  a  unit  portraying  a  separate  relief 
column  on  the  flank  would  tend  to  invalidate  the  deception  story.  The  required 
resupply  would  have  to  be  taken  with  the  deceiving  unit  or  provided 
surreptitiously.  The  high  expenditure  rate  for  mechanized  units,  particularly  in 
fuel  makes  this  cost  a  real  consideration. 

A  deception  can  be  important  enough  to  commit  a  reserve  element  to 
conduct  it.  The  mission  cannot  take  the  unit  too  far  out  of  its  zone  of  action.  It 
must  be  able  to  respond  to  the  possibility  of  a  catastrophic  enemy  success  within 
their  zone.  Does  that  mean  it  has  to  sit  and  wait  to  be  committed?  The  author 
contends  that  movements  of  the  reserve  can  be  orchestrated  to  facilitate  deception 
and  the  accomplishment  of  the  reserve  mission  as  well.  Movements  behind  the 
protection  of  a  hill  mass  to  (to"  blind"  enemy  collection)  can  allow  the  unit  to  be 
displayed  in  several  locations  in  the  course  of  24  hours.  The  displays  could  be 
used  to  portray  resubordination,  attack  preparation,  or  simply  to  input  confusing 
and  ambiguous  signatures  to  the  opposing  force.  This  use  of  a  reserve  force 
leverages  its  value  by  using  it  to  accomplish  more  than  one  mission  at  a  time. 

There  is  risk  associated  with  decreases  in  flexibility.  An  obvious  reason 
for  commanders  to  resist  diversion  of  assets  to  any  mission  is  the  resulting 
decrease  in  flexibility.  Flexibility  can  be  defined  here  as  the  potential  to  undertake 
any  possible  initiative.  Flexibility  suffers  when  combat  power  is  distributed  over 
too  wide  an  area.  The  same  can  be  said  of  the  example  above  where  a  unit  has  two 
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missions  to  accomplish.  Each  mission  detracts  from  the  potential  capacity  for 
conducting  the  other,  and  subsequent  additional  missions  serve  to  further  reduce 
that  capacity  until  some  finite  end  point  is  reached.  The  evaluation  of  this  aspect  of 
cost  is  difficult  in  the  extreme,  but  crucial.  The  analysis  of  flexibility  cost  is 
ultimately  the  key  to  risk  assessment.  In  die  state  of  virtual  risk  in  which  a  military 
unit  exists,  any  decrease  in  flexibility  is  a  matter  of  grave  concern. 

Why  are  commanders  reticent  to  commit  forces  to  diversions,  feints,  and 
other  deceptions?  Is  it  the  simple  concern  that  there  are  rarely  surplus  forces 
available  to  conduct  deception.  Or  is  it  the  uncertainty  of  releasing  10%  or  more 
of  your  force  to  an  action  that  will  not  directly  bring  about  the  destruction  of  the 
enemy.  103  The  symmetry  of  this  proposition  is  perplexing.  Only  a  fraction  of  a 
given  force  is  in  the  batde,  yet  we  resist  putting  part  of  our  force  to  the  business  of 
deception  which  might  enable  us  to  bring  even  greater  amounts  of  combat  power 
to  bear  on  the  enemy!  We  shepherd  our  combat  power  for  use  as  reserves, 
employment  in  a  coup  de  main,  or  some  other  purpose,  as  if  we  are  skeptical  of 
the  value  of  deception. 

Benefit.  Virtually  every  authority  of  the  military  art  has  identified  surprise  as  a 
principle  or  tenet  of  armed  struggle.  All  agree  that  a  surprised  enemy  is  weakened 
by  the  shock  and  disorganization  that  accompanies  the  surprise.  Often  this  effect 
is  so  devastating  that  armies  have  dropped  their  weapons  and  fled  the  field.  Our 
own  doctrine  clearly  places  a  premium  on  surprise. 


103  The  us  Army  White  paper  on  deception  stated  that  commanders  should  be  prepared  to 
routinely  commit  10%-30%  of  their  combat  forces  to  the  deception  effort. 
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Commanders  achieve  surprise  by  striking  the  enemy  at  a  time 
or  place,  or  in  a  manner,  for  which  he  is  unprepared.  Surprise 
delays  enemy  reaction,  overloads  his  command  and  control, 
reduces  the  effectiveness  of  his  weapons,  and  induces 
psychological  shock  in  soldiers  and  leaders.  By  thus  radically 
diminishing  enemy  combat  power,  surprise  enables  an  attacker  to 
succeed  with  fewer  forces  than  might  otherwise  require.  1^4 

Can  we  learn  to  create  the  conditions  for  surprise?  Waiting  for  it  to 
occur  by  accident  will  not  satisfy  the  exigencies  of  warfare.  Commanders  must 
find  a  method  for  consistently  achieving  surprise.  This  is  the  ultimate  goal  of 
deception:  To  force  the  enemy  to  react  in  predictable  ways  to  allow  the 
commander  to  choose  the  point  and  time  of  attack  or  defense.  Only  in  this 
manner  can  the  random  nature  of  surprise  be  channeled  and  controlled.  The 
benefit  of  surprise  has  the  presumed  corollary  of  placing  the  friendly  strength  on 
the  enemy  weakness.  By  use  of  the  initiative  and  manipulation  of  the  enemy  the 
commander  can  place  his  combat  power  when  and  where  be  desires.10* 

Even  partially  effective  deceptions  have  beneficial  results  in  the  confusion  they 
can  create  in  the  enemy’s  mind  and  intelligence  system.  Once  the  enemy  has  the 
preconception  that  you  will  use  deception  in  your  operations,  his  intelligence 
assessment  problems  increase  by  an  order  of  magnitude.  Even  when  the  deceiver  is 
not  deceiving,  the  victim  must  suspect  that  each  action  is  a  trap. 


104  FM  100-5,  p.  95.  Listed  as  a  characteristic  of  offensive  operations. 

105  See  the  Arroyo  Center  (Rand  Corporation)  study  on  deception  in  Chapter  3. 
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Risk.  One  must  assume  that  risk  plays  a  key  role  in  the  hesitancy  to  use  forces  to 
conduct  deceptions.  Some  of  the  operative  factors  of  risk  appear  to  be:  forces  out 
of  position,  risk  of  discovery,  localized  weakness  to  enemy  strength,  and 
uncertainty  regarding  the  enemy  reaction. 

Forces  out  of  position.  Forces  out  of  position  refers  to  the  risk  taken 
when  moving  units  in  a  deceptive  manner,  or  positioning  them  where  they  can 
conduct  a  deception.  First,  there  is  the  risk  of  moving  at  all,  particularly  when 
transitioning  from  the  defense  to  movement  The  relief,  disengagement,  and 
commencement  of  the  movement  are  all  fraught  with  risk,  and  that  is  only  to  start 
the  move.  If  the  unit  is  in  reserve,  some  other  unit  will  have  to  transition,  move, 
and  assume  the  reserve  role.  Thus  the  risk  is  even  greater. 

If  an  attack  were  to  occur  during  the  movement  or  during  the  use  of  a 
unit  for  deception,  that  unit  will  almost  always  be  out  of  position  to  reinforce  the 
fight  in  a  rapid  manner.  106  Since  commanders  are  always  managing  scarcity  with 
regard  to  combat  power,  the  benefits  of  deception  must  be  substantial  and  clear  to 
absorb  this  cost.  Deception  outcomes  are  rarely  clear,  however,  substantial  they 
may  be. 


Forces  detached  in  such  a  manner  often  have  exposed  flanks.  Their 
absence  from  the  formation  prevents  their  contribution  to  the  mutual  support  of 
the  other  units  in  the  force.  Their  movement  may  yet  leave  another  unit  with  an 


106  Napoleon’s  right  wing  at  Austerlitz  is  one  exception  to  this.  Placed  in  low  ground,  it  was 
used  to  entice  the  Austro- Russian  formation  off  the  high  ground.  The  right  wing  fell  back,  but 
remained  engaged  and  throughout  the  day  fixing  the  major  allied  force  . 


117 


open  flank.  So,  there  is  one  more  problem  resultant  from  the  repositioning  of 
forces. 


Discovery .  Discovery  during  the  opening  stages  of  a  deception  is  a  risk 
one  must  assume  in  order  to  practice  deception  where  actual  forces  are  employed. 
The  transition  in  mission,  the  movement,  the  preparations,  and  the  initiation  of  the 
action  are  all  likely  to  provide  the  enemy  intelligence  system  with  indicators  that 
can  be  used  in  targeting  and  can  assist  in  the  estimate  of  intent.  Preemptive  strikes 
by  direct  assault  or  by  air  attack  can  be  undertaken  against  the  discovered  unit. 

The  discovery  of  a  unit  might  invalidate  the  deception.  It  might  also 
cause  the  destruction  of  the  discovered  unit.  Once  the  unit  is  repositioned  and 
OPSEC  reestablished,  however,  the  worst  that  has  occurred  is  that,  1)  the 
deception  has  been  spoiled,  and  2)  more  ambiguous  data  is  inserted  into  the 
enemy  intelligence  system.  Since  the  movement  itself  (the  discovered  movement 
or  the  repositioning)  will  likely  appear  ambiguous  it  can  be  said  to  degrade  the 
enemy  C3l  (command  ,  control,  communication,  intelligence)  system.  107 

Localized  Weakness  to  Enemy  Strength.  This  is  the  risk 

associated  with  enemy  discovery  and  exploitation  of  the  movement  of  a  friendly 
unit  It  comes  from  not  knowing  the  precise  enemy  location  and  intent.  In  the 
absence  of  clear  data,  it  is  easy  to  assume  that  the  enemy  is  capable  of  being 


Cubbage,  T.  L.,  pp.  148-149.  Cubbage  talks  about  the  distraction  of  noise  where  valuable, 
coherent  data  cannot  be  separated  from  the  meaningful  information.  He  terms  this  the 
distraction  of  noise.  Another  element  that  inhibits  accurate  assessment  is  fear. 
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everywhere. I®®  The  units  you  move  and  the  units  that  remain  in  place  both 
appear  to  be  equally  vulnerable  since  they  appear  to  be  weaker  apart  from  one 
another  than  they  when  adjacent  The  units  may,  in  fact,  be  weaker,  but  the 
important  consideration  is,  are  they  vulnerable  or  simply  weakened.  If  the  enemy 
cannot  exploit  the  weakness,  it  is  not  a  vulnerability. 

Local  weakness  (or  the  appearance  of  it)  is  a  major  element  in  causing 
the  enemy  to  commit  precipitously  to  an  ill  advised  attack.  Such  attacks  would 
generally  be  conducted  with  insufficient  planning  and  coordination,  making  the 
attacker  weak,  if  you  have  the  capability  to  exploit.  Drawing  the  enemy  into 
attacking  under  unfavorable  circumstances  is  a  devastating  tactic  which  will  cause 
the  attacker  to  surrender  the  initiative.  Inducing  the  enemy  to  attack  a  weakness  a 
risky  operation.  It  is  an  arguably  better  tactic  if  a  friendly  strike  is  not  possible. 

Uncertainty.  Warfare  would  still  have  risk  associated  with  it  even  if  we 
had  perfect  knowledge  of  the  enemy’s  intent.  Such  is  the  nature  of  war.  The 
business  of  deception  would  certainly  be  easier,  however,  if  the  enemy  reaction 
was  clear  to  some  reasonable  degree  of  certainty.  Risk  as  related  to  this  discussion 
results  directly  from  this  uncertainty  regarding  the  enemy  reaction.  Lacking 
perfect  knowledge,  the  commander  find  himself  in  a  position  of  virtually  total  risk. 
This  can  be  immobilizing  if  it  is  not  properly  managed. 


108  The  hysteria  surrounding  Soviet  Spetnaz  troops  in  the  rear  areas  of  our  Corps  in  the 
Federal  Republic  of  Germany  is  this  sort  of  a  reaction.  The  enemy  cannot  be  everywhere  . 
There  are  only  so  many  teams  and  only  so  many  potential  targets.  Hysteria,  however,  can 
replace  rational  and  efficient  action  that  is,  in  fact,  one  intent  for  the  use  of  SOF/UW  forces. 
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Pressing  the  intelligence  system  for  more  accurate  assessments  or  more 
data  can  be  counter  productive.  Intelligence  systems  provide  estimates  based  on  a 
complex  set  of  requirements  and  criteria.  "Most  solutions  proposed  to  obviate 
intelligence  dysfunctions  have  two  edges:  in  reducing  one  vulnerability,  they 
increase  another."!®^  By  focusing  on  one  particular  indicator  or  concern  less 
attention  is  available  to  some  other  area  of  examination.  Experience  (and  history) 
have  shown  that  intelligence  successes  often  arise  from  discoveries  in  unlikely 
areas.  It  is  this  thorough  and  broad  data  search  that  intelligence  system  attempt  to 
achieve  and  systematize.  Tampering  with  it  at  each  "crisis"  results  in  erratic  and 
occasionally  conflicting  guidance  to  the  system.  This  has  been  the  basis  of 
intelligence  failures  in  the  past.  Betts  says, 

...the  intelligence  officer  may  perform  most  usefully  by  not  offering 
the  answers  sought  by  authorities,  but  by  offering  questions,  acting 
as  a  Socratic  agnostic,  nagging  the  decision  makers  into  awareness  of 
the  full  range  of  uncertainty,  and  making  the  authorities’  calculations 
harder  rather  than  easier. 

The  resolution  of  this  paradox  ultimately  lies  with  the  commander  based  on 
experience,  judgment,  and  the  facts  available.  The  successful  management  of 
uncertainty  and  not  its  elimination  is  the  desired  end  state. 


109  Betts,  p.  73.  He  cites  the  adjustments  made  at  the  Defense  Intelligence  Agency  after  the 
seizure  of  the  USS  Pueblo.  A  key  intelligence  message  on  the  incident  was  missplaced  and  thus 
delayed.  The  systemic  corrective  measure  initiated  a  microfilming  procedure  that  induced  an 
addition  three  to  four  hour  delay  in  the  processing  of  the  traffic. 

1 10  Ibid,  p.  88. 
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Deception  where  knowledge  of  the  enemy  reaction  is  essential  should 
not  be  undertaken  without  a  positive  feedback  mechanism  to  provide  the  required 
information.  The  best  feedback  comes  through  Human  Intelligence  (HUMINT). 
Signals  Intelligence  (SIGINT)  and  other  technical  means  can  only  occasionally 
provide  the  positive  and  timely  responses  required.  Without  a  long  range 
surveillance  detachment  (LRSD)  in  place  or  access  to  enemy  cyphers  there  may  not 
be  the  positive  feedback  to  allow  execution  of  a  particular  deception.  The 
availability  of  a  given  feedback  potential  might  even  initiate  a  plan  of  deception. 


The  best  cure  for  uncertainty  involves  attacking  the  opponent’s  fears. 
Without  that  predisposition  the  deceiver  works  against  common  sense  to 
convince  the  victim  there  is  an  actual  threat. HI  When  the  course  of  action 
is  "two  up  and  one  back”  along  the  best  avenue  of  approach,  the  uncertainty 
(risk)  inherent  in  a  deception  to  the  contrary  is  high.  When  the  enemy  is 
paranoid  about  his  flank  or  a  particular  avenue  of  approach,  a  deception 
that  exploits  that  fear  has  a  very  low  uncertainty  (risk)  associated  with  it.112 


Closing  Remarks. 

Commanders  must  constantly  endeavor  to  surprise  the  enemy.  That  is  clearly 
one  of  the  absolutes  in  warfare.  Deception  is  one  of  the  surest  ways  to  achieve  or 
create  surprise.  Through  its  use  you  can  cause  an  enemy  to  move,  stop,  attack,  or 
defend.  Without  a  sound  doctrinal  basis  regarding  its  use,  it  appears  complex  and 
difficult  to  integrate  into  operational  plans.  A  good  deception  effort  does  not  have  to 


111  Dr  Luttwak  asserts  that  common  sense  is  the  ally  of  deception.  "Common  sense  tells  your 
enemy  what  you  are  supposed  to  be  doing,  which  isn’t  what  you  are  planning  to  do." 

112  Livsey,  William  J.,  General  (ret),  USA,  Personal  Interview,  November  1989,  General 
Livsey,  as  a  former  commander  of  the  Eigth  Army,  tells  of  the  North  Korean  "paranoia" 
regarding  Inchon.  Having  been  once  caught  by  amphibious  landings  into  their  rear,  and  having 
two  long  flanks  associated  with  coastlines,  all  indicators  of  amphibious  operations  are  greedily 
sought  and  given  credence.  This  provides  exceptional  opportunity  for  deceptions. 
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be  complex.  What  is  simple  is  easiest  to  execute  and  is  more  likely  to  be  discovered 
and  acted  upon  by  the  enemy.  H  3 

Most  successful  batdes  in  history  have  used  surprise  to  gain  advantage.  Many 
used  deception  to  gain  that  surprise.  By  its  nature,  deception  beguiles  and  baffles  the 
enemy.  If  the  enemy  even  suspects  deception,  his  most  simple  assessments  of  your 
intent  become  mired  in  the  realm  of  "what  if."  Even  when  your  action  has  no 
deceptive  intent  (or  content)  the  enemy  must  consider  it  as  a  possibility.  It  likewise 
complicates  his  force  structuring,  deployment,  employment,  and  so  on.  Perhaps  most 
importandy,  it  inevitably  introduces  an  element  of  doubt  and  uncertainty  into  the 
mind  of  your  opponent  That  factor  contributes  to  your  seizure  of  initiative  from  him. 

It  will  take  the  U.S.  Army  considerable  effort  to  learn  to  use  deception  well  and 
consistendy.  It  is  not  in  the  nature  (or  culture)  of  the  United  States  or  the  U.S.  Army 
to  use  deception.  What  is  in  our  nature  is  the  adoption  of  techniques  and  strategies 
where  sound  evidence  of  positive  gain  exists.  The  evidence  presented  here  shows  that 
deception  is  correlated  to  surprise,  victory,  and  lower  cost  As  a  result  of  the 
adoption  of  deception  the  U.S.  Army  will  be  a  more  capable  and  powerful  force.  The 
U.S.  Army  is  not  alone  in  its  struggle  to  relearn  this  lost  art.  In  closing,  consider  this 
recent  statement  by  the  Assistant  Commandant  of  the  British  Royal  Staff  College: 

I  consider  that  we  must  make  better  use  of  a  totally  underused 
resource  [deception]:  if  we  don’t  we  will  repeat  the  mistakes  of 
history  in  this  regard. 


*  13  Cubbage  states  that,  "A  deception  that  is  too  complex  to  discover  is  obviously  worthless." 

1 14  Mackenzie,  J.  J.  G.,  (Brigadier,  OBE),  Surprise  -  The  Neglected  Principle.  Bristish  Royal 
Staff  College,  (TDRC  #  8025:  1988),  p.  10. 
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Appendix  A 


INTERVIEW  WITH  GENERAL  CAVAZOS 
(Fort  Leavenworth,  KS  February  89) 

MAJOR  SPENCER:  Sir,  how  do  you  approach  deception  in  planning. 

GENERAL  CAVAZOS:  You  make  a  plan  and  then  you  study  the  plan  to  see  how  deception 
could  assist  you,  or  do  you  make  a  plan  with  deception  as  an  integral  part  of  it?  For  the  great 
leaders  the  deception  was  key  part  and  partial  to  the  operation  if  you  really  study  that  I 
mentioned  to  you  Rommel’s  attack  out  of  Benghazi,  when  the  British  had  to  believe  that  he  was 
leaving  for  his  plan  to  be  successful.  I’ve  not  read  the  new  manual,  but  success  of  the  operation 
should  not  hinge  on  deception.  That  may  or  may  not  be  the  case,  depending  on  the  degree  of 
risk,  the  risk  situation  that  you  are  in.  I  am  talking  chicken  and  egg  but  I  really  do  believe,  both 
the  plan  and  the  deception  is  firmly  in  the  concept  of  operation.  If  the  manuals  fail  to  discuss  it 
in  that  regard,  then  you  are  not  putting  a  plan  together.  What  is  the  greatest  attribute  of  a 
leader  in  combat?  In  peace  time  or  any  time  the  greatest  attribute  is  trust  in  your  subordinates, 
in  war  time,  I’d  say  tenacity.  It  doesn’t  matter  if  your  men  trust  you  or  not,  if  you’ll  stick.  And 
then  I’ve  said,  I’ve  amended  that  for  11  BCTP’s,  that  I  want  a  commander  with  guile  and 
cunning.  Guile  and  cunning.  Cunning  is  a  concept  Guile  is  the  fooling  of  people,  they  go  hand 
in  hand  together.  Guile  is  bewitching  somebody,  cunning  is  a  clever  concept  of  operation  which 
you  work  so  brilliantly  on  concepts  of  operation.  You  ever  read  that?  It’s  in  the  August  issue  of 
Army  Magazine,  1988.  That’s  the  whole  sum  up  of  a  commander’s  ability  and  he  doesn’t 
mention  deception  in  the  thing  but  he  really  does  mean  guile  and  cunning  and  putting  together 
the  concept  of  operations.  It’s  not  a  mechanical  thing,  its  not  this  guy’s  got  X  and  I’ve  Y  and  force 
balance  of  such,  you’re  not  going  to.  How  do  I  sneak  up  on  this  guy? 

MAJOR  SPENCER:  Look  at  Sun  Tzu  and  Clausewitz.  They  really  say  it,  its  right  there. 

GENERAL  CAVAZOS:  What  I  told  you  is,  the  best  course  of  action  does  not  lend  itself  to 
deception.  The  sub  optimal  runs  it  because  that’s  what  the  guy  wants  to  believe.  The  best 
course  of  action  is,  if  he’s  already  predetermined  you  are  coming  right  there  .  Now  you  try  to 
fool  him  some  other  way,  as  the  book  says,  your  perception,  your  preconceived  notions  are  a  lot 
better  to  work  from  than  to  change  his  mind.  The  way  it’s  structured,  it  leads  staffs  to  believe 
I’ve  got  this  plan,  what  deception  story  do  I  create  to  help  the  plan.  I  would  change  doctrine  to 
say,  that  in  the  old  days,  it  said  your  plan  should  not  depend  on  the  success  of  deception.  It  may 
depend. 

MAJOR  SPENCER:  It’s  not  even  mentioned.  The  doctrine,  if  we  define  the  doctrine  as  100-5. 
Which  I  know  you  had  a  big  hand  in.  That  deception  as  an  integral  portion  is  just  left  aside  and 
I’ve  always  wondered  if  that’s  because  it  is  that  spark. 

GENERAL  CAVAZOS:  I  haven’t  paid  much  attention  to  it  I  haven’t  taught  tactics  here  at 
Leavenworth,  the  manual  says  you’ll  conceive  a  deception  story.  And  yet  everyone  of  mine  was 
inane  until  I  started  actually  making  it  a  plan  of  my  attack.  Deception,  I  think  every  commander 
at  every  level  can  have  deception  that  need  not  reinforce  the  central  theme  of  deception.  A 
company  commander  can  have  his  little  zone  things  to  foil  the  enemy.  Company  and  battalion 
commanders  should  have  some  screening  suppression  targets  issued.  Maybe  we  should  have 
deception  fires?  If  you  are  firing  in  this  other  area  to  draw  his  attention  to  it  and  he  said,  but  it’s 
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waste  of  ammunition.  But  we’ve  had  in  BCTP  examples  of  2  brigades  attacking  all  day,  and 
then  they  come  up  against  a  hard  thing  but  they  are  kind  of  used  up  .  They  continue  with  a  new 
brigade  in  the  center  pass  through  the  one  of  them  and  make  a  limited  attack  .  The  reds  could 
say  the  gringos  are  attacking  in  the  center  of  that  divisions  sector.  There  was  no  deception  .  Our 
fires  led  them  to  know  he’s  coming  in  the  center,  I’d  say  that’s  when  you  save  some  other  targets 
that  you  have  uncovered  but  you  save  them,  you  could  save  some  ammunition.  But  sometimes 
you’ve  got  to  waste  some  ammunition,  that’s  part  of  deception.  But  you  don’t  hear  that  talk 
about  deception  first,  you  hear  talk  about  mock  tanks  and  mock  helicopters.  All  that  has  a  place 
in  it  too  but  first  thing  is  the  deception  which  takes  the  enemies  focus  off  your  selective  course  of 
action.  The  school  teaches  to  run  through  your  analysis  and  pick  the  best  course  of  action.  That 
no  longer  appears  correct,  you  should  pick  the  COA  which  gives  you  the  greatest  number  of 
options  at  the  last  minute.  That’s  totally  different  than  the  best  COA.  Second,  if  you  want  to 
have  an  effective  deception  plan  you  select  a  sub-optimal  COA.  Then  you  can  really  build  a 
deception  scheme  to  your  concept  of  operations  people  are  groping  in  the  dark  and  coming  up 
with  some  inane  deception  themes  that  wouldn’t  fool  anybody,  it’s  a  waste  of  time.  In  fact,  a  poor 
deception  scheme  may  lend  problems  to  OPSEC.  You  may  stick  off  the  enemy  by  simply 
implementing  your  deception  plan.  That  should  be  integral  to  the  concept  of  operations.  It  is 
generalship. 

MAJOR  SPENCER-  You  are  the  only  one  who  is  saying  it  out  loud.  We  are  wrestling  with  it 
because  the  Army  doesn’t  want  to  give  itself  to  the  cult  of  the  leader.  Our  Army  wants 
eveiything  systemized . 

GENERAL  CAVAZOS:  But  then  you  would  never  have  true  combat  leaders.  It  wasn’t  the 
Roman  Army  that  conquered  Gaul,  it  was  Caesar.  It  wasn’t  the  Carthaginians  that  crossed  the 
Alt .  It  was  Hannibal  and  Patton  who  raced  across  France.  We  like  them  all  when  they  do  it 
We  like  the  Rommels  of  history,  the  Pattons  of  history.  Then  we  have  old  bread  and  butter,  half- 
slipped  poor  commanders,  a  very  methodical  kind  of  guy,  he  ain’t  fooling  nobody,  he  just  fires 
correctly  and  he  succeeds.  And  yet  General  Worth,  when  the  4th  Army  went  around  at  Metz, 
they  had  very  fine  deception  and  made  them  believe  he  was  going  to  attack  Metz  and  they  just 
went  on  around  them  and  got  behind  them.  There  are  an  infinite  number  of  Army  and  higher 
level  deceptions  but  we  seem  to  have  excluded  them.  Some  people  have  m  iinterpreted.  I  want  to 
go  back  to  that  point  I  made,  that  there  can  be  a  deception  at  every  level.  Battalion,  company, 
brigade,division,  but  you’ve  got  to  be  careful  that  the  deception  at  brigade  doesn’t  get  in  the  way 
of  division’s  deception.  But  it  can  be  totally  different  in  the  form  their  deception  takes.  Hiding 
the  time  of  the  attack,  deceiving  the  actual  place,  presenting  them  with  some  indicators,  that  all 
you  have  to  do  is  look  at  the  indicator  of  defense  digging  in.  Then  if  you  want  them  to  believe  you 
are  going  to  be  digging  in,  you  have  to  expend  some  resources  to  show  some  people  digging  in, 
the  indicators  must  be  off,  blowing  up  ammunition,  showing  them  the  indicators  they  are  looking 
for. 

MAJOR  SPENCER  Spending  resources  is  going  to  be  the  hardest  thing  for  us  to  come  to  grips 
with.  We  do  it  in  BCTP,  conduct  a  demonstration  where  taking  resources  and  putting  them  in 
harms  way  and  not  really  even  bothering  to  tell  those  fellows  that  you  are  just  drawing  some  fire 
with  them  is  a  limited  objective  attack. 

GENERAL  CAVAZOS:  What  are  you  doing?  A  demonstration  as  a  part  of  deception? 


A-2 


MAJOR  SPENCER:  They  can  be  used,  that  way.  OPSEC  can  even  be  considered  as  deception 
to  see  this  laid  out  as  a  continuum,  where  OPSEC  force  protection  measures  are  over  on  one  end 
and  deception  on  the  other.  But  at  some  point  just  the  concealment  or  the  lack  of  concealment 
begin  to  contribute  to  deception  and  you  get  all  the  way  over  to  the  big  strategic  operations.... 

GENERAL  CAVAZOS:  Well  OPSEC  is  handled  with  operation,  the  terrible  waste  of  effort  to 
position  all  of  the  artillery  over  here  in  the  right  sector  and  only  send  one  percent  of  the  guns  to 
the  other  sector,  during  the  day.  You’ve  got  8  gun  batteries  you  send  one  gun  over  there,  that 
can  handle  registration,  send  all  the  others  over  at  night  It  wouldn’t  be  too  risky,  because 
weapons  can  range  to  the  other  sector.  Risky  when  the  unit  gets  chopped  up  moving  over  at 
night  it  is  a  lot  riskier  leaving  them  in  that  position  once  you're  let  the  enemy  see  you  gather 
your  artillery  there.  Artillery  is  the  greatest  tip  off  of  all  to  me  and  ADA  is  the  second.  Your 
array  of  artillery  and  an  array  of  ADA  are  key  indicators  of  intent 

MAJOR  SPENCER:  I  was  at  the  Pentagon  awhile  ago  and  was  told  that  the  funding  for  the 
ELENT  and  the  SIGINT  emitters  is  not  going  to  be  approved  at  all  this  year.  There  will  be  only 
limited  funding  for  the  decoys. 

GENERAL  CAVAZOS:  I’ve  often  wondered  how  we  can  tell  the  reserve,  say,  3rd  Division 
Reserve,  could  eliminate  transmissions  for  8  hours.  Now  that  means  take  your  command  control 
jeeps  and  everything  else  A  Company,  B  Company,  C  Company,  and  replicate  the  brigade  being 
there. 

MAJOR  SPENCER:  The  British  do  that  with  Hot  TOCS,  it’s  what  we  would  call  our  jump 
CP’s.  The  stuff  that  goes  out  and  goes  hot  with  the  multi-channel  and  so  forth.  When  that’s  not 
being  used  they  sometimes  support  a  deception  by  putting  it  in  a  place  under  the  control  of  the 
deception  folks. 

GENERAL  CAVAZOS:  I’m  telling  you  the  reasons  people  don’t  do  it.  It  is  the  risk  business  .  It 
is  very  time  consuming.  And,  you  really  will  never  know  the  extent  of  your  success  so  there  is  a 
tendency  for  people  to  say  what  I  am  going  to  throw  in  costBut  hell,  it  may  be,  you  won’t  know 
until  after  the  war  how  much  you  fooled  them.  But,  if  they  pretly  well  are  defending  all  the  way 
across  the  front  you  must  have  succeeded,  they  are  going  to  be  staggering  their  approach,  you’ve 
got  to  go  pick  a  dumb  course  of  action.  And  make  it  work. 

MAJOR  SPENCER:  They  will  find  a  way  just  to  imbalance  it  You  mentioned  one  of  the 
greatest  was  Beersheba.  The  enemy  "knew"  they  were  coming  at  Gaza  but  they  went  the  other 
way  at  the  main  course. 

GENERAL  CAVAZOS:  The  way  that  went,  was  they  had  attacked  Gaza  5  times  in  3  years  and 
had  been  defeated  each  time.  Gaza  is  the  door  and  Beersheba  is  the  hinge,  take  the  door  off  the 
hinges.  This  famous  MI  guy  who  later  became  a  scientist  said  that  He  was  going  to  create  a 
situation  where  he  was  going  to  convince  the  Turks  and  the  Germans  that  I’m  feinting  at 
Beersheba  but  I’m  going  to  really  attack  Gaza  again.  So  the  way  he  did  it  he  rode  in  the  desert 
on  reconnaissance  and  carried  a  dispatch  case,  had  a  nurse  write  a  love  letter  to  her  husband  and 
put  it  in  there,  and  a  whole  bunchof  stuff  and  he  then  got  a  horse  and  cut  its  neck  enough  to 
make  it  bleed  on  the  dispatch  case  and  he  kept  riding  because  someone  shot  at  him  and  chased 
him,  and  he  dropped  the  rifle  and  the  dispatch  case.  And  it  said  in  there  they  were  going  to  make 
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them  believe  that  we’re  going  to  Beersheba  but  we’re  really  going  to  Gaza.  He’s  going  to  come 
back  to  Gaza,  there  isn’t  any  water,  he  doesn’t  have  any  business  going  there,  if  the  horses  don’t 
get  any  water  in  30  hours  they’ll  all  die  and  that  was  essentially  horse  drawn  artillery  and 
cavalry  And  they  kept  coming  and  kept  coming  .  It  was  the  whole  British  Corps,  and  too  late 
they  discovered  that  this  was  the  main  attack,  so  the  deception  was  frank,  it  would  not  have 
succeeded  with,  they  would  have  blown  up  the  wells.  The  wells  were  already  wired  to  be  blown 
up,  but  they  said  don’t  blow  up  the  wells  because  they  are  really  not  attacking.  The  British  had 
to  have  water  in  30-40  hours  because  their  horses  were  dying  on  the  line,  a  very  audacious  attack 
across  the  desert  without  water. 

MAJOR  SPENCER;  That’s  back  to  risk  and  back  to  the  point  you  made  with  it  being  integral 
to  the  plan,  success  of  the  deception.  Because  it’s  always  that  kind  of  an  event  where  you  can  get 
that  advantage  on  them. 

GENERAL  CAVAZOS:  And  they  kept  waiting  and  kept  waiting  for  D-day  to  come  to  Calais. 

MAJOR  SPENCER:  I  suspect  we  are  doing  deception  on  our  REFORGERs. 

GENERAL  CAVAZOS:  Not  really,  cause  we’ve  been  practicing.  I  would  have  run  every 
REFORGER  to  a  different  place.  And  then  when  the  time  comes  go  a  totally  new  place.  There’s 
only  one  way  to  defend  the  three  sisters  at  Fulda  gap  that  I  know  of. 

MAJOR  SPENCER:  We  may  get  our  chance.  That’s  a  whole  other  issue,  what’s  your 
viewpoint  on  the  situation  in  the  Soviet  Bloc,  by  the  way?  That’s  not  deception  I  hope. 

GENERAL  CAVAZOS:  Russia  is  very  stable  as  a  dictatorship,  instability  is  what  creates  wars, 
not  stability.  If  you’ve  got  a  stable  dictator  that’s  smart  enough  not  to  create  a  war  you  get  the 
condition  of  Gorbachev,  destabilizing  his  country.  Destabilization  is  so  unbelievable  if  you  think 
of  the  economic  ruin  that  will  be  visited  on  the  communist  system.  Milk  right  now  sells  for 
l/10th  of  what  it  costs  on  the  world  market,  and  bread  sells  for  l/10th,  and  it’s  communism  that 
everyone  will  have  bread  and  milk  and  whatever.  And  they  live  in  an  apartment  that  they  pay 
$15.00  a  month  for.  Now  a  guy  has  to  work  twice  as  hard  and  twice  as  long  just  to  be  where  he 
was  years  ago.  On  the  Russian  side,  the  military  may  join  him  [Gorbachev]  and  then  you’ll  have 
the  Reds  and  the  Whites  fighting  each  other  again  .  Which  side  do  you  take,  do  you  wait  and  see 
the  emergence  of  a  total  dictatorship  again  or  do  you  back  Gorbachev.  This  is  the  most 
dangerous  period  we’ve  ever  been  in,  because  a  stable  dictatorship  should  be  predictable,  now  it 
is  totally  unpredictable. 

MAJOR  SPENCER  What  kinds  of  deception  do  you  see  effective  on  the  low  intensity  end  of 
the  scale? 

GENERAL  CAVAZOS:  First  of  all  you  have  the  terrible  problem  of  surprise  and  low  intensity 
of  war.  The  elite  units  sitting  at  3  ranger  battalions,  82d  Airborne  and  the  7th  Infantry.  The  spy 
satellites  going  across  can  piur  up  the  marshalling  of  those  people  so  you  really  have  to  have 
some  secret  marshalling  places  other  than  the  airfields  that  are  so  well  known.  In  Grenada 
onetime,  I  think  they  had  some  plans  in  store  for  marshalling  in  different  ,  -eas  and  getting 
airlifted  out,  but  nothing  looks  like  a  C-141  fleet  gathering  at  an  airfield.  That  is  a  problem 
strategically. 
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MAJOR  SPENCER:  We  wrestled  with  that  at  7th  Division  and  looked  at  putting  ourselves 
under  sheds,  but  the  cost  put  an  end  to  that,  also  the  road  march  (4  hours)  to  Travis  AFB. 

GENERAL  CAVAZOS:  You  can’t  use  it  as  a  show  of  force  and  never  deploy,  but  from  a 
deception  standpoint,  you  would  probably  marshal  someone  like  the  7th  Division  and  get  partial 
deception  and  send  people  from  the  East  Coast  Should  confuse  the  enemy  to  do  it  The 
advantages  in  a  low  intensity  war  are  that  you  ought  to  be  able  to  blind  with  electronic  devices, 
the  Russians  will  tell  the  Nicaraguans  we  are  coming  for  example,  but  we  ought  to  be  able  to 
totally  blind  the  Nicaraguans  and  shut  off  all  their  communications. 

MAJOR  SPENCER:  Sir,  that  is  all  the  time  we  have.  Thank  you  very  much. 
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Appendix  B 


Interview  with  General  Donn  Starry. 
(September  1989) 


MAJ  Spencer  Sir,  Why  didn’t  FM  100-5  include  deception  beyond  the  one  or  two  paragraphs,  while  surprise  and 
the  indirect  approach  were  emphasized? 

General  Starry:  100-5  it  was  something,  it  was  something  that  I  knew  needed  to  be  in  there.  In  the  beginning  in 
the  76  edition,  we  went  to  great  pains  to  tty  to  get  nuclear,  a  nuclear  chapter  in  the  book  that  was  unclassified  and 
with  which  the  SACEUR  would  concur,  and  we  couldn’t  do  it.  We  got  their  concurrence  on  what  was  in  there  but 
what  was  in  there  wasn't  what  we  wanted  to  put  in  there  at  all  and  it  was  a  problem  of  one  classification,  two 
the  feeling  in  SACEUR  headquarters  that  we  somehow  had  to  get  allied  approval  to  say  anything  about  it  and  that 
and  the  whole  thing  sort  of  came  unglued  on  that  so  we  watered  it  down  to  what  you  see  in  the  book.  We  did 
essentially  the  same  thing  in  the  82  edition,  with  regard  to  nukes.  And  the  same  thing  applied  to  deception,  there 
was  even  less  in  both  those  books  about  deception  than  there  is  about  nukes  and  we  could  not,  we 
could  not  get  the,  just  didn’t  have  time  to  think  about  it.  It  had  a  spotty  history  and  we  didn’t  have  time  to  think 
about  it  in  sufficient  detail,  there  was  really  no  organized  body  of  history  research,  historical  research  that  would 
cover  that  and  I  just  kind  of  chickened  out  trying  to  get  it  in  there  lest  we  say  something  that  was  not  relevant  and 
not  useful,  better  leave  it  out  than  expose  your  ignorance  by  trying  to  write  something  about  it.  I 
haven’t  read  the  draft  deception  manual,  so  I’m  not  sure  what  it  says. 

MAJ  Spencer:  Do  we  train  poorly  when  we  encourage  loosely  planned  brigade  and  battalion  efforts  at  deception 
that  lack  centralized  command  and  control  resourcing? 

General  Starry:  The  answer  to  that  is  yes.  I  have  great  difficulty  unless  your,  lets  just,  lets  make  sure  we 
understand  the  level,  I  have  great  difficulty  visualizing  in  a  large  theater  of  operations,  as  a  theater  in  which  you 
have  armies,  army  groups,  NATO,  Europe  for  example  had  difficulty  understanding  how  divisions  would 
independently  pursue  deception  operations  independently  being  not  that  their  not  part  of  a  larger  core  or  army 
group  scheme  of  deception,  I  have  great  difficulty  with  that.  I  suppose  you  can,  I  suppose  you  could  do  it  but  it 
would  have  to  be  very  carefully  put  together  to  make  damn  sure  that  what  the  division  section  operation  isn’t 
deceiving  the  Corps  as  well  as  hopefully  as  the  enemy. 

MAJ  Spencer:  And  there’s  examples  of  that. 

General  Starry:  Yes,  indeed. 

MAJ  Spencer  The  British  did  one  where  the  Army  side  of  the  house  created  a  deception  that  the  Germans 
responded  to  on  the  Naval  Intelligence  side  of  the  house,  who  knew  nothing  about  the  deception  and  responded 
inappropriately. 

General  Starry:  Be  very  careful. 

MAJ  Spencer  There  seems  to  be  a  continuum  in  this  business  although  you  say  that  the  doctrine  or  the  historical 
background  is  not  that  clean  and  laid  out.  At  some  point  you  leave  OPSEC  those  passive  measures  and  move  into 
more  active  things  that  then  become  problematic.  Clearly  we  don’t  have  any  problem  with  OPSEC  at  the  division 
level.  But  just  as  clearly  theres  probably  a  big  gray  area  in  there  that  needs  to  be  defined  to  say  what  a 
division  can  do. 

General  Starry:  It  would  be  neater  and  less  confusing  if  you  took  the  OPSEC  out.  Do  you  plan  to  include  that  in 
deception  operations? 

MAJ  Spencer  Well,  as  you  can  see  from  the  bullets  at  the  bottom  of  that  sheet  some  of  that  has  to  be  considered. 
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General  Starry:  It  would  be  cleaner  if  you  just  kept  that  all  in  OPSEC.  And  deception  operations  are  at  this  level 
and  above  whatever  that  level  is,  I  think  I  wouli  ^rgue  for  Corps  and  above  except  in  cases  where  you  have  say  a 
Joint  Task  Force,  or  a  division  level  insertion  operation  of  some  kind  going  on  where  that  is  the  largest 
headquarters  involved.  So  it  isn’t  enough  just  to  say  it’s  a  Corps  level  above  it  is  a  lot  of  people  have  to  be  able  to 
do  it  depending  on  the  size  of  the  operation,  the  senior  headquarters  involved  and  so  on.  So  it  does  have 
applicability  at  planning  levels  down  to  division  and  brigade  even  separate  battalion  small  task  force  of  some  kind 
of  level.  If  that  is  the  senior  headquarters  involved  and  charge  of  execution.  So  somewhere  in  the  doctrinal  that 
has  to  be  written  out.  For  example,  we  had  an  elaborate  OPSEC/deception  operation  in  V  Corps  to  conceal  the 
location  of  the  Corps  Command  Posts. 

Two  things  started  that;  one  is  I  found  we  didn’t  have  an  adequate  C2  system  when  I  took  command  in  1976.  We 
had  a  half  a  dozen  or  so  command  vans  with  communications,  the  Plexiglass,  and  all  that  nonsense.  They  were 
housed  (for  operations)  in  a  hanger  at  a  local  Kasem.  Hanau,  at  that  time,  I  think.  They  had  to  be  one  of  the 
prime  targets  of  the  first  wave  of  frontal  aviation.  The  second,  and 

that  wasn’t  a  deception  operation,  that  was  real.  The  second  thing  that  I  found  was  that  the  Corps  main  was  48 
hours  behind  the  covering  force  battle  in  terms  of  just  posting  maps,  48  hours.  The  third  thing  I  found  was  the 
thing  wasn’t  mobile,  that  the  size  had  grown  enormously  the  electronic  and  infrared  signature  was  well  known  to 
everybody  as  far  back  as  the  Earls  it  was  an  abomination.  So  I  went  back  to  the  book  and  we  laid  out 
a  main,  a  rear,  an  attack.  We  put  the  main  under  a  castle  several  hundred  feet  under  ground  out  northeast  of 
Frankfurt.  We  created  a  bogus  site  at  an  airfield  with  sedans  coming  and  going,  communications,  and  warm  tents 
for  the  IR  signature  about  20  kms  away  from  the  main  site.  The  big  vans,  communications  equipment,  and  the  Air 
Force  CTOC  were  remoted  5-10  kms  and  cabled  into  the  castle.  We  moved  the  staff  in  from  the  base  camps  at 
the  deception  location  by  civilian  bus  scheduled,  as  much  as  possible,  outside  the  Soviet  satellite  windows.Now 
that,  at  the  headquarters  commandant  level  and  at  his  little  that  was  a  big  deception  operation.  But  my  question 
is,  is  that  something  that  we’re  going  to  include  in  a  description  of  deception  operation.  I  think  not.  That’s 
OPSEC  isn’t  it?  It  has  some  deception  in  it. 

MAJ  Spencer:  It’s  on  that  continuum. 

General  Starry:  It’s  a  borderline. 

MAJ  Spencer  I  think  its  an  excellent  point,  because  it’s,  I  like  you  tend  to  think  higher  rather  than  lower.  But 
there’s  an  example  where  that  guy  is  clearly  conducting  some  aspects  of  deception.  The  headquarters 
commandant  or  all  of  the  people  that  make  him  work.  But  it’s  not  run  encountered  anything  that’s  going  on.  The 
only  way  I  guess  it  could  be  is  when  you  start  moving  the  fault  signature  in  a  position  where  it  would  then  impinge 
on  one  of  the  division’s  rears  by  making  it  a  much  more  lucrative  target  or  something  like  that. 

General  Starry:  Yeah.  And  we  were  ever  aware  of  that  and  cognizant  of  the  fact  that  we  didn’t  want  to  screw  up 
something  else  in  the  rear  by  locating  that  thing.  Who  else  knew  about  this?  The  whole  thing,  the  commandant 
and  his  people  of  course  the  workers,  now  there’s  a  case  where  down  to  the  individual  soldiers,  we  had  to  brief  the 
soldiers.  The  problem  is  we  were  trying  to  avoid  being  seen  from  above  and  having  our  pictures  taken 
from  above  and  then  it  became  a  big  game.  Now  that’s  at  the  operating  level  of  things,  that  is  the  actual  people 
who  were  implementing  the  deception  plan.  My  division  commander’s  knew  what  I  was  doing  and  so  did  the 
regimental  commander  of  the  covering  force,  that’s  about  as  far  as  the  knowledge  went  in  the  Corps.  Let’s 
suppose  your  going  to  send  a  battalion  to  the  island,  Italian  Task  Force,  reinforced  with  Marines  and 
what  not  to  the  island  of  Chimney  Changa  to  rescue  the  American  Ambassador.  You  train  up  three  battalions,  or 
two  or  four  or  whatever  the  number  is,  and  each  one  has  a  different  mission,  and  you  play  all  of  those  and  then 
you  launch  the  one  that  you,  they  all  could  be  valid  operations  and  the  whole  thing  is  a  big  deception  operation. 
There  are  all  sorts  of  combinations  and  nobody  needs  to  know  except  the  guy  in  charge  which  one  he’s  going  to 
pick  They  ell  go  balls  up,  do  OPSEC  and  it’ll  be  seen  you  can’t  keep  secrets,  They’ll  be  seen,  they’ll  be 
monitored,  and  the  enemy  will  be  over  there  as  possibly  as  uncertain  in  his  own  mind  as  many  of  the  friendlies  are 
about  which  one  of  these  guys  is  going  to  do  what.  But  only  one  man  knows,  or  a  couple  people. 
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MAJ  Spencer  In  keeping  it  a  secret  kind  of  triggers  in  me  one  of  the  facets  of  this  business  and  I  don’t  just  mean 
deception  to  this  whole  business  of  force  on  force.  Of  the  windows  being  so  small  we  think  we  wielded  a  sledge 
hammer  but  we  don’t  really  we  wielded  something  that’s  more  like  a  surgical  instrument  and  you  only  have  to  miss 
by  that  much  for  the  whole  thing  to  have  been  wasted,  questions  like  when  you  trigger  one  of  these, 
when  you  decide  how  much  the  enemies  bought  into  it  therefore  now  you  can  trigger  your  operation  that  this  was 
designed  to  set  up  those  kinds  of  things  are  a  little  outside  this  although  there  is  one  thing  in  that  piece  and  it’s  a 
concern  of  Colonel  Schmidt  who  just  came  from  V  Corps.  There  is  never  enough  stuff  to  go  around  whether  it  be 
stuff  that  your  putting  out  there  to  replicate  a  signature  or  more  importantly  since  we  don’t  have  ultra  these  days 
you've  got  to  dedicate  some  intelligence  assets  to  this  and  there’s  never  enough  INTEL. 

General  Starry.  That’s  right.  This  thing  I  described  in  the  Corps  Headquarters,  really  required  two  sets  of 
equipment  one  of  which  was  real  and  one  of  which  wasn’t.  Both  of  which  was  real,  but  one  was  operative  and  one 
wasn’t,  we  saved  some  by  putting  a  main  in  the  bunker  in  the  castle.  Bunkers  in  the  tunnels  under  the  cattle. 

MAJ  Spencer  And  used  Bundespost  line? 

General  Starry:  Yes.  Evetything  was  cables.  There  was  nothing  there  that  emitted.  There  were  no  emissions 
from  the  Corps  main.  We  took  IR  pictures,  we  listened  to  it  with  everything  we  had,  we  turned  our  own  stuff  on 
it,  it  was  clean  absolutely  clean.  But  there  were  all  sorts  of  things  within  a  radius  of  10  to  IS  to  20  kilometers 
around  that  some-of-which  said  well  there  it  is  right  there,  one  of  which  clearly  said  there  it  is  right 
there.  Because  it  was  designed  to  do  that. 

Art  Winn  was  the  G2  at  the  time.  Arthur  Winn,  he  and  the  headquarters  commandant  had  most  of  the  action,  but 
I  gave  the  overall  responsibility  to  MG  Herb  Wolfe,  my  deputy.  He  took  charge  of  that  whole  thing  to  include  the 
deception  operation.  He’s  was  an  old  NSA  hand  and  very  capable  at  deception.  This  is  sort  of  physical  stuff  were 
talking  about.  The,  I  think  the  biggest  danger,  the  biggest  problem  we  face  today  apart  from  levels  of  command, 
who’s  responsible  and  whatnot.  Is  that  fact  that  historically,  most  of  these  operations  have  been  by  enlarge 
communications  exercises.  Now,  our  ability  to  do  that  today  with  the  communications  revolution  explosion  or 
whatever  you  want  to  call  it  that  we’re  in  the  middle  of  here  has  given  us  enormous  capabilities,  at  the  same  time  it 
has  given  us  an  enormous  ability  to  monitor  such  things  and  to  some  extent  perhaps  to  sort  out  whats  real  from 
what  isn’t  real.  The  risk  you  run,  I  think  is  in  that  whole  world  is  enemy  intrusion  into  your  command  control 
networks.  Not  necessarily  from  a  deception  standpoint  although,  is  that  a  deception?  I  think  that’s  a  new  and 
more  potentially  powerful  form  of  deception  than  we’ve  ever  visualized  before. 

MAJ  Spencen  Indicative  deception  being  used  maybe  inside  a  maneuver  control  system. 

General  Starry:  Manipulative  control  of  your  maneuver  control  system  for  example. 

MAJ  Spencen  Along  that  vein,  as  we  go  through  the  college  here  we’ve  begun  to  put  ourselves  in  boxes  in  a  lot  of 
ways.  I’m  not  here  learning  how  to  think  operationally  as  much  as  I’m  doing  an  awful  lot  of  bean  counting 
figuring  out  the  does  and  don’t  of  IPB  and  what’s  slow  go  and  no  go.  Just  as  an  example,  we  do  the  same  thing 
with  our  logistics  restraints  and  everything  else.  That  makes  us  I  think  a  little  susceptible  of  course  it  happens  less 
in  the  real  world  with  most  of  us,  but  it  makes  us  a  little  bit  susceptible  to  getting  too  process  oriented  and  not 
smelling  the  roses  and  helping  the  boss  to  discern  when  something  just  doesn’t  seem  right.  I  don’t  know  how  the 
heck  you  teach  something  that  doesn’t  seem  right  but  it  seems  like  when  the  deception  comes  undone  and  its  not 
been  the  deceiver  who  made  a  mistake  that  cost  that  it’s  been  because  something  just  didn’t  hit  a  guy  right.  His 
intuition  and  his  experience  kicked  in  it  wasn’t  because  it  didn't  fit  the  requirement,  the  deceiver  is  pretty  clever 
fellow.  He’s  going  to  make  sure  that  he  knows  that  the  slot  that  he’s  trying  to  put  this  piece  of  info  in  on  the  other 
side  of  the  fence. 

General  Starry:  We,  I  don’t  know  how  forward  looking  you  want  to  be  in  this  thing.  But  we,  it  seems  to  me,  we 
are  literally  on  the  threshold  of  a  of  something  that  goes  somewhat  as  follows;  the  debate  over  whether  or  not  you 
can  create  a  machine  that  will  think  like  human  beings  has  not  been  decided.  If  you  want  to  follow  this.  I’ve  got  a 
book  in  my  room,  I’U  give  you  the  name  of  it.  Its  called  Paradigms  Lost.  And  one  of  the  chapters  in  that  book. 
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one  or  two  of  them  tackle  this  problem,  its  a  neat,  really  a  good  book.  1’U  dig  it  up  for  you.  He  goes  through  the 
set  of  arguments  that  deal  with,  can  we  make  a  machine  that  will  think  like  human  beings.  Or  is  it  that  we’ve  got 
what  he  calls  and  others  have  called  the  Chinese  Box  Syndrome,  which  your  talking  to  the  box  and  you  don't  really 
know  whats  happening  inside  the  box  and  it  doesn't  make  any  difference  the  box  does  what  someone  would  do  if 
they  were  translating  Chinese  into  English  or  whatever.  Thought  process  standpoint  in  that  whatever  the  form, 
fit  and  function  is  that’s  inside  the  box,  the  stuff  comes  out  so  it  is  assumed  that  this  is  a  thinking  box  not  for,  that 
isn’t  human  knowledge.  On  the  other  hand  this  guy,  who  is  the  author,  with  whom  you  don’t  necessarily  have  to 
agree,  is  a  very  smart  fellow  comes  down  on  the  side  that  the  book  is  written  as  if  there  was  a  prosecution  and  a 
defense,  it’s  written  as  a  court  case  and  he  tries  to  sum  up  the  case  in  the  end  as  if  he  were  the  judge.  It’s 
extremely  well  done,  but  the  chapter  that  has  to  do  with  this  very  problem,  and  it’s  very  interesting  and  I  think  it 
would  be  worth  your  reading  because,  as  we  move  forward  in  the  battlefield,  we  have  I  sat  with  CSIS  yesterday 
morning  arguing  about  this  for  a  couple  of  hours  they  are  trying  to  do  a  study  on  land  warfare  into  the  year  2002 
and  to  threshold.  Great  enthusiasm  for  machines  that  are  going  to  collect  all  the  information,  process  it, 
process  it,  buy  ins  from  more  sources  than  ever  before,  and  make  something  out  of  it  that  the  commander  can  use 
to  run  his  operation.  Well,  this  is  really  a  command  and  control  problem,  but  it  relates  strongly  to  what  your 
trying  to  sort  out  here.  If  you  believe,  that  computers  can  be  made  to  think  like  humans,  I  don’t  know  that  I 
believe  that,  this  guy  sort  of  comes  down  on  the  side  of  it, 

I  don’t  know  that  I  really  believe  that,  but  then  I’m  old  fashioned.  Your  generation  and  the  generation  after  you, 
is  going  to  have  to  cope  with  that  problem,  they  may  not  be  able  to  think  like  people  do  but  they  will  do  things 
that  are  so  close  to  the  human  thought  process  that  unless  you  get  inside  the  Chinese  Box  you  will  not  be  able  to 
tell  whether  or  not  it,  the  number  of  neurological  endings  in  the  human  brain  is  beyond  the  realm  of  the  physically 
possible.  To  replicate.  And  it’s  hard  for  us  now  to  conceive  that  the  situation  in  which  we  could  even  grow  the 
systems  that  were  building  to  come  anywhere  close  to  that.  Tomorrow  afternoon  some  turkey  in  some  laboratory 
will  figure  out  how  to  do  that  and  the  whole  thing  will  be  an  enormous  problem.  But  if  that  comes  to  pass  and  we 
have  the  G2's  machine,  G3’s,  G4’s  machine,  tlumdng  like  human  beings  this  is  an  exercise  in  cybernetics  and 
someone  figures  how  to  get  inside  those  machines,  and  they  will,  just  as  sure  as  we’re  sitting  here  they  will.  We 
broke  enigma,  we  broke  the  Japanese  codes,  we  were  reading  their  command  traffic,  yet  we  still  had  a  hell  of  a 
time  beating  them. 

MAJ  Spencer:  It  is  important  to  remember  that  despite  the  success  of  Overlord  (and  it’s  deception  Fortitude)  we 
still  had  a  hell  of  a  time  defeating  the  Germans.  We  have  to  keep  deception  in  perspective.  It  won’t  win  the  war 
but  it  just  may  help  to  husband  your  resources  and  may  be  crucial  to  winning  one  or  two  big  engagements. 

General  Starry:  Really  successful  commanders  have  somehow  bypassed  the  existing  architecture  of  their 
command  and  control  system  in  order  to  bring  in  the  kind  of  information  they  thought  they  needed  to  run  their 
war.  In  some  cases  simple  minded  things  like  the  way  General  Marshall  sent  pigeons  out  with  the  lead  battalions 
of  the  AEF.  When  the  wirehead  was  out  the  battalions  sent  messages  by  pigeon.  Then  Marshall  would  call  the 
regimental  commanders  and  tell  them  where  the  battalions  were.  Some  commanders  have  used  their  signals 
intercept  units  to  monitor  friendly  forces  to  maintain  contact.  Both  Rommel  and  the  Brits  did  that  to  some  extent 
in  North  Africa.  We  did  it  in  Fifth  and  Seventh  Annies.  Montgomery  used  a  system  called  SIAM,  which  was 
essentially  radio  intercept  unit.  He  had  a  group  of  officers  with  a  dedicated  radios  to  create  a  comms  architecture 
to  bypass  the  existing  nets.  General  Patton  used  a  mechanized  calvary  reconnaissance  units  with  high  frequency 
radios  as  a  recce  and  communications  asset  with  the  lead  task  forces.  And  if  you  read  the  history  of  the  Brittany 
Campaign  in  the  Green  Book  Series,  you’ll  find,  I  think  you’ll  find  he  relieved,  if  memory  serves  me,  one  Corps 
commander  and  two  division  commanders  or  something  like  that,  because  he  landed  in  his  airplane  in  their  CP 
and  found  out  they  knew  less  about  what  their  forward  units  were  doing  than  he  did.  Cause  the  sergeants  were 
reporting  directly  back  to  the  Army  Headquarters  and  he  was,  he  was,  real  time  sort  of  informed  on  a  nominal 
basis  of  what  was  going  on  out  there,  one  of  those  sergeants  was  a  Major  General  later  and  I  asked  him  what  he 
recorded  and  he  went  away  and  thought  about  that  as  nearly  as  I  can  remember  it  was  only  half  a  dozen  things. 
Who  are  you,  who  are  you  with,  where  are  you,  who  is  the  enemy  and  what’s  he  doing  and  how’s  the  fight  going? 
And  it  was  a  spot  report  kind  of  form,  but  those  spot  reports  from  all  those  guys  at  lead  task  forces  and  gave  the 
Army  commander  review  of  the  battle  that  needed  his  division  or  Corps  Commanders  had.  We  have  assumed  that 
we  were  going  to  dump  all  of  that  information,  Intelligence  tape,  friendly  forces  tape,  logistics  tape  into  some  sort 
of  a  large  cesspool  or  series  of  cesspools  and  like  all  such  activities  big  chunks  are  going  to  float  to  the  top.  I  find 
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nothing  in  the  technology  to  give  me  comfort,  a  comfortable  feeling  that  that’s  going  to  happen.  The  commander 
has  got  to  put  a  drain  on  the,  a  drag  on  the  system  for  what  he  wants  to  know.  In  V  Corps,  we,  I  had  the  guys 
develop  a  thing  called  Corps  Battle  Information  Recording  System,  I  sat  down  with  the  Corps  commander, 
because  I  figured  the  problem  was  mine  because  the  Corps  commander  hasn’t  said  what  it  is  he  wants  to  know.  So 
I  wrote  down,  I  have  a  hundred  and  some  odd  elements.  I  went  and  got  a  smart  LTC  named  Wilson  Shockler, 
now  a  MG  commanding  a  division.  I  gave  him  a  task  force  and  on  it  built  a  system  with  the  collaterals  and  cross 
checks  and  so  forth  and  we  tried  it  out  on  several  exercises  one  full  scale  Corps  exercise  and  several  CPX’s.  And 
we  wound  up  with  something  that  has  SO  some  odd  data  elements  in  it.  Shockler  was  then  saying  you  have  too 
much  stuff  in  your  system  and  aren’t  you  the  guy  who  was  here  saying  I  had,  but  he  said  I  changed  my  mind.  Now, 
the  machine,  the  great  thinking  machine,  let’s  just  assume  that  this  guy  is  right  in  Paradigms  Lost,  the  great 
thinking  machine  is  going  to  perceive  all  of  that  information  what’s  it  going  to  do  with  it?  It  has  to  tell  that 
information  to  somebody,  some  commander  has  got  to  receive  certain  critical  elements  of  that  information, 
doesn’t  want  to  know  everything,  he  only  wants  to  know  a  few  things  and  he  really  wants  to  know  those  against 
certain  specific  time  lines  so  that  he  can  tum  his  decision  making  time  cycle  inside  that  of  the  machine  and  the  guy 
on  the  other  side. 

So  someone  has  to  establish  those  perimeters,  you  and  I  would  sit,  you  wouldn’t  because  your 
younger  and  more  energetic,  but  I  would  sit  and  contemplate  things  for  days  if  I  didn’t  say  to  myself  or  have 
someone  say  to  me  we  need  to  make  a  decision  about  this  by  3  o’clock  this  afternoon  or  something  else  is  going  to 
happen.  So  that  even  if  we’re  able  to  make  machines  that  think  like  humans  there  still  has  got  to  be  some 
discipline  applied,  to  the  thought  process  that  goes  on  inside  the  machine.  Now  we  can  make  those  machines 
think  deceptively,  as  well  as  non-deceptively,  how  are  we  going  to  cope  with  that?  I’m  opening  another  door  that 
you  think  that....  Read  this  chapter  in  this  book  and  think  about  it,  if  we’re  going  to  put  thinking  machines  on  the 
battlefield  they  can  think  deceptively,  lets  tum  the  whole  deception  operation  over  to  machine  X  and  machine  Y 
and  machine  Alpha  and  their  going  to  go  off  and  run  the  deception  operation,  their  going  to  think  deception. 
Meanwhile,  N,  L,  P,  Q  are  over  here  thinking  about  the  real  thing.  I  mean  this  is,  machines  can  talk  to  one 
another,  if  you  have  thinking  machines  can  they  communicate,  of  course  they  can.  Who  communicates  with  them, 
how  are  we  going  to  control  the  cognitive  process  we  have  created  in  each  one  of  those  machines?  The  five 
pointed  star,  the  Army’s  five  pointed  command  and  control,  the  guys  yesterday  were  talking,  we’re  going 
to  get  rid  of  the  five  machines  and  only  have  one.  Wait  a  minute,  are  you  sure  you  want  to  do  that,  I’m  not  sure 
you  don’t  nor  am  I  sure  you  do.  Do  we  want  that  whole  act  of  cognition  of  the  battle  to  be  in  one  place?  I  don’t 
know,  I  mean  it  speeds  things  up,  if  you  can  discipline  it  properly  it  might  work  your  time  lines  a  little  more 
efficiently  but  if  it  is  a  thinking  machine  and  it  thinks  like  a  human  being  do  you  really  want  to  do  that,  that’s 
like  putting  one  guy  out  there  and,  suppose  somebody  puts  a  bullet  through  his  silly  head. 


MAJ  Spencer  Are  you  familiar  with  the  Soviets  troop  control  system.  They  have  created  a  C2  system  based  on 
logarithms  and  charts  that  go  a  long  way  toward  freeing  staff  officers  at  division  and  higher  to  use  their  creativity 
to  anticipate  enemy  action.  We  look  at  the  Soviet  as  highly  dogmatic  and  afraid  to  take  initiative,  but  their  troop 
control  system  is  moving  them  away  from  that  rigidity. 

General  Starry:  I  think  the  difference  remaining  between  us  and  them  however,  is  that  they  continue  to  crunch 
numbers  from  the  great  patriotic  war  that  seem  really  quite  tired.  We  are  critical  of  them,  disdainful  almost,  but  it 
seems  to  me  that  there  may  be  use  there.  It  can  probably  define  parameters  and  boundaries  of  many  events.  They 
(the  algorithms]  frame  the  commander  an  area  where  he  can  be  fairly  comfortable,  knowing  they  have  worked 
before.  And  as  their  political  people  judge  their  operational  commanders,  they  are  judged  against  the  outlines  of 
those  boxes.  Is  what  this  guy  practical  and  consistent?  Does  it  conform  to  what  history  tell  them  is  a  successful 
operations?  Those  two  questions  having  been  answered,  the  political  officer  has  not  much  else  to  say. 

Now  suppose  that  system  goes  down?  Or  somebody  puts  a  bullet  to  its  head?  You  know  this  is  still,  till  we  get 
totally  intemetted,  and  whatever,  I  don’t  know  what  state  of  the  art  we  have  to  be  at  to  make  this  possible  but  I 
distinctly  remember,  I  went  down  to  Ft.  Sill  one  time  when  they  were  showing  me  TACFTRE,  I  was  in  TRADOC, 
and  the  van  and  the  nice  Captain  who  ran  the  van  and  whatnot  and  I  stood  there  and  watched  this  for  a  minute 
and  I  put  my  fiat  hand  down  on  the  keyboard  and  of  course  you  had  tilts  and  lights  and  all  that  stuff  and  the 
Captain  he  didn’t  know  what  to  make  of  that  stuff.  And  I  said,  now  Captain  why  don’t  you  go  ahead  and  finish  the 
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fire  mission,  I  can’t?  I  said  why  not?  He  said  Sir,  if  you’ll  pardon  me,  the  General  has  his  hand  on  the  keyboard? 
That's  exactly  right,  I’ll  take  my  hand  off  the  keyboard.  But  he  said,  you’ve  screwed  up  the  whole 
thing.  Well  I  said  finish  it,  you’ve  got  guns  out  there  that  are  laid  and  ready  to  finish  the  fire.  He  said  but  I  can’t 
do  it.  Are  you  telling  me  you  don’t  know  how.  He  said,  yes  sir  I’m  telling  you  I  don’t  know  how,  I  don’t  have 
anyplace  here  where  there’s  a  pad  of  some  kind  where  that  thing  left  off  and  you  just  in  effect  put  a  bullet  through 
the  side  of  the  van.  As  I  suggested  to  you  a  few  minutes  ago,  and  we’re  out  of  business.  So  I  turned  to  the 
command  ant  of  the  Artillery  School  and  asked  if  he  taught  soldiers  to  do  manual  operations  at  the  battery  level. 
No  we  don’t.  Why  not?  We  don’t  have  time.  Machinery  may  someday  overcome  that  problem,  but  I,  when  we 
created  the  Corps  Battle  Information  Reporting  System  we  created  it  on  long  yellow  paper  with  short  yellow 
pencils,  the  thing  breaks.  Somebody  knows  how  to  do  it  manually. 

MAI  Spencer:  And  the  whole  thing  of  EM  P.  The  only  good  news  about  it  is  the  Soviet  is  now  as  dependent  on 
transistors  as  we  are,  so  its  not  just  as  easy  for  him  to  throwing  up  a  neutron  or  something  and  zapping  everything 
in  the  battlefield,  because  everything  stops.  The  HUMMV  stop,  the  tank  stop.s  the  comms  stops  all  of  it . 

General  Starry:  There’s  some  frightening  things,  we’re  running  our  operation  in  the  Middle  East.  One  time  when 
I  had  all  non  secure  comms  and  we  were  at  that  point  dependent  on  one  satellite  for  command  control  from  here 
to  the  Middle  East.  Some  things  happened  in  that  communications  linkage  which  we  studied  over  some  weeks 
and  I  came  away  from  that  study  convinced  that  the  Soviet’s  had  done  two  things,  one,  they  had  tinkered  with 
ours,  probably  to  satisfy  their  own  curiosity  about  whether  or  not  they  could  do  it.  Two,  to  let  us  know  that  they 
could  do  it. 

We’re  coming  to  an  era  where  the  machine,  the  thinking  machine,  is  coming  into  the  world  of  satellites  and  so  on. 
We  will  be  able  to  put  more  and  more  stuff  on  the  platform  as  opposed  to  in  the  ground  station.  Now  we  bring  it 
down  and  massage  it  and  look  and  it  and  analyze  it,  and  what  not.  You  soon  will  be  able  to  do  most  of  that,  we’re 
in  that  mode  now,  see  eveiy  time  we  launch  a  satellite  we  have  to  do  a  TRADOC  analysis  about  what  goes  on  the 
platform  and  what  goes  on  the  ground,  and  the  technology’s  a  pace,  I’ll  tell  you  that.  If  that  thing  up  there  is  a 
replication  of  a  human  intellect  and  it  sort  of,  and  it  acts  like  that,  you  can  spoof  it.  Spoof  is  the  best  word,  you 
and  I  get  spoofed,  we’re  smart,  us  old  folks  at  least  say  we’re  smarter  than  any  machine,  I  don’t  know  whether  I 
believe  that  or  not,  but  I  can’t  process.  Whether  or  not  we  are,  there  are 

still  some  things  that  I  still  think  the  human  mind  can  do  today  that  machines  cannot  do,  some  things  that 
machines  can  do  that  the  human  mind  can’t  cope  with  in  terms  of  rapidity  processing,  intuitive  things  that  you  and 
I  think  about.  Suppose  we’ve  got  a  machine  up  there  with  intuition  and  the  machine  is  subject  to  spoofing,  the 
whole  deception,  you  can  deceive  a  whole  setup  of  platforms  with  a  variety  of  sensors  aboard,  the  whole  system 
can  be  deceived. 

There  is  an  interesting  commentary  on  AI  in  the  book  that  I  mentioned.  We  are  now  able  to  build  a  few  expert 
systems  to  do  a  few  very  limited  functions.  You  first  have  to  decide  what  kind  of  solution  do  you  want?  Think 
about  that  for  a  minute,  if  you  want  an  engineering  solution  to  the  problem  we’ll  clone  an  engineers  knowledge. 
So  you  build  your  engine  in  the  expert  system  with  a  panel  of  experts  who  bring  a  set  body  of 
judgement  to  bear.  It’s  particularity  important  to  do  that  because  if  you  want  an  engineering  solution  to  the 
problem  you  go  get  a  bunch  of  engineers,  if  you  want  a  behavioral  kind  of  a  solution  to  your  problem,  you  get  a 
bunch  of  those  people.  So  it’s  the  discipline,  the  mind  that  you  clone  in  creating  the  expert  system  that  colors  your 
outcome.  You  really  have  to  understand  that  when  you  design  the  system.  If  you  want  to  avoid  a  mechanistic, 
mechanical  engineering  kind  of  solution  in  the  end,  then  you  do  not  want  strictly  engineers  doing  the  initial  design. 
So  how  are  we  going  to  build  our  thinking  machines?  Our  thinking  machines  are  going  to  begin  as  a  system  of 
interconnected  mini-expert  systems;  a  system  of  systems. 

We  have  built,  for  example,  an  expert  system  for  onboard  reduction  of  satellite  anomalies.  There  commercial, 
although  they  don’t  have  to  be.  We  simply  cloned  what  we  were  doing  on  the  ground  station  and  built  an  expert 
system  and  put  it  in  the  payload.  So  when  something  goes  wrong  it  automatically  reduces  the  anomaly  and  you 
never  know  about  it. 

MAJ  Spencer  Let  me  ask  an  affiliated  question.  A  few  years  ago  at  an  G2  Military  Intelligence  Commanders 
conference  we  tested  these  guys  to  see  how  they  solved  the  intelligence  collection  problem.  Do  they  establish  a 
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thesis  and  then  set  out  with  their  collection  to  prove  their  thesis  correct  or  do  they  use  collection  to  try  and 
disprove  the  thesis.  The  results  were  that  85%  of  our  intelligence  leaders  tended  to  reinforce  or  confirm  their 
thesis.  Only  15%  put  the  assets  out  insure  that  they  were  not  surprised  What  do  you  think  that  might  tell  us? 

General  Starry:  The  likelihood  is  that  they,  in  a  real  situation  where  you  have  enough  indications  of  something  to 
cause  you  to  think  that  may  be  right  but  you  don’t  have  enough  to  convince  you  beyond  a  reasonable  doubt  and  so 
you  put  out  a  hypothesis.  I  do  this  all  the  time,  but  I  don't  do  it  without  some  information,  50-50  or  60-40,  it’s 
about  right.  It  really  isn’t.  Okay  here’s  what  it  looks  like,  you  guys  go  test  this  and  find  out  if  I’m  right  or  wrong. 
That’s  alright  so  long  as  you  understand  you  can  be  wrong.  All  too  often  people  who  get  that  far  along  in  the 
thought  process  are  saying  to  the  guy  who  goes  and  does  the  analysis  for  them  prove  that  I’m  right  and  the  person 
who  receives  the  instructions  depending  on  the  difference  in  grade  levels,  thinks  that  he’s  being  told  to  do  is  go 
confirm  the  bosses  expert  suspicions.  That  may  not  be,  that  isn't  right  in  the  first  place  and  probably  isn’t  what  the 
boss  wanted. 

MAJ  Spencer:  It’s  not  right  across  our  entire  institution.  But  particularly,  I’ve  always  seen  the  G2  role  on  the 
staff  as  a  devil’s  advocate.  The  guy  that  was  allowed  to  play  that  role  and  it  seems  to  me  that  if  85%  of  the  guys  in 
my  business  are  advocating  that  role  we’ve  got  some  problems.  What’s  behind  all  of  that.  Will  an  expert  system 
applied  to  Arnhem  at  the  end  of  WWII,  recognize  that  one  photograph  of  a  tank  gun  out  from  under  a  tree 
spelled  defeat  to  that  entire  operation,  and  I  don’t  think  it  will.  Because  they  base  it  on  boundaries  and  thresholds 
and  probabilities  and  correlation  and  so  forth.  So  unless  you  said  that  one  tank  gun  at  Arnhem  equals  two  Panzer 
Divisions  you  have  a  problem  gening  the  system  to  recognize  anomalies.but  that  requires  almost  a  perfect 
knowledge  of  what’s  going  to  happen. 

General  Starry:  It  requires  seeing,  if  you  had  seen  that  thing,  or  that  guy  had  seen  that  thing.  What  you  and  I 
would  call  intuition.  The  Germans  in  the  Ardennes.  They  assembled  thousands  of  soldiers,  hundreds  of  tanks, 
thousands  of  vehicles  and  whatnot.  And  the  only  guy  on  our  side  who  read  the  signals  right  was  the  3rd  Army  G2, 
Oscar  Koch.  The  others  waffled  it.  How  did  he  do  that?  I  asked  him  after  the  war  what  caused  him  to  write  that 
assessment  the  way  he  did  and  he  said  it  was  just  intuition.  He  said  "it  may  have  been  my  German  intuition,  or  it 
may  have  been  my  American  intuition...  I  think  it  was  my  German  intuition." 

MAJ  Spencer:  He  had  to  take  the  initiative  and  was  tied  down  on  all  other  flanks,  so  really  had  no  other  choice 
except  to  capitulate.  If  you  put  all  those  pieces  together  it  all  pointed  to  one  thing. 

General  Starry:  Yes,  but  that’s  in  retrospect  you  see.  You  go  back  to  the,  what  did  Koch  see,  what  did  he  hear, 
what  did  he  know?  Someplace  in  that  whole  bunch  of  noise  that  was  coming  out  of  that  area,  he  saw  the  signals 
that  he  thought  were  important,  and  he  kicked  on  those.  But  you  could  just  as  easily  get  lead  astray,  let  me  give 
you  an  example.  On  the  lOthe  of  February  1977,  it  was  a  foggy  morning  in  V  Corps,  I  mean  zero,  you  couldn’t  fly 
you  could  barely  drive  all  the  way  from  the  Rhein  to  the  border.  A  Sergeant  from  a  little  OP  up  north  of  OP 
Alpha  called  me,  called  the  command  center,  called  me  and  said  sir,  I  see,  about  0230,  0300,  sir  I  see  tanks,  he’s 
got  his  big  C5  up  there  looking,  how  may  enemy  tanks  do  you  see?  I  can  see  10,  9  or  10.  And  theres  a  little 
training  area  over  there  but  he  said  they  weren’t  there  yesterday.  And  there  haven’t  been  any  tanks  in  that  area 
for  the  last  three  weeks.  Well,  as  the  day  unfolded,  there  was  a  whole  division  up  there  and  the  fog  finally  cleared 
and  that’s  another  story.  After  it  was  over,  we  confirmed  that  we  had  a  division,  and  they  eventually  went  off  and 
loaded  on  rail  cars  and  went  up  to,  the  training  area  up  north.  But  they  were  there  so  I  had  the  guys  go  back  in 
the  Augsburg  Border  Station  Take  and  the  Border  Station  Take  because  the  division  that  turned  out  was 
a  division  that  was  stationed  over  near  Dresden  and  they  had  moved  over  to  this  area  and  went  up  north  to  train. 

So  it  seems  to  me  we  went  back  over  the  tapes  intercept  stuff  for  the  last,  previous  three  weeks  to  see  if  we  could 
find  in  the  noise  the  signals  that  told  us  they  were  moving  in  there  and  we  could  not  find  it,  they  may  have  been 
there,  but  we  couldn’t  find  them  couldn’t  identify  them.  Look  at  the  Israeli  in  1973,  three  times  before  that  attack 
in  October,  they  had  partial  mobilization  in  Israel  because  the  thought  they  saw  in  the  noise  the  signals  that 
intended  an  attack.  Did  they?  I’ve  asked  the  Egyptians,  One  of  the  reasons  the  Israelis  didn’t  pull  the  string  on 
mobilization  in  October  was  that  mobilization  for  them  was  terribly  disruptive  of  the  economy,  it  cost  them 
a  lot  of  money  and  they  said  to  themselves,  I  talked  to  David  EUizol  about  this  before  he  died,  and  he  said  we 
simply  couldn’t  afford  to  mobilize  again.  Was  crying  wolf,  and  it  was  expensive  and  the  economy  and  the  whole 
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thing  we  can’t  afford  it.  Were  the  Egyptians  smart  enough  to,  to  had  the  Israeli  held  back  on  the  other  three 
occasions  would  the  attack  have  come  sometime  other  than  October  the  6the?  I  don’t  know. 

MAJ  Spencer;  Are  you  familiar  with  the  Battlefield  Deception  Cells  that  are  being  fielded  to  the  divisions  and 
corps  right  now?  I  am  concerned  that  these  deception  planners  may  be  outside  of  the  real  planning  nucleus  and 
be  on  the  periphery.  It  seems  that  the  real  players  are  the  commander,  the  G3,  and  his  plans  and  operations 
officers.  Sometimes  both,  but  normally  the  plans  guy  for  the  future  and  the  ops  guy  for  present  execution.  These 
three  or  four  will  stand  at  the  map  with  grease  pencils  and  the  germ  of  an  idea.  When  they  step  away  from  the 
map  the  central  concept  of  the  plan  is  complete.  I’m  not  sure  the  deception  planner  will  get  into  that  meeting. 
Any  thoughts  on  that,  Sir? 

General  Starry:  I  think  it  depends  on  a  couple  things,  it  depends  on  the  level  of  command  your  are  at.  It 
shouldn’t  be  that  way  though.  I  don’t  know  how  they  did  Operation  Overlord  or  what  it  cost  them  in  terms  of 
headquarters.  General  Patton  ran  some  kind  of  deception  headquarters.  It  was  a  full  blown  Army  Headquarters 
wasn’t  it,  that’s  all  they  did. 

MAJ  Spencer:  He  ran  an  Army  Headquarters,  they  assigned  paper  divisions  to  it  and  even  built  some 
encampments  and  airfields.  That  was  an  interesting  time  because  it  was  not  a  constrained  resource  environment, 
it  certainly  was  a  constraint  but  it  wasn’t  what  it  today.  The  British  had  an  outfit  called  London  Controlling 
Station.  It  was  the  deception  clearing  house  for  Britain.  It  had  ties  to  MIS  and  elsewhere  to  coordinate. 
Churchill  was  involved 

as  well.  He  really  enjoyed  deception  and  was  vety  adept  at  it.  I  have  another  question  that  is  also  interesting  to 
me.  You  know  Rand  Arroyo  did  a  study  on  deception  at  the  NTC  and  found  good  units  that  are  able  to  do 
everything  else  well  generally  integrate  deception  and  are  generally  successful.  That  unit  that  can’t  manage  to  get 
their  fire  support  and  their  barriers  synchronized  either  don’t  do  the  section  or  when  they  do  it  just  pulls  away 
from  something  else.  Following  that  do  you  think  there  are  some  trade-offs  whether  it  be  from  echelon  or 
whether  just  for  specific  missions  you  focus  or  whether  you  just  say  that  I  know  this  guy  down  here  can  do  a  good 
job  of  it,  I  know  this  guy  will  just  make  a  mess  of  it,  therefore  I’m  going  to  choose  my  players  that  way. 

General  Starry:  Well,  I  guess  that  is  important.  I  think  it’s  important  to  look  at  if  we’re  going  to  look  at  it 
doctrinally.  I  wouldn’t  look  at  deception,  I  wouldn’t  call  it  battlefield  deception.  But  I  think  you’ve  got  tactical 
deception,  you’ve  got  deception  operations  at  the  operational  level,  and  you’ve  got  strategic  deception  operations. 
And,  that  may  help  a  little  bit  in  sorting  out  the  national  armies  and  so  on.  You  pick  some  cleaver  zealot  who 
is  good  at  cobbling  up  stories,  some  guys  are  clearly  going  to  be  better  at  this  than  others,  There  is  no  question 
about  that.  And  he  may  end  up  with  a  better  operation  than  the  guy  that’s  planning  the  real  one.  But  some  of 
them  can  be  very  simple  tactical  deception,  my  first  battalion  commander  was  a  fellow  named  LTC  Abrams,  and 
we  were  a  divisional  tank  battalion  in  an  infantry  division,  a  lonesome  kind  of  operation.  And  we  were,  regiments 
of  the  division  were  staging  their  annual  tests,  AT,  and  we  were  grossly  outnumbered.  They’d  given  all  the 
regimental  tank  companies  to  this  guy  and  he  had  three  tank  companies  and,  the  regiment  was  out  there  and  we 
were  supposed  to  defend  this  area  woods.  So  what  he  did  was,  the  regiment  was  two  up  and  one  back,  boy  he  was 
standard  right  by  the  book.  So  we  took  a  tank  platoon,  LTC  Abrams  took  a  tank  platoon  and  a  smart  young 
lieutenant,  college  classmates,  and  thit  tank  platoon  drove  around  all  night  long  in  the  woods  in  front  of  the  two 
lead  battalions  of  that  regiment.  They  worked  out  a  schedule  before  hand  and  they  would  drive  so  far  in  a  certain 
direction,  stop  and  you’d  hear  a  gas  can,  jerry  cans  in  those  days,  you  had  to  knock  the  screwed  cap,  American  cans 
you  unscrewed  it.  So  you  could  hear  the  guys  hammering  on  those  lids  and  then  throwing  all  those  empty  cans 
back  in  the  truck,  you  could  hear  all  those  things  and  of  course  you  had  the  woods,  it  was  foggy  and  sound  carried 
for-ever-more  and  that’s  all  they  did  all  night.  So  about,  2  AM  the  regimental  commander  listening  to  all  this, 
listening  to  all  the  input  got  so  nervous  that  he  committed  his  reserve  battalion  to  the  line.  He  moved  a  couple  of 
companies  over  and  he  slipped  them  into  the  line  and  he  figured  he  was  getting  a  big  attack,  actually  what  he  did 
was  wench  them  over  a  little  bit  like  this.  While  all  this  was  going  on  with  one  platoon,  and  some  trucks  out  here, 
we  took  the  whole  remainder  of  the  batflion  on  about  a  forty  mile  road  march  around  behind  the  regiment 
and  the  minute  his  reserve  battalion  was  in  place  in  the  front  we  attacked  them  in  the  rear. 

MAJ  Spencer.  Sir,  thats  all  the  time  we  have  now.  I  want  to  thank  you  for  your  time  and  your  opinions.  Thank 
you  very  much. 
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Appendix  C 


Interview  with  Dr.  Edward  Luttwak 

(Chevy  Chase,  Md,  3  December  1989) 


Dr.  Luttwak  Deception  as  an  action,  as  an  activity,  consists  of  techniques. 

It  arises  from  culture.  Although  over  time  you  can  educate  an  armed  force  if  you  do  it 
through  office  training  and  all  these  other  things.  There  are  some  cultures,  military 
cultures,  in  which  deception  comes  first  then  you  design  your  operation  around  it  Your 
starting  point  is  that  you  don't  want  to  have  a  fair  fight  You  don't  want  to  run  into  the 
enemy  guns  and  that's  an  implicit  starting  point 

It  comes  naturally,  therefore,  that  you  cannot  work  with  a  deception  scheme  when  you've 
come  up  with  your  deception  scheme  then  you  turn  around  and  you  start  worrying  about 
how  your  going  to  muster  your  forces  what  kind  of  orders  your  going  to  cut  for  your 
artillery,  infantry  and  so  forth.  Then  there  are  other  kinds  of  cultures  in  which  you  make 
a  plan  your  going  to  do  this,  your  going  to  use  your  means  to  achieve  this  result  and  then 
having  worked  everything  out  you  then  around  to  the  G3  and  ask  him  to  come  up  with 
some  sort  or  deception  plan  that  will  mass  that  which  you  have  decided  to  do.  In  the  first 
instance,  you  are  able  to  achieve  major  results  by  deception,  in  the  second  instance  you 
have  a  marginal  effect  on  deception. 

Different  armed  forces  are  different  in  that  regard.  In  the  Soviet  Army,  for  example,  in 
the  Second  World  War,  as  soon  as  they  were  able  to  acquire  their  balance  (lets  say  the 
summer  of  1942)  they  were  still  in  retreat  but  they  had  recovered  their  balance  enough  to 
start  acting  coherently.  Every  single  Soviet  operation,  every  major  Soviet  operation 
conducted  after  the  summer  of  1942  was  a  deception  first  operation.  Where  they  worked 
out  how  they  were  going  to  deceive  the  Germans  (and  at  the  very  Japanese)  and  then 
they  deployed  forces  accordingly. 

In  this  sense  what  they  were  doing  was  very  different  from  coming  up  with  a  plan  and 
then  trying  to  mask  the  plan  with  deception.  The  degree  to  which  you  want  to  use  it, 
these  cultures  are  formalized  from  some  sort  of  ancient  origin.  They  required  a  sense  of 
vulnerability  a  weakness.  The  overwhelmingly  strong  set  out  to  impose  its  strength  on  the 
minor.  If  willing  to  use  deception,  the  minor  could  avoid  some  particular  problems.  The 
armed  force  that  shows  itself  to  be  weak  and  not  to  have  the  means  to  impose  its  will  on 
the  enemy  relies  on  deception  because  that  is  the  only  way  it  will  be  able  to  win  the 
cause. 

Indeed,  you  might  say  the  very  last  Soviet  Offensive  against  the  Germans  in  1945  was 
done  without  concern  for  deception.  They  gathered  enormous  amounts  of  artillery  and 
took  their  time  doing  it  They  assembled  enormous  amounts  of  ammunition.  They  no 
longer  felt  the  need  to  use  deception. 

MAJ  Spencer  They  did  successfully  mask  the  large  lateral  movements  of  large  forces  such 
as  at  Oder- Vistula. 
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Dr.  Luttwalc  Yes  they  would  still  use  it  operationally,  but  it  was  not  the  pervasive  use 
of  deception.  Not  standardized.  As  for  the  Israelis  they  went  deception  first,  in  all  their 
wars.  But  in  1982,  when  they  were  confronted  by  the  Syrians,  they  thought  they  were 
overwhelmingly  strong  so  they  didn't  try  to  deceive  the  Syrians  for  example  by  the  axis 
of  their  attack.  The  characteristic  Israeli  thing  to  have  done  would  have  been  for  them 
to  mass  in  the  Golan  Heights  and  attack  elsewhere.  But  they  thought  they  were 
overwhelmingly  strong  and  they  didn't  do  it 

To  go  to  deception  first  involves  doing  the  unexpected  which  involves  doing  that  which 
goes  against  common  sense,  that  which  involves  going  against  economy,  means,  straight 
forwardness,  and  all  these  other  things.  You  have  to  go  against  common  sense. 
Whenever  you  are  doing  what  is  expected  you  are  doing  something  less  efficient,  you  are 
doing  something  willfully  inefficient  You  are  not  taking  the  efficient  route,  you  are  taking 
the  round  about  route.  Your  not  efficiently  mustering  your  means,  you  are  doing  it  at  the 
last  minute.  You  are  not  moving  troops,  or  not  moving  supplies  in  daylight  You  do  it 
at  night  when  you  loose  half  your  sleep  and  all  these  other  things.  Every  act  of  deception 
involves  a  willful  inefficiency  inflicted  on  oneself  for  the  sake  of  doing  the  unexpected  and 
surprising  the  enemy. 

MAJ  Spencer  That's  been  said  loud  and  clear,  but  we  don't  always  learn  those  lessons 
FM  100-5  talks  about  surprise  without  telling  us  how  to  go  about  doing  it 

Dr.  Luttwalc  You  do  surprise  by  writing  down  those  things  you  have  been  taught  to  do 
for  your  given  mission.  Then  you  sit  down  and  find  all  the  common  sense  and  all  the 
logic,  all  the  chances  and  methods  that  the  Army  prescribes.  All  the  procedures.  .  Vnd  you 
say  this  is  the  best  common  sense  most  efficient  way  of  doing  this  job,  the  expected  way 
of  doing  this  job,  so  let  me  begin  by  reversing  every  one  of  these  instruction.'.  and  moves. 


If  I  want  to  attack  the  west,  I  deploy  and  muster  from  the  East  If  I  want  to  attack  in 
daytime  I  prepare  at  night  You  begin  with  that  and  then  some  of  the  things  you  prefer 
to  do  cannot  be  done  at  all.  And  you  remove  them  and  you  then  have  your  deception 
plan. 

So  perhaps  100-5  should  be  written  out  as  an  inverse  document  which  in  a  sense  is  saying. 
I'm  going  to  sort  out  all  the  proper  and  efficient  ways  of  doing  things  in  this  document 
which  add  on  to  what  you  learned  when  you  were  in  university.  West  Point,  Command 
an^  Staff  College,  and  now  write  out  your  orders,  your  war  plan  accordingly  and  then 
reverse  it  Do  it  upside  down  and  now  you  have  a  deception  plan. 

All  the  accomplished  deceivers  in  history  have  relied  on  their  enemies  imprisonment  by 
common  sense.  As  soon  as  you  get  to  higher  levels  of  consideration.  Above  your 
personnel  levels,  strategic  levels,  fields  of  strategy,  national  strategy,  the  strategy  of  forces, 
air  strategy,  naval  strategy,  and  so  on.  You  are  now  entering  into  a  somewhat  different 
strategy  area  because  you  now  have  two  allies  not  only  one.  The  first  ally  you  always 
have  is  common  sense.  Common  sense  is  an  ally  that  tells  your  enemy  what  you  are 
supposed  to  be  doing,  which  isn't  what  your  planning  to  do.  But  at  the  higher  levels  you 
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have  something  else,  and  that  is  that  the  enemy  cooperates  in  your  deception,  he  is 
willing,  he  is  an  active  part  of  your  deception. 

MAJ  Spencer  By  expectation? 

Dr.  Luttwalc  Yes,  more  than  common  sense  is  involved.  Not  only  because  of  his  fixation 
on  the  common  sense  solution  you  have  rejected,  but  also  because  he  has  certain 
expectations  of  his  own.  He  has  some  desired  end  which  may  be  political,  or  may  be 
institutional  in  terms  of  support  Successful  deceivers  at  these  higher  levels  have  the 
advantage  that  those  whom  they  wish  to  deceive  wish  to  be  deceived. 

For  example,  when  the  Soviet  Union  in  the  50s  was  faced  with  the  problem  of  competing 
with  the  United  States  in  the  long  range  delivery  of  nuclear  weapons,  the  Soviet's  could 
prove  that  the  American's  were  not  too  far  ahead  in  bombers,  especially  in  navigation. 
The  Soviets  could  build  bombers  but  the  terrific  problem  was  getting  and  maintaining  r  n 
operational  bomber  force.  So  they  decided  that  they  were  going  to  emphasize,  they  were 
going  to  go  into  ballistic  missiles  which  is  technically  much  more  arduous  a  course  by 
which  would  to  overcome  these  operational  problems  they  had  of  navigating  a  bomber 
force  and  penetrating  our  defenses.  They  were  very  sensitive  to  the  fact  that  our 
penetration  depended  on  electronic  warfare,  which  they  felt  they  were  toially  out-matched 
in.  So  one  of  the  crucial  things  they  relied  on,  was  that  there  would  be  no  use  for  them 
to  go  into  ballistic  missiles  if  the  Americans  would  be  there  first  The  Americans  were  of 
course  technologically  much  better  placed  to  be  first  with  ballistic  missiles.  But  the  Soviets 
used  a  deception  plan  and  the  deception  that  they  worked  on  was  to  use  a  bomber 
program  which  they  didn't  take  seriously,  which  was  not  there  priority  effort,  using  it  as 
a  deception. 

A 

The  reason  why  it  worked  was  because  the  U.S.  Ar  Force  loved  bombers  and  hated 
ballistic  missiles,  and  therefore  was  very  willing  to  be  decei\  ed  into  thinking  the  Soviet 
weren't  building  missiles.  The  Soviets  successfully  deceived  the  United  States  into 
thinking  that  they  were  designing  in  long  range  bombers  and  concealing  the  fact  that 
they  were  working  on  the  ballistic  inissile.  They  could  not  have  pulled  off  the  deception 
if  the  U.S.  Ar  Force  and  Ar  Force  Intelligence  didn't  passionately  want  to  believe  that 

When  the  Germans  successfully  deceived  the  Soviet7 s  about  Barbarosa,  they  managed  to 
pull  off  a  surprise  attack,  a  condition  which  should  have  been  quite  impossible.  Here  are 
the  Germans  ganging  up  the  bulk  of  their  armed  forces  and  concentrating  them  as  a  mass 
of  horse  drawn  carts.  The  first  point  is,  there  were  lots  of  men,  lots  of  horses,  as  well  as 
some  tanks,  in  fact,  from  Finnish  Campaign  to  the  Black  Sea.  The  deception  was  possible 
because  Stalin  desperately  wanted  to  believe  that  the  Germans  had  done  all  this  to 
blackmail  the  Soviet  Union.  He  was  expecting  them  to  issue  an  ultimatum  and  make 
demands.  His  strategy  was  that  the  Germans  would  make  big  demands  on  the  Soviet 
Union  for  territorial  concessions,  possibly  huge,  and  that  he,  Stalin,  would  accept  every 
single  demand  and  there  would  be  no  war.  That  was  his  plan.  That  is  why  he  was  so 
concerned  that  a  war  might  break  out  accidentally.  That  is  why  his  only  instructions  and 
orders  were  for  heavens  sake  don't  open  fire.  In  this  case  Barbarosa,  if  you  were  the 
deception  officer  for  Barbarosa,  you  would  conclude  that  you  cannot  mask  Barbarosa.  But 
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you  could,  because  its  done  with  cooperation.  The  victim  always  cooperates  when  there 
is  a  successful  deception. 

In  the  1973  war  the  Israelis  had  gone  through  a  very  nasty  experience  of  mobilization  in 
the  spring  of  1973.  Their  only  coherent  course  of  action  would  be  to  either  mobilize  their 
forces  and  retain  constant  readiness  or  we  have  to  make  vertical  concessions  required  to 
come  to  an  understanding  with  Egypt  And  there  were  these  plans  floating  around 
essentially  for  the  Israelis  to  give  up  the  Sinai  demilitarized.  The  Israeli  government  didn't 
want  to  come  to  political  understanding  with  the  Egyptians  and  neither  did  it  want  to 
keep  the  Israeli  armed  forces  mobilized  at  all  times.  Therefore,  it  kidded  itself, 

persuaded  itself  with  a  theory  that  the  Egyptians  could  not  launch  a  war  because  the 
indispensable  requirement  was  a  reasonable  balance  in  the  air.  And  they  didn't  have  a 
reasonable  balance  in  the  air  and  therefore  couldn't  launch  an  attack.  They  put 
themselves  in  willful  complicity  with  the  deception  by  this  phenomenon.  The  Israeli 
conception  was  the  Egyptians  could  not  win,  therefore  they  assumed  they  could  not 
attack.  It  didn't  occur  to  them  someone  could  attack  even  though  he  could  not  win. 

So  what  we're  dealing  with  is  that,  as  the  deceiver  you  have  the  three  basic  factors 
involved;  first,  the  deceiver's  orientation:  do  you  have  a  deception  culture  or  do  you  have 
an  action  culture  with  deception  as  a  subset?  If  it  is  the  latter,  then  deception  should  by 
all  means  be  pursued  but  don't  have  any  illusions  that  its  going  to  be  very  important  or 
successful.  If  you  go  to  deception  first  you  can  probably  overthrow  the  military  balances 
and  achieve  completely  expected  results.  Second,  common  sense  is  your  enemy  when 
your  planning  your  own  deception.  Whenever  you  follow  common  sense  you  are  not 
deceiving  you  are  doing  the  expected.  The  enemy's  common  sense  is  your  ally.  Also 
whenever  political  considerations  cause  the  enemy's  passionate  desire  to  be  deceived,  you 
have  the  possibility  of  deception. 

MAJ  Spencer  Let  me  ask  a  question  about  the  1973  War?  How  much  of  that  do  you 
think  was  Egyptian  culture  prosecuting  the  deception  as  opposed  to  Soviet  advisors 
showing  them  a  way  to  achieve  a  stunning  surprise  victory  against  the  Israelis? 

Dr.  Luttwalc  After  the  spring  mobilization  the  Egyptian  armed  forces  were  ready  for 
attack.  They  were  not  totally  ready  but  they  were  95%  ready  to  launch  a  war.  Once  they 
saw  the  Israelis  were  not  staying  either  fully  mobilized  and  had  initiated  the  dialogue  to 
avoid  the  war,  then  at  that  point  things  became  relatively  easy  and  the  deception  the 
Egyptians  engaged  in  was  reasonably  simple.  There  was  no  need  to  believe,  no  need  to 
assume,  that  the  Soviets  advised  them.  The  Soviets  did  advise  the  Egyptians  to  carry  out 
such  ever  since  1955  in  a  sense.  They  advised  by  instructional  training  methods,  its 
military  and  its  political  implication  and  so  forth.  I'm  sure  they  communicated  to  the 
Egyptians  that  the  Israelis  were  such  an  easy  mark  The  only  way  the  Israelis  could 
function  would  have  been  to  have  ask  for  mobilization  upon  every  indication  of  war.  In 
which  case  they  would  have  had  the  mobilization  on  every  single  day. 

What  they  didn't  realize,  what  the  Chief  of  Intelligence  himself  did  not  personally  realize 
was  that  in  the  circumstances  the  only  thing  he  could  do  was  go  to  the  cabinet  and  say, 
cut  my  budget  because  I'm  no  longer  capable  of  predicting  attack.  The  Egyptians  are  95% 
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ready  to  launch  an  attack.  I  can  never  give  you  enough  warning  to  avert  surprise.  So 
either  you  negotiate  your  way  out  of  this  or  you  organize  a  permanent  mobilization 
because  I  can't  help  you  anymore.  You  know  if  you  have  a  house  and  allow  somebody 
to  set  up  a  piece  of  artillery  in  your  front  lawn  pointed  right  into  your  house  and  then  try 
and  avoid  being  caught  by  surprise.  You  can't,  everything  is  pointing  at  you.  That  was 
established  not  when  the  gun  was  fired  but  when  you  allowed  the  calculations  and 
assessments  that  led  him  to  set  up  the  gun  in  the  first  place. 

Now  this  thing  about  culture.  1  have  spent  a  lot  of  time  around  with  armed  forces.  I've 
been  on  patrols  with  the  Israelis,  Koreans,  Salvadorans,  Finns,  with  all  sorts  of  armed 
forces  over  the  years.  I've  noticed  how,  in  some  of  these  armies,  routine  is  the  essence 
of  the  activity.  That's  associated  with  a  desire  to  be  orderly  and  be  efficient  Their 
routines  are  all  exemplary  and  spring  from  their  cultures  desire  for  efficiency,  order, 
making  proper  use  of  personnel,  being  careful  with  government  property,  and  all  these 
other  things.  For  these  sorts  of  forces  deception  is  extremely  difficult  Deception  is  an 
awkward  made-up  thing,  a  willed  thing,  a  hard  to  do  thing.  Which  is  done  very 
imperfectly  and  inefficiently. 

Other  armed  forces  which  are  not  procedure  oriented,  but  are  goal  oriented  instead  there 
job  is  to  do  this  or  do  that  and  then  they  do  is,  they  focus  on  another  goal  for  awhile.  For 
this  sort  of  unit  deception  comes  naturally. 

General  Dozier  applied  deception  at  first  in  Verona,  Italy.  He  was  supposed  to  apply  a 
very  elementary  form  of  deception  which  was  to  vary  his  time  when  he  goes  to  the  office, 
and  various  other  habits.  Not  to  do  certain  things  at  the  same  time.  Dozier  used  to  go 
jogging  exactly  at  the  same  time  every  morning  and  he  maintained  a  routine.  He  could 
not  keep  himself  from  doing  it  He  is  the  product  of  a  military  structure  in  which 
procedures,  routine  and  suchforth  came  natural.  He  was  uncomfortable  with  the  idea  that 
he  should  wake  up  in  the  morning  and  decide  when  he  should  do  what 

MAJ  Spencer  Are  the  Soviet's  hampered  because  they  are  generally  a  very  regimented 
group? 

Dr.  Luttwalc  The  Soviets  are  very  regimented,  but  they  are  also  flexible!  They  are  the 
most  flexible  people  in  the  world  at  the  upper  levels  and  the  most  regimented  at  the  lower 
levels.  To  give  an  example  of  regimentation,  the  Soviet  concept  of  discipline  always 
assumes  that  if  there  is  no  discipline  there  will  be  anarchy.  But  to  give  an  example  of 
flexibility,  when  the  ballistic  missile  showed  up  and  we  had  qualms  as  to  who  they  should 
belong  between  the  artillery,  the  Navy  the  Air  Force.  The  Soviets  created  a  strategic 
weapons  force.  This  is  exemplified  even  in  the  echelonment  of  their  forces.  On  one  hand 
you  have  rigid  intractable  formations  of  soldiers  and  on  the  other  you  have  the  front 
which  is  totally  flexible. 

General  Doziers  responsibility  was  to  do  liaison  wherever  possible  and  he  was  living  in 
an  area  which  was  called  beautiful  city,  which  was  full  of  culture,  he  could  very  easily 
have  organized  his  life  around  the  necessary  jobs  he  had  to  do.  Nobody  asked  him  to  go 
to  the  office  at  8:00  in  the  morning,  there  was  no  need  for  him  to  be  there. 
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I  once  spmt  some  considerable  time  with  an  Israeli  paratrooper  battalion,  whose  job  was 
to  stop  infiltration  around  the  Jordan  River.  This  was  a  long  time  ago  before  the  barrier. 
The  battalion  kept  trying  to  refocus  on  the  infiltration,  who  comes,  when  he  comes,  and 
they  come  with  solutions  for  it,  ambushes,  patrols,  interceptions.  And  they  were  constantly 
fighting  this  problem.  I  was  with  the  Koreans  who  were  doing  camp  infiltration  during 
infiltration  of  the  Korean  DMZ  For  them  everything  was  absolutely  pink,  it  was 
all  procedure  it  was  patrol  goes  out  at  0500  hours  and  suchforth.  I  could  cross  the  Korean 
DMZ  anytime  I  wanted.  All  you  have  to  do  is  observe  the  routine  and  find  the  gaps  and 
go  through  them.  If  you  try  to  infiltrate  through  the  Israelis,  you  may  get  through  as 
well,  but  you  can't  predictably  get  through  because  you  don't  know  what  they  are  going 
to  do  next  But  at  the  same  time  the  Korean  Army  is  very  disciplined,  whereas  these 
Israelis  looked  like  an  encampment  of  ruffians.  The  battalion  commander  was  shacked 
up  with  several  Army  girls  in  one  of  the  rooms  upstairs  and  the  soldiers  were  cooking  and 
eating  all  the  time  and  there  were  tin  cans  lying  around.  They  were  not  there  to  be 
respectable,  they  were  not  there  to  be  neat,  they  were  not  there  to  be  disciplined.  They 
were  there  to  stop  infiltration.  The  officers  were  sitting  around  tossing  empty  cans  over 
their  shoulders  and  figuring  out  what  happened  yesterday  and  the  day  before  and  how 
they  should  act  tomorrow  and  thereafter.  There  was  no  routine  at  all,  in  fact  it  wasn't  the 
case  of  setting  up  a  routine  there  was  just  no  routine. 

MAJ  Spencer  How  do  you  think  we  ought  to  handle  that  in  our  Army,  which  is,  of 
course,  very  routine  bound? 

Dr.  Luttwalc  In  the  case  of  forces  like  your  light  infantry,  which  will  live  or  die  according 
to  their  ability  to  see  the  enemy.  There  should  be  a  deliberate  lessening  of  routine  and 
procedure  and  there  should  be  a  cultivation  of  the  innovation  and  spirit  Even  in  the 
British  Army  which  is  a  very  disciplined  Army  the  light  infantry  has  this  style,  there  is  a 
distinct  style,  which  is  more  informal  between  the  officers  and  the  NCOs.  And 
improvisational.  And  I  think  a  tradition,  I  think,  of  leaders  who  establish  themselves 
imaginatively. 

MAJ  Spencer  Are  we  likely  to  waste  more  time  than  we're  going  to  gain? 

Dr.  Luttwalc  In  doing  what? 

MAJ  Spencer  In  accepting  deception  as  something  that  we  ought  to  do  all  the  time. 
There  is  a  movement  in  that  direction.  There  is  a  great  concern  with  the  commitment  of 
intelligence  assets  to  get  the  necessary  feedback. 

Dr.  Luttwalc  I  didn't  want  to  get  into  this  so  much.  This  is  the  greatest  absurdity  of  the 
deception  routine.  Making  sure  that  the  enemy  is  being  deceived.  So  you  need 
penetration  of  the  enemy,  you  need  to  observe  the  enemy.  But  there  are  real 
phenomenon  congruent  and  supportive  of  a  huge  military  initiative  which  they  are 
working  on.  Which  will  produce  a  new  form  of  warfare  on  a  huge  scale.  Which  is  out 
matched  them  by  a  totally  different  mode  of  warfare.  And  they  are  working  on  that  now.  - 
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MAJ  Spencer  Do  you  mean  plasma  fusion  and  all  the  other  different  weapons  systems 
that  are  out  there  on  the  horizon? 

Dr.  Luttwalc  I  say  that  they  are  creating  a  new  form  of  deception  or  surprise  because 
what  they  are  doing  is  against  common  sense.  Its  also  against  the  current  designs  of  our 
armed  forces. 

MAJ  Spencer  That  is  most  intersting  sir.  Thank  you  for  your  time. 
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ADC(M) 

25th  Infantry  Division 
APO  NY  96857 

BG  John  D.  Howard 
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10th  Mountain  Division  (Light) 
Fort  Drum,  NY  13602-5000 

BG  Dennis  P.  Malcor 
ADCS  for  Training 
TRADOC 

Fort  Monroe.  VA  23651-5000 

BG  William  M.  Matz,  Jr 
U.S.  Western  Command 
Fort  Shafter,  HI  96858 

BG  Stephen  Silvasy,  Jr 
DCS  for  Training 
TRADOC 

Fort  Monroe,  VA  23651 

BG  Richard  F.  Simmons 
ADC  82d  Airborne  Division 
Fort  Bragg,  NC  28307 


BG  Kenneth  W.  Simpson 
Commandant 

U.S  A  Sergeant  Major  Academy 
Fort  Bliss,  TX  79918 

BG  Huba  Wass  de  Czege 

SPACO-SHAPE 

SHAPE 

APO  NY,  09055 

Brigadier  J.J.G.  MacKenzie 
Deputy  Commandant 
Royal  British  Staff  College 
Camberley  Surrey 
England  GU15  4NP 

COL  Butler 

Department  of  Joint  and  Combined  Operations 
Command  and  General  Staff  College 
Fort  Leavenworth,  KS  66027 

COL  Don  Holder 
Commander 

2d  Armored  Cavalry  Regiment 
APO  NY 

COL  William  H.  Janes 

Director,  School  of  Advanced  Military  Studies 
Fort  Leavenworth,  KS  66027-6900 

COL  R.  Noonan 
ODCSOPS(FDI) 

The  Pentagon 
Wash,  D.C.  20310-0400 

COL  Pat  Hughes 

U.S.  Special  Operations  Command  (J2) 

MacDill  AFB,  FL  33608-6001 
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816  Ferris  Avenue 
Lawton,  OK  73501 

COL  Stanlis  D.  Milkowski 
Commander 

201st  Military  Intelligence  Brigade 
Fort  Lewis,  WA 

COL  Warner  Dean  Stanley  III 

National  Defense  University 

Institute  of  Higher  Defense  Studies  (NDV-IH) 

Fort  Leslie  J.  McNair 

Wash  D.C.,  20319 

COL  Richard  M.  Swain 

Director,  Combat  Studies  Institute 

U.S.  Army  Command  and  General  Staff  College 

Fort  Leavenworth,  KS  66027 

COL  Jerry  F.  Pickar 
1521  Eton  Way 
Crofton,  MD  21114 

COL  Ken  Carlson 
ODCSOPS 
HQS,  USAREUR 
APO  NY, 

COL  Jack  Hamilton 
Commander,  Operational  Group 
Joint  Readiness  Training  Center 
Fort  Chaffee,  AR 

COL  David  Glantz 
Soviet  Army  Studies  Office 
Fort  Leavenworth,  KS  66027 
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Commander 

3rd  Brigade,  7th  Infantry  Division  (Light) 

Fort  Ord,  CA  93941 

COL  Richard  H.  Goldsmith 

USAWC-DCLM 

Box  487 

Carlisle  Barracks.  PA  17013 

LTC  William  Anton 
11918  Hall  Shop  Road 
Clarksville,  MD  21029 

LTC  Richard  Gerding 

G3,  6th  Infantry  Division  (Light) 

Fort  Richardson,  AK  99703 

LTC  Douglas  Hayden 
Commander 

107th  Military  Intelligence  Battalion  (Light) 
Fort  Ord,  CA  93941-6450 

LTC  (P)  James  J.  Montano 
5901  Mount  Eagle  #1506 
Alexandria,  VA  22303 

LTC  Thomas  Savoie 

U.S.  Army  Command  and  General  Staff  College 
AttnrBrigade  TCDP(ATZL-SWX) 

Fort  Leavenworth,  KS  66027 

LTC  Thomas  C.  Schmidt 

Center  for  Army  Tactics 

U.S.  Army  Command  and  General  Staff  College 

Fort  Leavenworth,  KS  66027-6900 
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Executive  Officer 
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LTC  C.A.S.  Hinton 
TDRC,  Royal  Staff  College 
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CACDA  (ATZL-CAT-D) 
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c/o  MAJ  LN  Barron 
’Woodend’  Clay  Street,  Crockerton 
Warminster- Wiltshire,  England 

MAJ  Andrew  Budd 
The  Royal  Bank  of  Scotland 
127  Commercial  Road 
Swindon,  Wiltshire  SW1  5P2 

MAJ  David  Cowans 
S3,  CAB 

9th  Infantry  Division 
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MAJ  Edward  Filiberti 
Executive  Officer 

2d  Battalion,  9th  Infantry  Regiment 
Fort  Ord,  CA  93941 

MAJ  Gregory  Gardner 
Aide  de  Camp 

Office  of  the  Commanding  General 
Headquarters,  FORSCOM 
Fort  MacPherson,  GA 
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U.S.  Army  Command  and  General  Staff  College 
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Aide  de  Camp 

Office  of  the  Commanding  General 
VII  Corps 
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Deputy  G3 
9th  Infantry  Division 
Fort  Lewis,  WA  98433-5000 
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Center  for  Army  Tactics 

U.S.  Army  Command  and  General  Staff  College 
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MAJ  Tom  Weafer 
51 -E  Saint  Marys  Street 
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CPT  (P)  Robin  Swan 
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CPT  Michael  Bordell 
HHC,  2d  Armor  Division 
APO  NY  09355 
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Battlefield  Deception  Office 
Attn:  ATSI-DE 
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Dr.  Edward  N.  Luttwak 
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Biography 


Major  Jack  Spencer  is  a  Military  Intelligence  officer  attending  CGSC.  He  served  as 
a  medic  with  U.S.  Marine  Corps  Battalion  Reconnaissance  in  Vietnam  and  was 
commissioned  Air  Defense  Artillery  branch  in  1974  from  California  State 
Polytechnic  University  in  San  Luis  Obispo,  California. 

After  service  as  a  special  weapons  custodian  with  the  Italian  Air  Force  he  was 
branch  transferred  to  Military  Intelligence  and  assigned  as  the  S2  of  the  l/509th 
Infantry  in  Vicenza,  Italy. 

Following  Advanced  Course  at  Fort  Huachuca  he  served  as  S2  of  the  1st 
Squadron,  2d  Armored  Cavalry  Regiment  in  Bayreuth,  West  Germany.  Next 
assigned  to  Headquarters  VII  Corps  as  the  G2  Operations  Officer,  the  Corps  Long 
Range  Surveillance  and  Border  Operations  Officer,  and  finally  as  Company 
Commander.  He  participated  in  four  REFORGERs  and  numerous  multi-national 
exercises. 

MAJ  Spencer  was  then  assigned  to  the  7th  Infantry  Division  (Light)  as  the  1st 
Brigade  (9th  Infantry  Regiment)  S2  throughout  the  building  and  Light  Division 
certification  process.  He  was  next  assigned  as  the  G3  Plans  officer  during  the 
period  of  post  certification  contingency  plan  development  He  completed  this 
tour  with  assignment  as  the  Military  Intelligence  Battalion  S3- 

Currently  assigned  as  the  J3  EW  Plans  Officer,  Headquarters,  United  States  Central 
Command,  Mac  Dill  Air  Force  Base,  Tampa,  Florida. 

Major  Spencer’s  awards  include  the  Meritorious  Service  Medal  with  oak  leaf 
cluster,  the  Army  Commendation  Medal,  the  Army  Achievement  Medal  with  4  oak 
leave  clusters,  and  various  overseas  medals.  He  has  been  awarded  the  Ranger 
Tab,  Airborne  wings,  and  British  Airborne  wings. 
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